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Help for system administrators

A system administrator provides the infrastructure that |ets site administrators, project managers and members collaborate
effectively.

Install CollabNet TeamForge 6.1 on CentOS

When you finish this sequence of tasks, you will have aworking TeamForge 6.1 site tailored to the specific requirements of
your user base and environment.

Installing TeamForge is not difficult, but it can be complex. To succeed, you should be familiar with essential Linux
commands and terminology. Most commands are given explicitly, but you will sometimes have to substitute values
corresponding to your own specific environment.

Note: For the hardware and software required to run TeamForge, see Platform specification for TeamForge 6.1
on page 87.

[ 1

Plan your CollabNet TeamForge 6.1 installation

|Navigation title:Plan your TeamForge installation |
Before you install TeamForge 6.1, let'stake alook at the product from a system administrator's perspective, so that you know
exactly what you are getting into.

Overview
A TeamForge site consists of a core TeamForge application and several tightly integrated services that support it.

* The core TeamForge application provides the Web interface that users see, and the API that other applications can
interact with. It also includes the file system where some user content is stored, such as wiki pages.

» The site database is where most of the user-created content is stored and accessed. Documents, discussion posts,
tracker artifacts, project administration settings: all that sort of thing livesin the database.

« The source control server ties any number of Subversion, CVS or Perforce repositories into the TeamForge site.
Theselinksare called "integrations" because they provide rich two-way coupling, not just alink, between the features
of the source control tool and the features of the TeamForge site.

» Thereporting server pulls data from the site database to populate graphs and charts about how people are using the
site.

* Thedatamart is essentially amirror of the site database, optimized to support the reporting functionality.

Install sequence

TeamForge supports multiple options for customizing and expanding your site to fit your organization's unique use
patterns.

In the default setup, all services run on the same box as the main TeamForge application. But in practice, only the
TeamForge application needs to run on the TeamForge application box. The other services can share that box or run on
other boxes, in amost any combination. When you spread your services around to multiple boxes, you must do some
configuration to handle communication among the services.

You should assess your own site's particular use patterns and resources to decide how to distribute your services, if at
all. For example, if you anticipate heavy use of your site, you will want to consider running the site database, the source
control service, or the reporting engine on separate hardware to help balance the load.

CollabNet has extensively tested six typical configurations:
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» Out of the box: Everything runs on one machine. Perfect for sites with fewer than 100 users.
» Coder's playground: Everything runs on one box except source control, which hasits own box.

« Project office: Everything runs on one box except the reporting data. Site administrators can run frequent reports
without overloading the rest of the site.

» Project office, high volume: For the larger site. Source control and the reporting data get their own server.

« DBA's choice, high volume: Both databases share a box (and a single PostgreSQL instance) and source control has
its own box.

« DBA'schoice, with Oracle: Both databases share abox (and a single Oracle instance) and source control hasits own
box.

You can adopt one of these configurations, or you can make up a configuration of your own.

PostgreSQL or Oracle?

PostgreSQL 9.0 isinstalled automatically when you install TeamForge 6.1. Oracle 11 (R1 and R2) is aso supported. If
you intend to use Oracle, CollabNet recommendsthat you let theinstaller runits course, make sure thingswork normally,
and then set up your Oracle database and switch over to it.

Choose your hardware

TeamForge can run on awide range of hardware configurations.

« For asmall team, you can install it on any laptop that can run VMware Player.
« Inalargeorganization, you may need multi-processor hardware with NFS storage and multiple layers of redundancy.

Most sites will need something in between. For the minimal requirements, see Hardware requirements for CollabNet
TeamForge 6.1 on page 87.

You're on CentOS 5.5, right?

Installing TeamForge on CentOS is very similar to installing on any of the other supported environments, but there are
differencesthat can throw you off. Asyou go through these steps, it's worth stopping occasionally to make sure the page
you are reading corresponds to the platform you are using.

Note: TeamForge 6.1 runs on SUSE Linux Enterprise Server 11 SP1 aswell as Red Hat Enterprise Linux 5.6 and
CentOS 5.5. Red Hat 5.4 and CentOS 5.4 are al so supported, but we recommend using the latest supported version.
You can use either the 64-bit or the 32-bit architecture of any supported OS.

Install TeamForge 6.1 the easy way

INavigation title:Dedicated installation |
The easiest way to install TeamForge isto install on a single box, dedicated to TeamForge only, taking all the default
configuration. We call this a"dedicated" install.

Important: Itiscritical that you start with afresh machine, with no software installed apart from the boot |oader.
You must have root access to the server.
1. Ingtall CentOS5.5and login as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

2. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html

3.

6.

7.

8.
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yum er ase postgresqgl-1libs dovecot

Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt/ col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To

[ i
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/other/path

Set up your site's master configuration file.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isgiven asan example. Emacs, gedit, or any other *nix text editor will also work.

At this stage, we'll make the minimal modifications required to set up a usable TeamForge 6.1 site.
a) Edit the DOMAIN_localhost variable to point the site's URL to the server where the siteis running.
Use this format:

DOVAI N_| ocal host =<dormai n_nane>

For example, suppose SuperVillain Inc. wants its development site to have the URL
https://worl ddom nati on. supervill ai n. or g. The DOMAIN_localhost variablewill look likethis:

DOVAI N_| ocal host =wor | ddoni nati on. supervillain.org

b) Review the DATABASE variables.
You may want to substitute your own values for the default database names, user names and passwords.

¢) Turn on the new site-wide reporting functionality by adding the REPORTS * variables.
See Turn on site-wide reporting on page 77 for details.
Run the installer.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

[ 1

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
.linstall.sh -a -b -V -n

If you areinstalling on a machine that is behind a proxy, unset the http_proxy variable.
export http_proxy=

Start CollabNet TeamForge.

letc/init.d/coll abnet start all


http://www.open.collab.net/downloads/ctf/linux.html
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9. Apply some finishing touches and make sure everything is running smoothly.
a) Turnon SSL for your site by editing the relevant variablesinthe si t e- opt i ons. conf file.
See Set up SSL for your TeamForge site on page 72.

b) Reboot the server and make sure all services come up automatically at startup.
¢) On CentOS, Apache may not automatically start up after areboot. To ensure that it does, run this command now:

/ sbin/chkconfig --level 2345 httpd on

d) Log into your site asthe administrator.
The value of the DOMAIN variableinthesi t e- opti ons. conf fileisthe URL to log into.
e) Install aproject template.

TeamForge comes with asampl e project template that showcases some of the platform's most interesting features.
Site administrators and project managers can use this template to jump-start projects without alot of manual
setup steps. See Install project templates on page 70.

f) Create asample project.
See Create a TeamForge project.

g) Write awelcome message to your site's users.
See Create a site-wide broadcast.

Install TeamForge the advanced way

INavigation title:Advanced installation |
If you need maximum flexibility and control over your TeamForge site, you'll want an "advanced" install.

Your TeamForge site consists of a collection of services that work together. You can host these services on one box or
on different boxes, in whatever combination works best for your conditions.

In an "advanced" install, you'll identify the hosts on which the various components of your TeamForge site will run.
For each machine that's part of your site, you'll set up the needed services and edit the si t e- opt i ons. conf fileto
define how and where each service runs, and how they communicate with each other.

Note: The new reporting serviceis optional. If you prefer not to provide site-wide reporting, you can skip the
related configuration steps.

In principle, amulti-box TeamForge site can have its services running in awide variety of combinations on an undefined
number of boxes. However, real-world sites tend to follow one of the following patterns, depending on the specific
needs of the community of site users.

Option 1: Install all TeamForge 6.1 services on a single box
|Navigation title:Install option 1 |
In Option 1, we install the database, the reporting service, source control, and the datamart (reporting database) on the main
application box.

Thisis not the same as adedicated install, even though it uses a single box. See Do | need an advanced TeamForge
installation? on page 140

g Noter In this example, we will use a separate port for the reporting database. This can help improve the perceived
speed of asite when database utilization is high. If you want the reporting database to share port 5432 with the site
database, omit the REPORTS DATABASE PORT variable. See Option 2: Install TeamForge 6.1 with source control
on a separate box on page 14 for an example.

1. Install CentOS 5.5 and log in asroot.

»  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.


http://help.collab.net/topic/teamforge610/action/creatingaproject.html
http://help.collab.net/topic/teamforge610/action/siteadmin-createsitewidebroadcast.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html

7.
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g |mportant: Don't customize your installation. Select only the default packages list.

Check your basic networking setup.

See Set up networking for your TeamForge box on page 37 for details.

Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum erase postgresql-1ibs dovecot

Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm

g~ 11p: Theinstallation packageisdeployedto/ opt / col | abnet / t eanf or ge/ 6. 1. 0. 0 by default. To
~ put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/other/path

Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

Configure the site-options.conf file.
Vi site-options.conf

a) ldentify the box and the services running on it.

HOST | ocal host =app etl| database datamart subversion cvs
DOVAI N_| ocal host =<nyappbox. donmai n. con»

b) Configure the database and the datamart, substituting your own values for the defaults where appropriate.

DATABASE TYPE=post gr esq|l

DATABASE_USERNAME=ct f user

DATABASE PASSWORD=ct f pwd

DATABASE_NAME=ct f db

DATABASE_MAX_ POCL_SI ZE=100

REPORTS DATABASE USERNAME=ct f r pt user
REPORTS_DATABASE_PASSWORD=ct f r pt pwd

REPORTS DATABASE NAME=ct f r pt db
REPORTS_DATABASE_READ ONLY_USER=ct f r pt r eadonl y
REPORTS_DATABASE_READ ONLY_PASSWORD=r pt r opwd
ETL_SOAP_SHARED SECRET=<arbitrary_string>
SOAP_ANONYMOUS _SHARED SECRET=<arbitrary_string>
REPORTS_DATABASE_PORT=5632

I:., Tip:

e Thedatabase name and user name values are arbitrary alphanumeric strings.

Install the application.
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Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the

L
installer.

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ envi ronment _check. sh

. prepare-environment. sh

./linstall.sh -a -V

Important: Do not deletethet eanf or ge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future
maintenance or upgrades.
8. Set up the site database.
a) Point the database to the local machine.

Su - postgres
initdb -D /var/lib/pgsql/data
vi /var/lib/pgsqgl/datal/postgresql.conf

listen_addresses = '127.0.0.1, <IP address of this box>'
b) Configure database access for the site database.

vi /var/lib/pgsqgl/datal/pg _hba. conf

| ocal al | al |
trust
# | Pv4 | ocal connecti ons:
host al | al | 127.0.0.1/ 32
trust
# | Pv6 | ocal connecti ons:
#host al | al | ::1/128
trust
host <DATABASE NAVE> <DATABASE USERNAME <| P address of this box>/32
nd5

9. Set up the reporting database (datamart).

g~ Note: You can skip this step if one of theseistrue:

» You are not providing site-wide reporting.
* You are providing reporting, and your reporting database will share port 5432 with your site database. In
this case, just add thesetwo linesto/ var /| i b/ pgsql / dat a/ pg_hba. conf:

host <REPORTS DATABASE NAME> <REPORTS DATABASE USERNAME> <IP
address of this box>/32 nd5
host <REPORTS_DATABASE NAME> <REPORTS DATABASE READ ONLY USERNAME> <I P
address of this box>/32 nd5

a) Point the datamart to the local machine.

initdb -D /var/lib/pgsql/reports
vi /var/lib/pgsql/reports/postgresql.conf

|isten_addresses = '127.0.0.1, <IP address of this box>'
port =5632
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b) Configure access for the datamart.

vi /var/libl/pgsqgl/reports/pg_hba. conf

| ocal all al |
trust

# | Pv4 | ocal connecti ons:

host all al |

127.0.0.1/ 32 trust

# | Pv6 | ocal connecti ons:

#host al | al |
trust

host <REPORTS DATABASE NAME> <REPORTS DATABASE USERNAME>
address of this box>/32 nd5

11/ 128

<IP

host <REPORTS_DATABASE_NAME> <REPORTS_DATABASE_READ ONLY_USERNAME> <| P

address of this box>/32 nd5

10. Start PostgreSQL.

exit
/etc/init.d/ postgresqgl start

11. Create the databases.

su - postgres

a) Site database:

createuser -P -S --createdb --no-createrol e <ctfdatabase usernanme>

createdb -E UTF8 - O <ctfdat abase_user nane> <ct f dat abasenane>

b) Reporting database:

createuser -p <reports_database port> -P -S --createdb --no-createrole

<reports_dat abase_user name>

createuser -p <reports_database port> -P -S --createdb --no-createrole

<reports_dat abase_readonl yuser nane>

createdb -p <reports_database_port> -E UTF8 - O <reports dat abase user nanme>

<reports_dat abase_nane>

¢) Restart PostgreSQL.

exit
/[etc/init.d/ postgresqgl restart

12. Set up theinitia site data.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

13. Set the permissions for the reporting database.

/ opt/ col | abnet/teanforge/ runtime/scripts/set-reports-readonl y-user-perm ssi on. py

(Type "YES' to continue.)

14. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=
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15. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mvy httpd. conf httpd.conf_old
cp httpd. conf.cn_new htt pd. conf
/etc/init.d/ httpd start

16. Start TeamForge.

/etc/init.d/coll abnet start

Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended stepsto get
started with your site.

Option 2: Install TeamForge 6.1 with source control on a separate box
INavigation title:Install option 2 |
In Option 2, we install the site database, the datamart and the reporting service on the main application box and source control
services on a separate box. This can help on a site with heavy source code commit or checkout traffic.

Note: In thisexample, we will use the same port for the site database and the reports database. Thisis the default
setting. When heavy traffic is expected, it can be agood ideato use port 5632 for the reporting database. See Option
1 for an example.

1. Dothison the main TeamForge application server. We'll call thismy. app. box.
1. Install CentOS 5.5 and login as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g |mportant: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

3. Uningtall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum erase postgresql-1ibs dovecot

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt/ col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To

[ i
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/ ot her/path
5. Rename the sample site configuration file from the install ation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.open.collab.net/downloads/ctf/linux.html

6. Configure the site-options.conf file.

a)

b)

[ N

vi conf/site-options. conf

Identify the boxes and the services running on them.

HOST | ocal host =app etl database datamart
DOVAI N_| ocal host =<nyappbox. donai n. con»
HOST _<mycodebox. domai n. con>=subver si on cvs

Configure the database and the datamart.

DATABASE_TYPE=post gr esq|l
DATABASE_USERNAME=ct f user
DATABASE_PASSWORD=ct f pwd
DATABASE_NAME=ct f db
DATABASE_IVAX_PQOCOL_SI ZE=100
REPORTS_DATABASE_USERNAME=Ct f r pt user
REPORTS_DATABASE_PASSWORD=ct f r pt pwd
REPORTS_DATABASE_NAME=ct f r pt db
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REPORTS_DATABASE_READ ONLY_USER=ct f r pt r eadonl y

REPORTS_DATABASE_READ_ONLY_PASSWORD=r pt r opwd

ETL_SOAP_SHARED SECRET=<arbitrary_string>

SOAP_ANONYMOUS SHARED SECRET=<arbitrary_string>

Tip: The database name and user name values are arbitrary aphanumeric strings.

7. Install the application.

[ N

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the

installer.

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0

.l envi ronment _check. sh
./ prepare-environment. sh
./linstall.sh -a -V

Important: Do not deletethet eanf orge-i nstal | er/ 6. 1. 0. 0 directory. You will need it for future

maintenance or upgrades.

8. Set up the site database.

a)

b)

Point the database to the local machine.

su - postgres
initdb -D /var/lib/pgsql/datal/
vi /var/lib/pgsqgl/datal/postgresql.conf

|isten_addresses = '127.0.0.1, <I P address of nmny.app. box>

Configure database access.

vi [var/lib/pgsql/datal/pg_hba. conf

# "local" is for Unix domain socket connections only

| ocal al |
trust
# | Pv4 | ocal connecti ons:

al |
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host al | al |
127.0.0.1/ 32 trust
# | Pv6 | ocal connections:
host <DATABASE_NANME> <DATABASE USERNANME>

<I P address of my.app. box>/32 md5
host <REPORTS_DATABASE NAME> <REPORTS_DATABASE USERNAME>
<I P address of my.app. box>/32 md5
host <REPORTS_DATABASE NAME>
<REPORTS DATABASE READ ONLY_USERNAME> <| P address of ny.app. box>/32 mi5
exit
letc/init.d/ postgresql start
9. Create the databases.
Su - postgres
a) Site database:

createuser -P -S --createdb --no-createrol e <ctfdatabase usernane>
createdb -E UTF8 - O <ctfdat abase_usernane> <ct f dat abasename>

b) Reporting database:

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_ user nane>

createuser -p <reports_database port> -P -S --createdb --no-createrole
<r eports_dat abase_r eadonl yuser nanme>

createdb -p <reports_database port> -E UTF8 - O <reports dat abase user nane>
<reports_dat abase_nane>

¢) Restart PostgreSQL.
exit
letc/init.d/ postgresqgl restart
10. Set up theinitial site data.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

11. Set the permissions for the reporting database.

/opt/ col | abnet/teanforge/ runtime/ scripts/set-reports-readonl y-user-perm ssi on. py
(Type"YES" to continue.)

12. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

13. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
letc/init.d/ httpd start

2. Dothison the source code server. We'll call thisnmy. code. box.
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14. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

15. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

16. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot

17. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm

Tip: Theinstallation packageis deployedto/ opt/ col | abnet / t eanf or ge/ 6. 1. 0. O by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

[ 1

rpm -ivh Teantorge-installer-6.1.0.0-353. noarch.rpm
--prefix=/sone/ ot her/ path

18. Rename the sampl e site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

19. Configure the site-options.conf file.
a) ldentify the boxes and the services running on them.

NODE_NAME=| ocal host

HOST | ocal host =subver si on cvs

DOVAI N_| ocal host =<nycodebox. donai n. con®
HOST_<myappbox. donai n. conmr=app dat abase

b) Configure the database connection.

DATABASE TYPE=post gr esq|l
DATABASE_USERNAME=ct f user
DATABASE _PASSWORD=ct f pwd
DATABASE_NAME=ct f db

20. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

[ N

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
.l envi ronment _check. sh
./ prepare-environment. sh


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
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.linstall.sh -a -V

Important: Do not deletethet eanf orge-i nstal | er/ 6. 1. 0. 0 directory. You will need it for future

e M
maintenance or upgrades.

21 Set up theinitial site data.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

22. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

23. Swap in the new Apache configuration file.

cd /etc/ httpd/ conf

mv httpd. conf httpd.conf_old

cp httpd. conf.cn_new htt pd. conf
/etc/init.d/ httpd start

24, Start TeamForge.

/etc/init.d/coll abnet start tontat

3. Dothison ny. app. box:
25, Start TeamForge.

/etc/init.d/coll abnet start

Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended stepsto get
started with your site.

Option 3: Install TeamForge 6.1 with reporting data on a separate box
|Navigation title:Install option 3 |
In Option 3, we install the database, the reporting service and source control on the main application box and the datamart
(reporting database) on a separate box. This enables site administrators to monitor activity closely without overloading the
rest of the site.

Note: In thisexample, we will specify a separate port for the reports database. By default, both the site database
and the reporting database use port 5432, but when heavy traffic is expected, it can be agood ideato use port 5632
for the reporting database.

[ N

1. Do thison the main TeamForge application server. We'll call thismy. app. box.
1. Install CentOS5.5and login as root.

«  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

2. Uningtall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
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3. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt / col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/ ot her/path

5. Rename the sample site configuration file from the install ation package.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

6. Configurethesi t e- opti ons. conf file.
vi conf/site-options. conf

a) ldentify the boxes and the services running on them.

HOST | ocal host =app dat abase subversi on cvs etl
DOVAI N_| ocal host =<nyappbox. domai n. con»
HOST_<mydat amar t box. domai n. conr=dat amar t

b) Configure the database and the datamart.

DATABASE TYPE=post gr esql

DATABASE_USERNAME=ct f user

DATABASE_PASSWORD=ct f pwd

DATABASE_NAME=ct f db

DATABASE_MAX_POCL_SI ZE=100

REPORTS _ DATABASE USERNAME=Ct f r pt user
REPORTS_DATABASE_PASSWORD=ct f r pt pwd
REPORTS_DATABASE_NAME=ct f r pt db
REPORTS_DATABASE READ ONLY_USER=ct f r pt r eadonl y
REPORTS_DATABASE _READ ONLY_ PASSWORD=r pt r opwd
ETL_SOAP_SHARED SECRET=<arbitrary_string>
SOAP_ANONYMOUS SHARED SECRET=<arbitrary_string>
REPORTS_DATABASE _PORT=5632

g Tip: The database name and user name values are arbitrary alphanumeric strings.

7. Install the application.

g~ Tip: Foradirect view of what theinstaller is doing, tail the install log in another terminal before running the
~ instaler.

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ environnent check. sh
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. [ prepare-envi ronnent . sh
./linstall.sh -a -V

g~ Important: Do not deletethet eanf orge-instal | er/ 6. 1. 0. O directory. You will need it for future
~ maintenance or upgrades.

8. Set up the site database.
a) Point the database to the local machine.

Su - postgres

initdb -D /var/lib/pgsql/datal

vi /var/lib/pgsql/datalpostgresql.conf

|isten_addresses = '127.0.0.1, <IP address of ny.app. box>'

b) Configure database access.

vi [/var/lib/pgsqgl/datal/pg_hba. conf

| ocal al | al
trust

# | Pv4 | ocal connecti ons:

host al | al | 127.0.0.1/32
trust

# | Pv6 | ocal connecti ons:

#host al | al | 121/ 128
trust

host <DATABASE_NAME> <DATABASE _USERNANME> <| P address of

my. app. box>/ 32 nmd5
exit
/etc/init.d/ postgresqgl start
¢) Createthe site database.

su - postgres

createuser -P -S --createdb --no-createrol e <ctfdatabase_usernanme>
createdb -E UTF8 - 0O <ctfdat abase_usernane> <ct f dat abasenane>

exit

letc/init.d/ postgresqgl restart

9. If you areinstalling on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=
2. Dothison thedatamart server. We'll call thisnmy. dat anart . box.
10. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

11. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.
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yum er ase postgresqgl-1libs dovecot

12. Install PostgreSQL 9.0.
See the PostgreSQL docs for support.

13. Set up the reporting database (datamart).
a) Point the database to the local machine.

su - postgres
initdb -D /var/lib/pgsql/reports
vi /var/libl/pgsql/reports/postgresql.conf

listen_addresses = '127.0.0.1, <IP address of nmny.datamart. box>'
port =5632

b) Configure access for the datamart.

vi /var/libl/pgsql/reports/pg_hba. conf

| ocal al | al |
trust
# 1 Pv4 | ocal connections:
host al | al |
127.0.0.1/ 32 trust
# | Pv6 | ocal connections:
#host al | al |
::1/128 trust
host <REPORTS DATABASE NANE> <REPORTS DATABASE USERNANME>
<I P address of my.app. box>/32 md5
host <REPORTS DATABASE NANE> <REPORTS DATABASE READ ONLY_ USER>

<I P address of my.app. box>/32 md5
exit

¢) Copy the datamart control script from/ opt/ col | abnet/t eanf orge/ runti ne/ scri pts on
my. app. box tothe/ t np directory of ny. dat amart . box.

mv/ /etc/init.d/ postgresql /etc/init.d/ postgresql_orig
cp /tnp/ postgresql _reports /etc/init.d

Note: Thepost gresql _report s script isthe oneto use only if the datamart is running on a different
server from the database, asit isin this example. In al other cases, usethe post gr esql script.

d) Start the reporting database service.
letc/init.d/ postgresqgl _reports start

e) Loginasthepost gr es user and create the reporting database.

su - postgres
createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_ user nane>

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_readonl yuser name>

createdb -p <reports_database port> -E UTF8 -O <reports dat abase user nane>
<reports database name>

exit
/etc/init.d/ postgresqgl _reports restart


http://www.postgresql.org/docs/8.4/interactive/installation.html
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3. Dothison ny. app. box:
14. Set up theinitial site data.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

15. Set the permissions for the reporting database.

/opt/col | abnet/t eanforge/ runtine/ scri pts/set-reports-readonl y-user - per ni ssi on. py
(Type "YES" to continue.)

16. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
letc/init.d/ httpd start

17. Start TeamForge.

/etc/init.d/collabnet start

Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended stepsto get
started with your site.

Option 4: Distribute TeamForge 6.1 on three boxes

|Navigation title: Install option 4

In Option 4, we install the site database and the reporting service on the main application box, while source control and the
reporting database each get their own box. This can be away to support the requirements of both coders and management.

[ 1

Note: In thisexample, we will use the same port for the site database and the reports database. Thisis the default
setting. When heavy traffic is expected, it can be agood ideato use port 5632 for the reporting database. See Option

1 for an example.

Do thison the main TeamForge application server. We'll call thismy. app. box.
Install CentOS 5.5 and log in as root.

»  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ Important: Don't customize your installation. Select only the default packages list.

Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresql-1ibs dovecot

Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:

rpm-ivh TeanfForge-installer-6.1.0.0-353. noarch.rpm


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.open.collab.net/downloads/ctf/linux.html
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5. Rename the sample site configuration file from the installation package.
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Tip: Theinstallation packageis deployedto/ opt/ col | abnet / t eanf or ge/ 6. 1. 0. O by default. To

put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm

--prefix=/sone/ ot her/ path

cd /opt/collabnet/teanforge-installer/6.1.0.0

cp conf/site-options-advanced. conf conf/site-options. conf

6. Configure the site-options.conf file.

a)

b)

[ N

vi conf/site-options. conf

Identify your boxes and the services running on them.

HOST | ocal host =app etl| dat abase

DOVAI N_| ocal host =<nyappbox. donai n. con»
HOST _<mydat anmar t box. donai n. cont=dat amart
HOST _<mycodebox. domai n. con=subver si on cvs

Configure the database and the datamart.

DATABASE _TYPE=post gr esq|l
DATABASE_USERNAME=ct f user
DATABASE_PASSWORD=ct f pwd
DATABASE_NAME=ct f db
DATABASE_MAX_POOL_SI ZE=100
REPORTS_DATABASE_USERNAME=Ct f r pt user
REPORTS_DATABASE _PASSWORD=ct f r pt pwd
REPORTS DATABASE NAME=ct f r pt db

REPORTS DATABASE READ ONLY USER=ct fr ptreadonly
REPORTS_DATABASE_READ ONLY_PASSWORD=r pt r opwd

EI'L_SOAP_SHARED_SECREI'—<ar bitrar y_string>

SOAP_ANONYMOUS_SHARED SECRET=<arbitrary_string>

Tip: The database name and user name values are arbitrary aphanumeric strings.

7. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the

installer.

tail -f /var/log/yumlog

cd /opt/coll abnet/teanforge-installer/6.1.0.0

.l envi ronment _check. sh
./ prepare-environment. sh
./linstall.sh -a -V

Important: Do not deletethet eanf orge-i nstal | er/ 6. 1. 0. 0 directory. You will need it for future

maintenance or upgrades.

8. Set up the site database.

a)

Point the database to the local machine.

su - postgres
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initdb -D /var/lib/pgsql/datal
vi /var/lib/pgsql/datalpostgresql.conf

listen_addresses = '127.0.0.1, <IP address of nmny.app. box>'
b) Configure database access.

vi [/var/lib/pgsqgl/datal/pg _hba. conf

| ocal al | al | trust
# | Pv4 | ocal connecti ons:

host al | al | 127.0.0.1/32 trust
# 1 Pv6 | ocal connections:

#host al | al | ::1/128 trust
host <DATABASE_NANE> <DATABASE USERNANME>

<I P address of ny.app. box>/32 md5
exit

/etc/init.d/ postgresqgl start

¢) Loginasthepost gr es user and create the site database.

su - postgres

createuser -P -S --createdb --no-createrol e <ctfdatabase_ usernanme>
createdb -E UTF8 - 0O <ctfdat abase_usernane> <ct f dat abasenanme>

exit

9. If you areinstalling on a machine that is behind a proxy, unset the http_proxy variable.
export http_proxy=

2. Dothison thedatamart server. We'll call thismmy. dat amart . box.

10. Install CentOS 5.5 and log in as root.

«  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
* Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

11. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot

12. Install PostgreSQL 9.0.
See the PostgreSQL docs for support.

13. Set up the reporting database.
a) Point the database to the local machine.

su - postgres
initdb -D /var/lib/pgsql/reports
vi /var/libl/pgsql/reports/postgresql.conf

listen_addresses = '127.0.0.1, <IP address of ny.datamart. box>'

b) Configure database access.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.postgresql.org/docs/8.4/interactive/installation.html

OpenTopic | Help for system administrators | 25

vi /var/lib/pgsqgl/reports/pg_hba. conf

| ocal al | al | trust
# | Pv4 | ocal connecti ons:

host al | al | 127.0.0.1/ 32 trust
# | Pv6 | ocal connecti ons:

#host al | al | 11/ 128 trust

host <REPORTS_DATABASE NAME> <REPORTS_DATABASE_USERNAME>
<I P address of nmny.app. box>/ 32 md5
host <REPORTS_DATABASE NAME>
<REPORTS DATABASE READ ONLY_ USERNAME> <I| P address of ny.app. box>/ 32 md5

exit

¢) Copy the datamart control script from/ opt/ col | abnet/t eanf orge/ runti ne/ scri pts on
my. app. box tothe/ t np directory of my. dat amart . box.

mv/ /etc/init.d/ postgresql /etc/init.d/ postgresql_orig
cp /tnp/postgresql _reports /etc/init.d

g~ Note: Thepost gresql _report s scriptisthe oneto use only if the datamart is running on a different
server from the database, asit isin this example. In al other cases, use the post gr esql script.

d) Start the reporting database service.
/[etc/init.d/ postgresqgl _reports start

€) Loginasthepost gr es user and create the reporting database.

su - postgres

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase user nanme>

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_readonl yuser nanme>

createdb -p <reports_database port> -E UTF8 - O <reports dat abase user nane>
<reports database name>

exit
letc/init.d/ postgresql _reports restart

3. Dothison ny. app. box:
14. Set up theinitial site data.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

15. Set the permissions for the reporting database.

[ opt/col | abnet/teanforge/runtime/scripts/set-reports-readonl y-user-perm ssi on. py
(Type"YES' to continue.)

16. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

nv httpd. conf httpd.conf_old

cp httpd. conf.cn_new htt pd. conf
/letc/init.d/ httpd start

4. Dothison the source control server. We'll call thismmy. code. box.
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17. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

18. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

19. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot

20. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm

Tip: Theinstallation packageis deployedto/ opt/ col | abnet / t eanf or ge/ 6. 1. 0. O by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

[ 1

rpm -ivh Teantorge-installer-6.1.0.0-353. noarch.rpm
--prefix=/sone/ ot her/ path

21. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

22. Configure the site-options.conf file.
a) ldentify the boxes and the services running on them.

NODE_NAME=| ocal host

HOST | ocal host =subver si on cvs

DOVAI N_| ocal host =<nycodebox. donai n. con®
HOST<nyappbox. domai n. conr=app dat abase

b) Configure the database connection.

DATABASE TYPE=post gr esq|l
DATABASE_USERNAME=ct f user
DATABASE _PASSWORD=ct f pwd
DATABASE_NAME=ct f db

23. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

[ N

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
.l envi ronment _check. sh
./ prepare-environment. sh
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.linstall.sh -a -V

Important: Do not deletethet eanf orge-i nstal | er/ 6. 1. 0. 0 directory. You will need it for future

e M
maintenance or upgrades.

24. Set up theinitial site data.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

25. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

26. Swap in the new Apache configuration file.

cd /etc/ httpd/ conf

mv httpd. conf httpd.conf_old

cp httpd. conf.cn_new htt pd. conf
/etc/init.d/ httpd start

27. Start TeamForge.

/etc/init.d/coll abnet start tontat

5. Dothison ny. app. box:
28. Start TeamForge.

/etc/init.d/coll abnet start

Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended stepsto get
started with your site.

Option 5: Distribute TeamForge 6.1 services a different way
|Navigation title:Install option 5 |
In Option 5, weinstall the reporting service on the main application box, both databases on another box, and source control
on athird box. This may be appropriate when intensive database utilization is a factor.

Note: In thisexample, we will specify a separate port for the reports database. By default, both the site database
and the reporting database use port 5432, but when heavy traffic is expected, it can be agood ideato use port 5632
for the reporting database.

1. Do thison the main TeamForge application server. We'll call thismy. app. box.
1. Install CentOS5.5and login as root.

«  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

2. Uningtall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot
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3. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt / col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/ ot her/path

5. Rename the sample site configuration file from the install ation package.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

6. Configurethesi t e- opti ons. conf file.
vi conf/site-options. conf

a) ldentify the boxes and the services running on them.

HOST | ocal host =app et

DOVAI N_| ocal host =<nyappbox. donai n. con®
HOST_<mydbbox. domai n. conr=dat abase dat amart
HOST_<myscnbox. domai n. conk=subver si on cvs

b) Configure the database and the datamart.

DATABASE TYPE=post gr esql

DATABASE_USERNAME=ct f user

DATABASE_PASSWORD=ct f pwd

DATABASE_NAME=ct f db

DATABASE_MAX_POCL_SI ZE=100

REPORTS _ DATABASE USERNAME=Ct f r pt user
REPORTS_DATABASE_PASSWORD=ct f r pt pwd
REPORTS_DATABASE_NAME=ct f r pt db
REPORTS_DATABASE READ ONLY_USER=ct f r pt r eadonl y
REPORTS_DATABASE _READ ONLY_ PASSWORD=r pt r opwd
ETL_SOAP_SHARED SECRET=<arbitrary_string>
SOAP_ANONYMOUS SHARED SECRET=<arbitrary_string>
REPORTS_DATABASE _PORT=5632

g Tip: The database name and user name values are arbitrary alphanumeric strings.

7. Install the application.

g~ Tip: Foradirect view of what theinstaller is doing, tail the install log in another terminal before running the
~ instaler.

tail -f /var/log/yum| og

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ environnent check. sh
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. [ prepare-envi ronnent . sh
./linstall.sh -a -V

Important: Do not deletethet eanf or ge-i nst al | directory. You will need it for future maintenance or
upgrades.
8. If you areinstalling on a machine that is behind a proxy, unset the http_proxy variable.
export http_proxy=
2. Dothison the database/datamart server. We'll call thismy. dat a. box.
9. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ Important: Don't customize your installation. Select only the default packages list.

10. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum erase postgresql-1ibs dovecot

11. Install PostgreSQL 9.0.
See the PostgreSQL docs for support.

12. Set up the site database.
a) Point the database to the local machine.

Su - postgres
initdb -D /var/lib/pgsql/data
vi /var/lib/pgsqgl/datal/postgresql.conf

|isten_addresses = '127.0.0. 1, <IP address of ny.data. box>'
b) Configure database access.

vi /var/lib/pgsqgl/datal/pg_hba. conf

| ocal al | al |
trust

# | Pv4 | ocal connecti ons:

host al | al | 127.0.0.1/ 32
trust

# 1 Pv6 | ocal connections:

#host al | al | ::1/128
trust

host <DATABASE NAME> <DATABASE USERNANME> <|I P address of

my. app. box>/ 32 md5

13. Set up the reporting database (datamart).
a) Point the database to the local machine.

initdb -D /var/lib/pgsql/reports
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vi /var/lib/pgsqgl/reports/postgresqgl.conf

listen_addresses = '127.0.0. 1, <I P address of ny. data. box>'
port =5632

b) Configure access for the datamart.

vi /var/lib/pgsqgl/reports/pg_hba. conf

| ocal al | al |
trust

# | Pv4 | ocal connecti ons:
host al | al |

127.0.0.1/ 32 trust
# | Pv6 | ocal connecti ons:
#host al | al |

121/ 128 trust
host <REPORTS_DATABASE_NAME> <REPORTS_DATABASE_USERNANE> <IP

address of ny.app. box/ 32 md5
host <REPORTS_DATABASE NAME> <REPORTS_DATABASE_READ ONLY_USERNAME>
<I P address of my.app. box>/32 md5
exit

¢) Copy the postgresql script from/ opt / col | abnet/t eanf orge/ runti nme/ scri pts onmny. app. box
tothe/ t np directory of my. dat a. box.

my /etc/init.d/ postgresql /etc/init.d/ postgresql_orig
cp /tnp/postgresql /etc/init.d

d) Start the reporting database service.

/etc/init.d/ postgresqgl start

14. Create the databases.
su - postgres
a) Site database:

createuser -P -S --createdb --no-createrol e <ctfdatabase_usernanme>
createdb -E UTF8 - 0O <ctfdat abase_usernane> <ct f dat abasenane>

b) Reporting database:

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_user name>

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_readonl yuser nane>

createdb -p <reports_database_port> -E UTF8 - O <reports dat abase user nane>
<reports_dat abase_nane>

¢) Restart PostgreSQL.
exit

[etc/init.d/ postgresqgl restart

3. Dothison ny. app. box
15. Set up theinitial site data.
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cd /opt/coll abnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

16. Set the permissions for the reporting database.

/opt/col | abnet/teantorge/ runtine/ scripts/set-reports-readonl y-user-perm ssi on. py
(Type "YES' to continue.)

17. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
letc/init.d/ httpd start

4. Dothison the source control server. We'll call thismmy. code. box.
18. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ Important: Don't customize your installation. Select only the default packages list.

19. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-libs dovecot

20. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

21. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm

Tip: Theinstallation packageisdeployedto/ opt / col | abnet /t eanf orge/ 6. 1. 0. O by default. To

i
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353. noarch.rpm
--prefix=/sone/other/path

22. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

23. Configurethesi t e- opt i ons. conf file.
a) ldentify the boxes and the services running on them.

HOST | ocal host =subver si on cvs

DOVAI N_| ocal host =<nyscnbox. donai n. con»
HOST_<myappbox. donai n. conr=app
HOST_<mydbbox. domai n. conr=dat abase
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b) Configure the database connection.

DATABASE_TYPE=post gr esq|l
DATABASE_USERNAME=ct f user
DATABASE_PASSWORD=ct f pwd
DATABASE_NAME=ct f db

24. Install the application.

g~ 11p: For adirect view of what theinstaller is doing, tail theinstall log in another terminal before running the
~ installer.

tail -f /var/log/yum| og
cd /opt/collabnet/teanforge-installer/6.1.0.0
.l envi ronnent _check. sh

./ prepare-environment. sh
./linstall.sh -a -V

g~ |mportant: Do not deletethet eanf or ge-instal | er/ 6. 1. 0. O directory. You will need it for future
~ maintenance or upgrades.

25. Set up theinitial site data.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

26. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

27. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
/etc/init.d/ httpd start

28. Start TeamForge.

/etc/init.d/coll abnet start tontat

5. Dothison ny. app. box
29, Start TeamForge.

letc/init.d/collabnet start
Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended stepsto get
started with your site.

Option 6: Distribute TeamForge 6.1 services using Oracle
|Navigation title: Install option 6
Option 6 islike Option 5, but it uses an Oracle database instead of a PostgreSQL database.

g~ Note: For simplicity, in this example we will have the site database and the reporting database share port 1521.

1. Do thison the main TeamForge application server. We'll call thismy. app. box.
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. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ |mportant: Don't customize your installation. Select only the default packages list.

. Uningtall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum erase postgresql-1ibs dovecot

. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm

Tip: Theinstallation packageisdeployedto/ opt/ col | abnet / t eanf orge/ 6. 1. 0. O by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

[ 1

rpm -ivh Teantorge-installer-6.1.0.0-353. noarch.rpm
--prefix=/sone/ ot her/ path

. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

. Configure the site-options.conf file.
vi conf/site-options. conf

a) ldentify the boxes and the services running on them.

HOST | ocal host =app et

DOVAI N_| ocal host =<nyappbox. donai n. con»
HOST _<mydbbox. domai n. conr=dat abase dat anart
HOST_<myscnbox. donmi n. conp=subver si on cvs

b) Configure the database and the datamart.

DATABASE TYPE=or acl e

DATABASE _USERNAME=si t edat abaseuser nane

DATABASE PASSWORD=si t edat abasepwd

DATABASE_NAME=si t edat abasei nst ancenane
DATABASE_MAX_POOL_SI ZE=100

REPORTS DATABASE USERNAME=r epor t i ngdat abaseuser name
REPORTS_DATABASE_PASSWORD=r epor t i ngdat abasepwd
REPORTS_DATABASE_NAME=r epor t i ngdat abasei nst ancenane
REPORTS_DATABASE_READ ONLY_USER=r epor ti ngr eadonl yuser nane
REPORTS_DATABASE_READ ONLY _PASSWORD=r epor t i ngr eadonl yuser pwd
ETL_SOAP SHARED SECRET=<ar bi trar y_string>
SOAP_ANONYMOUS _SHARED SECRET=<arbitrary_string>
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DATABASE_SERVI CE_NAME=

L Tip:

e The database name and user name values are arbitrary alphanumeric strings.

» Tofindthevaluefor the DATABASE _SERVICE_NAME variable, log into your Oracle server and execute
this command:

su - oracle
t nspi ng <dat abase_name>

Inthe output, find the value of SERVICE_NAME. Usethat asthe value of DATABASE SERVICE_NAME
insi te-options. conf.

7. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

tail -f /var/log/yuml|og

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ environnent check. sh

./ prepare-environment. sh

./linstall.sh -a -V

8. Copy theOracledatamart setup scriptfrom/ opt / col | abnet / t eanf or ge/ runti me/ scri pt stothe/t np
directory of ny. dat a. box.

scp /opt/coll abnet/teanforge/runtine/scripts/datamart-oracl e-setup.sh
<user nane>@ny. dat a. box>: /tnp

2. Dothison the database/datamart server. We'll call thismy. dat a. box.
9. Install CentOS 5.5 and log in as root.

«  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g |mportant: Don't customize your installation. Select only the default packages list.

10. Ingtall Oracle 11 (R1 and R2).
See thiswriteup for details.

g~ Note: Make sure your database uses UTF8 or AL32UTF8 encoding. Thisis needed to support usersin Asian
languages. See this Oracle knowledge base article.

11. Put the Oracle datamart setup script where TeamForge can find it.

nkdir /ul
cp /tnp/datamart-oracl e-setup.sh /ul

12 Login asthe Oracle user and create the site database user and permissions.
See Set up an Oracle database on page 65 for help.

13. Create the reporting user and schema.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.jameskoopmann.com/docs/Install_Oracle11gCentOS5.htm
http://oracle.ittoolbox.com/documents/popular-q-and-a/changing-the-character-set-of-an-oracle-database-1601#
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cd /ul
sh datamart-oracl e-setup. sh

Note: Your responses to the script's prompts must match the values of the equivalent variablesin the

i
si te-options. conf fileonny. app. box.

3. Dothison ny. app. box
14. Set up theinitial site data.

cd /opt/coll abnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

15. Set the permissions for the reporting database.

[ opt/ col | abnet/teanforge/runtime/scripts/set-reports-readonl y-user-perm ssi on. py
(Type"YES" to continue.)

16. If you areinstalling on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

17. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
/etc/init.d/ httpd start

4. Dothison the source control server. We'll call thismy. code. box.
18. Install CentOS 5.5 and log in as root.

» See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
« Seethe Red Hat installation guide for help.

g~ !mportant: Don't customize your installation. Select only the default packages list.

19. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresql-1ibs dovecot

20. Check your basic networking setup.
See Set up networking for your TeamForge box on page 37 for details.

21. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh TeanfForge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt / col | abnet / t eanf orge/ 6. 1. 0. O by default. To

€
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm
--prefix=/somnme/other/path


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.open.collab.net/downloads/ctf/linux.html
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22. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teanforge-installer/6.1.0.0
cp conf/site-options-advanced. conf conf/site-options. conf

23. Configure the site-options.conf file.
a) ldentify the boxes and the services running on them.

HOST | ocal host =subver si on cvs

DOVAI N_| ocal host =<nyscnbox. donai n. con®
HOST_<myappbox. domai n. conr=app
HOST_<mydbbox. domai n. conr=dat abase

b) Configure the database connection.

DATABASE TYPE=or acl e
DATABASE USERNAME=ct f user
DATABASE_PASSWORD=ct f pwd
DATABASE_NAME=ct f db

24. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

[ N

tail -f /var/log/yumlog

cd /opt/collabnet/teanforge-installer/6.1.0.0
.l envi ronment _check. sh

./ prepare-environment. sh

./linstall.sh -a -V

Important: Do not deletethet eanf orge-i nstal | er/ 6. 1. 0. 0 directory. You will need it for future
maintenance or upgrades.

25. Set up the initial site data.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ boot strap-data. sh

26. If you are installing on a machine that is behind a proxy, unset the http_proxy variable.

export http_proxy=

27. Swap in the new Apache configuration file.

cd /etc/httpd/ conf

mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new htt pd. conf
/etc/init.d/ httpd start

28. Start TeamForge.

/etc/init.d/collabnet start tontat

5. Dothison ny. app. box
29. Start TeamForge.
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/etc/init.d/collabnet start

Your installation is complete. Go to Verify your TeamForge 6.1 installation on page 37 for recommended steps to get
started with your site.

Verify your TeamForge 6.1 installation
INavigation title:Verify your installation |
Congratulations: you have just installed your TeamForge 6.1 site on CentOS . Now you can apply some finishing touches and
make sure everything is running smoothly.

1. On CentOS, Apache may not automatically start up after areboot. To ensure that it does, run this command now:

/ sbin/chkconfig --level 2345 httpd on

2. Turnon SSL for your site by editing the relevant variablesinthe si t e- opt i ons. conf file.
See Set up SSL for your TeamForge site on page 72 for details.

g Note: If SSL isenabled for any box belonging to your site, it must be enabled for all of them.

3. Log into your site as the administrator.
The value of the DOMAIN variableinthesi t e- opti ons. conf fileisthe URL to log into.

4. Install your license key.
See Supply your TeamForge license key on page 58.

5. Install aproject template.

TeamForge comes with a sample project template that showcases some of the platform's most interesting features.
Site administrators and project managers can use this template to jump-start projects without alot of manual setup
steps. See Install project templates on page 70.

g~ Note: This procedure is recommended, but not required.
6. Create asample project.
See Create a TeamForge project.

7. Write awelcome message to your Site's users.
See Create a site-wide broadcast.

Now that you have successfully installed your TeamForge site in its basic configuration, you can use the instructions
under Maintain your CollabNet TeamForge 6.1 site on CentOS on page 58 to help keep your site going.

Set up networking for your TeamForge box

|Navigation title: Set up networking
After installing the operating system, prepare the networking connections and configuration that your TeamForge 6.1 site will
require.

1. Open the appropriate ports, and close all other ports.

Note: Expose only the JBOSS and Tomcat ports that are required for integration with another application, and
open them only to that specific host |P address, even within your internal network.

[ N

For detailed port requirements, see What are the minimum ports to keep open for a TeamForge site? on page 142

2. Usethehost name command to verify that the machine name is resolvable on the network.

host name
bi gbox. supervillain.org


http://help.collab.net/topic/teamforge610/action/creatingaproject.html
http://help.collab.net/topic/teamforge610/action/siteadmin-createsitewidebroadcast.html
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3. Usethensl ookup command to verify that your hostname maps to the right |1P address.

nsl ookup bi gbox. supervillain.org
Server: 204.16.107. 137
Address: 204.16. 107. 137#53

' Tip: If thereisany doubt about what the system'sreal |P addressis, usethe/ sbi n/ i f conf i g command.

4. If you areinstalling behind a proxy, specify your proxy settings.

export
htt p_proxy=ht t p: / / <PROXY_USERNANME>: <PROXY_PASSWD>@PROXY_HOST>: <PROXY_PORT>

5. If any mail serviceisrunning on port 25, stop it and make sure it won't restart.
For example:

/ sbin/service sendmai |l stop
/ sbin/chkconfig sendnail off

6. Useatool such as Nessusto scan your server for potential vulnerabilities.

(See What are the minimum ports to keep open for a TeamForge site? on page 142 for detailed security
recommendations.)

Upgrade to TeamForge 6.1 on CentOS

You can upgrade to TeamForge 6.1 from TeamForge 5.4 (with or without patch 1). You can upgrade to TeamForge 6.1 on the
same box where your current TeamForge site is running, or you can take this opportunity to move your site to a new box.
Choose the instructions that fit your case.

Plan your upgrade to TeamForge 6.1

Navigation title:Plan your upgrade |
Asthefirst step in upgrading to TeamForge 6.1, consider some key questions that will affect how your new site works.

1. Whereiseverything?

TeamForge consists of five interrelated services that can run on separate hardware or share one or more boxes in
various configurations. If you aren't the person who first installed your current TeamForge site (or maybe even if
you are), it's essential to catalog the hosts where your services are running and to know what configuration has been
applied to them.

2. Provide site-wide reporting?
TeamForge 6.1 enables site administrators to track user logins for their site. More reporting options are coming.

If your users want thisfeature, you'll have to turn on anew serviceknown asETL, for extract-transform-load, during
the upgrade process. You'll also have to configure a new database called the datamart. (These elements are off by
default.)

After your siteis upgraded, you can also choose to move these new services off to one or more separate servers, the
same as you can do with the existing TeamForge services.

3. "Dedicated" or "advanced?'

Thetype of TeamForge installation you have makes a difference for how you upgrade and patch the site. If your site
isadedicated site, you'll be able to skip some of the steps outlined here. If you don't know whether your site was
originaly installed as dedicated or advanced, here's how you can find out: Is my TeamForge site "dedicated” or
"advanced?" on page 54
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4. Branding changes?

Every release of TeamForge can bring changes to the look and feel of the product. TeamForge 6.1 is no exception.
If you have edited filesin your site's branding repository (that's how you customize the look and feel of the product),
you must download the new branding package and check into your branding repository the new versions of any files
you have edited. See Customize anything on your site for instructions.

5. Special database settings?

The efficiency of your database can have an impact on your users perception of the site's usability. If your site uses
aPostgreSQL database (which is the default), you may want to consider tuning it to fit your specific circumstances.
The default settings are intended for a small-to-medium site running on a single server. See What are the right
PostgreSQL settings for my site? on page 153 for recommendations from CollabNet's performance team on optimizing
PostgreSQL for different conditions.

6. Special VM settings?

The Java virtual machine is the backbone of your TeamForge 6.1 site. Optimizing your VM is critical to your site's
performance. However, your JVM settings are not automatically changed when you upgrade. You may want to
review the new defaults and consider using them if they fit your site's operating environment.

Upgrade a dedicated CollabNet TeamForge site to 6.1

INavigation title:Upgrade to TeamForge 6.1 (dedicated) |
Upgrading to TeamForge 6.1 on a dedicated site is easy and fun.

Upgrade a dedicated CollabNet TeamForge site to 6.1 on the same box
INavigation title:Upgrade to TeamForge 6.1 on the same box |
To upgrade to TeamForge 6.1, you must remove the existing site (the software, not the data), then install the new site and
convert your existing site's data.

For this procedure, we'll assume that you are upgrading on the same box where your existing TeamForge 5.4.x siteis
running. It's also possible to simultaneously upgrade and move your site to new hardware, but since we are working
with a dedicated installation, the priority hereisto keep things as simple and quick as possible. See Should | upgrade
to TeamForge 6.1 on a new box? on page 152 for some background information.

Tip: If thereisany doubt about what kind of site you are working with, see |s my TeamForge site "dedicated" or
"advanced?" on page 54

[ N

1. Back up your site data.
a) Make adump file of your site database.

Note: You have to do a PostgreSQL dump because we are upgrading the PostgreSQL application as part
of this upgrade.

[ N

su - postgres

[usr/bin/pg_dunpall > /var/lib/pgsql/backups/ctf54.dnmp
exit

nkdir /tnp/ backup_dir

cp /var/lib/pgsql/backups/ctf54.dnp /tnp/backup dir/

b) Copy the following data directories to a safe location:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/svnroot Subversion source code repositories
/sf-svnroot Subversion repository for branding data
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Directory Contents

/evsroot CV S source code repositories (not present on all sites)

Important: To make sureyou can usethedirectorieslater, usethe"preserve permissions’ flag when copying
them. A command to copy them all at once will ook like this:

[ 1

cp -Rpf /cvsroot /svnroot /sf-svnroot /opt/collabnet/teanforgel/var
/tnp/ backup_dir

¢) Back up your SSH keys, if any.
2. Stop TeamForge.

/etc/init.d/collabnet stop all

3. Uninstall TeamForge 5.4.

cd /opt/collabnet/teanforge-installer/5.4.0.0
./linstall.sh -u -n -V

Note: If you are upgrading a TeamForge 5.4 site with a patch installed, run the uninstall command from the

&
patch installer directory and add the --force option, like this:

cd /opt/collabnet/teanforge-installer/5.4.0.1
.linstall.sh -u -n -V --force

To seeif your site is patched, log in as a site administrator and goto Admin > System Tools > Build
I nformation .

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-Uvh Teantorge-installer-6.1.0.0-353. noarch.rpm

g~ 11p: If youinstalled apreviousrelease using the --prefix flag, specify the same path here. Otherwisetheinstaller
~ will assume the default path.

rpm-UWh Teantorge-installer-6.1.0.0-353. noarch.rpm
--prefix=/somnme/other/path

5. Get the TeamForge 6.1 update software.
Contact your CollabNet support representative for the download URL.

Copy itto/ t np and unpack it:

unzip mgratorator_6.1.0.0.353.zip -d
[ opt/coll abnet/teanforge-installer/6.1.0.0/mgration

6. Turnonthenew site-wide reporting functionality by editing the HOST variables and adding the REPORTS * variables.
See Turn on site-wide reporting on page 77 for details.

7. Runtheinstaler.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./linstall.sh -a -V -n


http://www.open.collab.net/downloads/ctf/linux.html
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Important: If you get aPostgreSQL error message, use thisworkaround: Troubleshooting: Upgrade PostgreSQL
manually on page 54.

[ 1

8. Update the file permissions on your site's data.
[ opt/col |l abnet/teanforge/runtime/scripts/fix_data_pernissions.sh

g~ Note: Thisprocess can take along time for asite with alot of data

9. Convert your site datato work with TeamForge 6.1.
/ opt/col | abnet/teanforge/runtime/scripts/mgrate. py

Them gr at e. py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 6.1 site.

10. Start CollabNet TeamForge.

letc/init.d/coll abnet start all

11. Apply some finishing touches and make sure everything is running smoothly after upgrading to TeamForge 6.1.

g~ Note: To ensure that Apache starts up automatically after areboot, run this command now:

/ sbin/chkconfig --l1evel 2345 httpd on

a) Reboot the server and make sure all services come up automatically at startup.

b) If youarebringing SSL certificates and keysfrom your old site, make sure their [ocations match the paths specified
by the SSL_CERT_FILE and SSL_KEY_FILE variablesinsi t e- opti ons. conf . See Set up SS_ for your
TeamForge site on page 72.

¢) Log into your site asthe administrator.

d) Make sure your users can still access their source control services.
See Synchronize TeamForge source control integrations on page 78.

€) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.

f) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.

Important: Do not deletethet eanf or ge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future
maintenance and upgrades.

[ N

Upgrade a dedicated site to TeamForge 6.1 on new hardware
|Navigation title:Upgrade a dedicated site on new hardware |
To upgrade to TeamForge 6.1, set up a new box, then bring over your old site's data and convert it.

TeamForge 6.1 runs on CentOS 5.5. To take advantage of the new operating system, you should install afresh box and
move your TeamForge 5.4 site to it.

If necessary, however, TeamForge 6.1 can till run on CentOS 5.4. If you need to run your new site on the same box
that your existing site is running on, see Upgrade a dedicated CollabNet TeamForge site to 6.1 on the same box on

page 39.

1. Takethese stepson the new TeamForge 6.1 box:
1. Ingtall CentOS5.5and login as root.


http://help.collab.net/topic/teamforge610/action/siteadmin-createsitewidebroadcast.html
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»  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ Important: Don't customize your installation. Select only the default packages list.

2. Uningtall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum erase postgresql-1ibs dovecot

3. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-ivh Teantorge-installer-6.1.0.0-353. noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt/ col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/other/path

4. Get the TeamForge 6.1 update software.
Contact your CollabNet support representative for the download URL.

Copy itto/ t np and unpack it:

unzip mgratorator_6.1.0.0.353.zip -d
[ opt/coll abnet/teanforge-installer/6.1.0.0/mgration

2. OntheTeamForge 5.4 box, login asroot and take these steps:
5. Stop the TeamForge application server and the Apache server, if they are running.

letc/init.d/ httpd stop
/etc/init.d/collabnet stop

6. Back up your site data.
a) Make adump file of your site database.
(This may be the same as your TeamForge application server or a separate box.)

You haveto do aPostgreSQL dump because we are upgrading the PostgreSQL application as part of thisupgrade.

Note: These commands are for a PostgreSQL database, which is the default. If your site uses an Oracle
database, follow the Oracle backup procedure instead.

su - postgres

[usr/bin/pg_dunpall > /var/lib/pgsql/backups/<my.backedup. data>. dnp
exit

nmkdir /tnp/ backup_dir

cp /var/lib/pgsql/backups/<ny. backedup. data>. dnp /tnp/ backup_dir/

b) Make an archive file with the following data directories:


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.open.collab.net/downloads/ctf/linux.html
http://www.orafaq.com/wiki/Oracle_database_Backup_and_Recovery_FAQ
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Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

[/cvsroot CV S source code repositories (not present on all sites)

cp -Rpf /svnroot /sf-svnroot /cvsroot /opt/collabnet/teanforgel/var
/ t mp/ backup_dir

cd /tnmp

tar czvf 54backup.tgz backup_dir

¢) Back up your SSH keys, if any.
d) Back up your SSL certificates and keys, if any.

7. Stop PostgreSQL.
/etc/init.d/ postgresgl stop
8. Copy thefile system data to the new box.

scp /tnp/ 54backup.t gz user name@ewbox: /tnp

9. Copy the master configuration file from the old server to the same location on the new server.

scp /opt/col |l abnet/teanforge-installer/6.1.0.0/conf/site-options. conf
user namre@ewbox: / t nmp

Note: If you are upgrading from a TeamForge 5.4 site that has been patched, get theoldsi t e- opt i ons. conf
filefrom/ opt/ col | abnet/teanforge-installer/5.4.0.1/ conf instead.

' Tip: scp isjust an example. Use whatever file transfer method you prefer.

3. Dothison the new TeamForge 6.1 box:
10. Put thesi t e- opti ons. conf filewheretheinstaler can findit.

cp /tnp/site-options.conf /opt/collabnet/teanforge-installer/6.1.0.0/conf

11. Login asroot and unpack the file system data.

cd /tmp
tar xzvf 54backup.tgz

12 Openthesi t e- opti ons. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

13. Update the host name and domain name, if necessary.

HOST _ny. host . nane=app dat abase subversion cvs
DOVAI N_ny. host . nanme=ny. domai n. name
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14. Turn on the new site-wide reporting functionality by editing the HOST variables and adding the REPORTS * variables.
See Turn on site-wide reporting on page 77 for details.

15. Review the variables you've changed, then savethe si t e- opt i ons. conf file.
16. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

[ i
tail -f /var/log/yum| og

cd /opt/coll abnet/teanforge-installer/6.1.0.0

.l envi ronment _check. sh

./ prepare-environment. sh

Important: If you get aPostgreSQL error message, use thisworkaround: Troubleshooting: Upgrade PostgreSQL
manually on page 54.

.linstall.sh -a -V

Important: Do not deletethet eanf or ge-i nstal |l er/ 6. 1. 0. O directory. You will need it for future

e M
malntenance or upgrades.

17. Bring your site data back.
a) Reload the PostgreSQL data.

Su - postgres
[usr/bin/psql < /tnp/backup_dir/<my.backedup. data>. dnp
exit

b) Reload svnr oot , sf - svnroot,cvsroot,andvar.
18. Update the file permissions on your site's data.
[ opt/col |l abnet/teanforge/runtime/scripts/fix_data _perni ssions.sh

g~ Note: This process can take along time for asite with alot of data.

19. Convert your site data to work with TeamForge 6.1.
[ opt/col | abnet/teanforge/runtime/scripts/ mgrate.py

Them gr at e. py script locates the existing site data and modifies it as needed.

Thisincludes configuration datafor LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 6.1 site.

20. Start CollabNet TeamForge.

/etc/init.d/collabnet start all

21. Apply some finishing touches and make sure everything is running smoothly after upgrading to TeamForge 6.1.

g~ Note: To ensure that Apache starts up automatically after areboot, run this command now:

/ sbin/ chkconfig --level 2345 httpd on

a) Reboot the server and make sure all services come up automeatically at startup.
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b) If youarebringing SSL certificates and keysfrom your old site, make sure their locations match the paths specified
by the SSL_ CERT _FILE and SS._KEY_FILE variablesinsi t e- opti ons. conf . See Set up SS_ for your
TeamForge site on page 72.

¢) Log into your site asthe administrator.

d) Make sure your users can till access their source control services.

See Synchronize TeamForge source control integrations on page 78.

e) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.

f) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.

Important: Do not deletethet eanf orge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future

[ i
maintenance and upgrades.

Upgrade an advanced TeamForge site to TeamForge 6.1

|Navigation title:Upgrade to TeamForge 6.1 (advanced) |

Upgrading to TeamForge 6.1 on an advanced site can be complicated but you get more flexibility and control.

If thereisany doubt about what kind of site you are working with, see s my TeamForge site " dedicated" or "advanced?"
on page 54

Upgrade a TeamForge site to 6.1 on the same hardware

|Navigation title:Upgrade to TeamForge 6.1 on the same box

To upgrade to TeamForge 6.1 without changing the box where your TeamForge 5.4 site is running, you have to uninstall the
old TeamForge site, install the new one, and migrate the site data.

There are afew critical factors to keep in mind when upgrading to TeamForge 6.1.

For this procedure, we'll assume that you are upgrading on the same box where your existing TeamForge 5.4.x site
isrunning. It's also possible to simultaneously upgrade and move your site to new hardware. To do that, see Upgrade
to TeamForge 6.1 on new hardware on page 49.

The new site-wide reporting database that comes with TeamForge 6.1 can share aport with the existing site database,
or useits own port. In this upgrade procedure, we will assign the reporting database its own port. For an example of
having the two databases share a port, see Option 2: Install TeamForge 6.1 with source control on a separate box
on page 14.

This procedure is meant for sites that were installed in "advanced" mode. If your existing site was installed in
"dedicated" mode, use Upgrade a dedicated CollabNet TeamForge site to 6.1 on the same box on page 39 instead.
If thereis any doubt about what kind of site you are working with, see Is my TeamForge site "dedicated” or
"advanced?" on page 54

Back up your site data.
a) Make adump file of your site database.
(This may be the same as your TeamForge application server or a separate box.)

You haveto do aPostgreSQL dump because we are upgrading the PostgreSQL application as part of thisupgrade.

Note: These commands are for a PostgreSQL database, which is the default. If your site uses an Oracle
database, follow the Oracle backup procedure instead.

su - postgres

[usr/bin/pg_dunpall > /var/lib/pgsql/backups/<my.backedup. data>. dnp
exit

nkdir /tnp/ backup_dir

cp /var/lib/pgsql/backups/<ny. backedup. data>. dnp /tnp/ backup_dir/


http://help.collab.net/topic/teamforge610/action/siteadmin-createsitewidebroadcast.html
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b) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CV S source code repositories (not present on al sites)

cp -Rpf /svnroot /sf-svnroot /cvsroot /opt/collabnet/teanforgel/var
[ tnp/ backup_dir

cd /tnmp

tar czvf 54backup.tgz backup dir

¢) Back up your SSH keys, if any.
d) Back up your SSL certificates and keys, if any.
2. Stop TeamForge.

letc/init.d/ httpd stop
/etc/init.d/ postgresgl stop
/etc/init.d/collabnet stop

3. Uninstall TeamForge 5.4.

cd /opt/collabnet/teanforge-installer/5.4.0.0
./linstall.sh -u -n -V

Note: If you are upgrading a TeamForge 5.4 site with a patch installed, run the uninstall command from the
patch installer directory and add the --force option, like this:

cd /opt/collabnet/teanforge-installer/5.4.0.1
.linstall.sh -u -n -V --force

To seeif your site is patched, log in as a site administrator and go to Admin > System Tools > Build
Information .

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:
rpm-Uvh TeanfForge-installer-6.1.0.0-353. noarch.rpm

Tip: If youinstalled a previous release using the --prefix flag, specify the same path here. Otherwise the

[
installer will assume the default path.

rpm-UWh TeanfForge-installer-6.1.0.0-353. noarch. rpm
--prefix=/sone/ ot her/ path

5. Get the TeamForge 6.1 update software.
Contact your CollabNet support representative for the download URL.

Copy itto/ t np and unpack it:


http://www.open.collab.net/downloads/ctf/linux.html
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unzip migratorator_6.1.0.0.353.zip -d
/opt/coll abnet/teanforge-installer/6.1.0.0/mgration

6. Turn onthenew site-wide reporting functionality by editing the HOST variables and adding the REPORTS * variables.
See Turn on site-wide reporting on page 77 for details.

7. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the

[ L
installer.

tail -f /var/log/yuml|og

cd /opt/collabnet/teanforge-installer/6.1.0.0
./ environnent _check. sh
. [ prepare-envi ronnent . sh

Important: If you get aPostgreSQL error message, use thisworkaround: Troubleshooting: Upgrade PostgreSQL
manually on page 54.
./linstall.sh -a -V

Important: Do not deletethet eanf or ge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future

[ _
maintenance or upgrades.

8. Set up the reporting database.

Su - postgres
vim /var/lib/pgsql/datal postgresql.conf

listen_addresses = '127.0.0. 1, <dat abase_host | P>'

vim /var/lib/ pgsql /data/ pg_hba. conf

| ocal al | al | trust
# | Pv4 | ocal connecti ons:

host al | al | 127.0.0.1/ 32 trust
# | Pv6 | ocal connecti ons:

#host al | al | ::1/128 trust

host <DATABASE_NAME>  <DATABASE USERNAME>  <app_host ip>/32 nd5

initdb -D /var/lib/pgsql/reports
vim/var/lib/pgsql/reports/postgresqgl.conf

listen_addresses = '127.0.0. 1, <dat armart _host | P>'
port = 5632

vim /var/lib/pgsql/reports/pg_hba. conf

Make the bel ow confi gurati on:

| ocal al | al | trust
# | Pv4 | ocal connecti ons:
host al | al | 127.0.0.1/ 32 trust
# | Pv6 | ocal connecti ons:
#host al | al | ::1/128 trust

host <REPORTS_DATABASE NAME> <REPORTS_DATABASE_USERNAME>
<app_host _i p>/ 32 md5

host <REPORTS_DATABASE_NAME> <REPORTS_DATABASE READ ONLY_USER>
<app_host _i p>/ 32 nmd5

exit
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letc/init.d/ postgresql start

9. Create the reporting database.

Su - postgres
createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_ user name>

createuser -p <reports_database port> -P -S --createdb --no-createrole
<reports_dat abase_readonl yuser nane>

createdb -p <reports_database_port> -E UTF8 -O <reports database user nanme>
<reports database name>
exit
/etc/init.d/ postgresqgl restart
10. Update the file permissions on your site's data.
[ opt/col |l abnet/teanforge/runtime/scripts/fix_data _pernissions.sh

g~ Note: Thisprocess can take along time for asite with alot of data

11. Convert your site data to work with TeamForge 6.1.
[ opt/col |l abnet/teanforge/runtime/scripts/ mgrate. py

Them gr at e. py script locates the existing site data and modifies it as needed.

This includes configuration datafor LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 6.1 site.

12. Set the permissions for the reporting database.

/ opt/ col | abnet/teanforge/ runtime/scripts/set-reports-readonl y-user-perm ssi on. py
(Type"YES' to continue.)

13. Swap in the new Apache configuration file.

cd /etc/httpd/ conf
mv httpd. conf httpd.conf_old
cp httpd. conf.cn_new httpd. conf
fetc/init.d/ httpd start

14. Start TeamForge.

Start PostgreSQL if it is not running.
letc/init.d/ postgresqgl start

Start the CollabNet services.
letc/init.d/collabnet start

15. Apply some finishing touches and make sure everything is running smoothly after upgrading to TeamForge 6.1.

g~ Note: To ensure that Apache starts up automatically after areboot, run this command now:

/ sbin/chkconfig --level 2345 httpd on

a) Reboot the server and make sure all services come up automatically at startup.
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b) If youarebringing SSL certificates and keysfrom your old site, make sure their locations match the paths specified
by the SSL_CERT_FILE and SS._KEY_FILE variablesinsi t e- opti ons. conf . See Set up SSL for your
TeamForge site on page 72.

¢) Log into your site asthe administrator.

d) Make sure your users can till access their source control services.

See Synchronize TeamForge source control integrations on page 78.

e) If your site has custom branding, verify that your branding changes still work as intended.

See Customize anything on your site.

f) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.

Important: Do not deletethet eanf orge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future

€
maintenance and upgrades.

Upgrade to TeamForge 6.1 on new hardware
To upgrade to TeamForge 6.1, set up a new box, then bring over your old site's data and convert it.

TeamForge 6.1 runs on CentOS 5.5. To take advantage of the new operating system, you should install afresh box and
move your TeamForge 5.4 site to it.

If necessary, however, TeamForge 6.1 can still run on CentOS 5.4. If you need to run your new site on the same box
that your existing site is running on, see Upgrade a TeamForge site to 6.1 on the same hardware on page 45.

Note: Thisprocedure assumesthat you'll be running your new site-wide reporting database on the same box where
your TeamForge application and database are running, and that the reporting database will share the same port as
the site database.

[ N

You don't have to set it up exactly like this.

» You can run the reporting database on a separate box. For an example of that, see Option 3: Install TeamForge
6.1 with reporting data on a separate box on page 18.

« You can run the reporting database on the same box asthe site database, but with a separate port. For an example,
see Option 5: Distribute TeamForge 6.1 services a different way on page 27

1. Takethese stepson the new TeamForge 6.1 box:
1. Install CentOS 5.5 and log in as root.

»  See Platform specification for TeamForge 6.1 on page 87 for the full platform requirements.
» Seethe Red Hat installation guide for help.

g~ !mportant: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge box for details.

3. Uninstall the PostgreSQL support package and the Dovecot mail server to clear the way for TeamForge to install
PostgreSQL 9.0.

These packages are installed as part of the default CentOS install.

yum er ase postgresqgl-1libs dovecot

4. Get the TeamForge 6.1 installation package.
The package is at open.collab.net.

Copy itto/ t np and unpack it:


http://help.collab.net/topic/teamforge610/action/siteadmin-createsitewidebroadcast.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Installation_Guide/index.html
http://www.open.collab.net/downloads/ctf/linux.html
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rpm-ivh TeanfForge-installer-6.1.0.0-353.noarch.rpm

Tip: Theinstalation packageisdeployedto/ opt/ col | abnet /t eanf orge/ 6. 1. 0. 0 by default. To
put it somewhere else, add the --prefix flag to the r pmcommand.

[ 1

rpm-ivh TeanForge-installer-6.1.0.0-353.noarch.rpm
--prefix=/sone/other/path

5. Get the TeamForge 6.1 update software.
Contact your CollabNet support representative for the download URL.

Copy itto/ t np and unpack it:

unzip mgratorator_6.1.0.0.353.zip -d
[ opt/coll abnet/teanforge-installer/6.1.0.0/mgration

2. OntheTeamForge 5.4 box, login asroot and take these steps:
6. Stop the TeamForge application server and the Apache server, if they are running.

letc/init.d/ httpd stop
/letc/init.d/collabnet stop

7. Back up your site data.
a) Make adump file of your site database.
(This may be the same as your TeamForge application server or a separate box.)

You haveto do a PostgreSQL dump because we are upgrading the PostgreSQL application as part of thisupgrade.

Note: These commands are for a PostgreSQL database, which is the default. If your site uses an Oracle
database, follow the Oracle backup procedure instead.

su - postgres

[usr/bin/pg_dunpall > /var/lib/pgsql/backups/<mny.backedup. data>. dnp
exit

nkdir /tnp/ backup_dir

cp /var/lib/pgsql/backups/<ny. backedup. data>. dnp /tnp/ backup_dir/

b) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/evsroot CV S source code repositories (not present on all sites)

cp -Rpf /svnroot /sf-svnroot /cvsroot /opt/collabnet/teanforgel/var
[t p/ backup_dir

cd /tnp

tar czvf 54backup.tgz backup_dir

¢) Back up your SSH keys, if any.
d) Back up your SSL certificates and keys, if any.

8. Stop PostgreSQL.
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letc/init.d/ postgresql stop

9. Copy thefile system data to the new box.

scp /tnp/ 54backup.tgz user nanme@ewbox: /tnp

10. Copy the master configuration file from the old server to the same location on the new server.

scp /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options. conf
user namre@ewbox: / t np

g~ Note: If youareupgrading from a TeamForge 5.4 sitethat has been patched, gettheoldsi t e- opt i ons. conf
- filefrom/ opt/ col | abnet/t eanf orge-installer/5.4.0.1/conf instead.

g~ Tip: scpisjust an example. Use whatever file transfer method you prefer.

3. Dothison the new TeamForge 6.1 box:
11 Putthesi t e- opti ons. conf filewheretheinstaller can find it.

cp /tnp/site-options.conf /opt/collabnet/teanforge-installer/6.1.0.0/conf

12. Login asroot and unpack the file system data.

cd /tmp
tar xzvf 54backup.tgz

13. Openthesi t e- opti ons. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

14. Update the host name and domain name, if necessary.

HOST_ny. host . nane=app dat abase subversion cvs
DOVAI N_mry. host . nane=ny. donmai n. nane

15. Turn on the new site-wide reporting functionality by editing the HOST variables and adding the REPORTS * variables.
See Turn on site-wide reporting on page 77 for details.

16. Review the variables you've changed, then save the si t e- opt i ons. conf file.
17. Install the application.

Tip: For adirect view of what the installer is doing, tail the install log in another terminal before running the
installer.

tail -f /var/log/yum]| og

cd /opt/coll abnet/teanforge-installer/6.1.0.0
.l envi ronnent _check. sh
./ prepare-environnent. sh

Important: If you get a PostgreSQL error message, use thisworkaround: Troubleshooting: Upgrade PostgreSQL
manually on page 54.

.linstall.sh -a -V
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[ 1

Important: Do not deletethet eanf or ge-instal |l er/ 6. 1. 0. 0 directory. You will need it for future

maintenance or upgrades.

18. Set up the site database.

a)

b)

0)

Point the database to the local machine.

su - postgres
initdb -D /var/lib/pgsql/data
vi /var/lib/pgsql/datalpostgresql.conf

listen _addresses = '127.0.0.1,<IP address of this box>'
Configure database access for the site database.

vi /var/lib/pgsqgl/datal/pg _hba. conf

|l ocal all al |
trust

# 1 Pv4 | ocal connections:

host al | al |

127.0.0.1/ 32 trust

# | Pv6 | ocal connecti ons:

#host al | al |

trust
host <DATABASE_NANME> <DATABASE USERNANE

address of this box>/32 nd5
host <REPORTS DATABASE NAME> <REPORTS DATABASE USERNAME>
address of this box>/32 nd5

::1/128
<|IP

<IP

host <REPORTS_DATABASE_NAME> <REPORTS_DATABASE_READ ONLY_USERNAME> <| P

address of this box>/32 nd5
Exit and restart PostgreSQL.

exit
letc/init.d/ postgresqgl start

19. Log in as the PostgreSQL user and create the databases.

a)

b)

su - postgres

Create the site database.

createuser -P -S --createdb --no-createrol e <ctfdatabase usernane>

createdb -E UTF8 - 0O <ctfdat abase_usernane> <ct f dat abasenane>

Create the reporting database.

createuser -p <reports_database port> -P -S --createdb --no-createrole

<reports_dat abase_user name>

createuser -p <reports_database port> -P -S --createdb --no-createrole

<reports_dat abase_readonl yuser nane>

createdb -p <reports_database_port> -E UTF8 - O <reports dat abase user nane>

<reports database nane>
exit
/etc/init.d/ postgresqgl restart

20. Bring your site data back.
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a) Reload the PostgreSQL data.

su - postgres
/usr/bin/psqgl < /tnp/backup_dir/<ny.backedup. data>. dnp
exit

b) Reload svnr oot , sf - svnroot,cvsroot,andvar.

21. Update the file permissions on your site's data.
[ opt/col | abnet/teanforge/runtime/scripts/fix_data_perni ssions.sh

g~ Note: This process can take along time for asite with alot of data.

22, Set the permissions for the reporting database.

/opt/col | abnet/teanforge/ runtine/scripts/set-reports-readonl y-user - perm ssi on. py
(Type"YES' to continue.)

23. Convert your site data to work with TeamForge 6.1.
[ opt/col | abnet/teanforge/runtime/scripts/ mgrate.py

Them gr at e. py script locates the existing site data and modifies it as needed.

Thisincludes configuration datafor LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 6.1 site.

24. Swap in the new A pache configuration file.
cd /etc/httpd/ conf
mv httpd. conf httpd.conf_old

cp httpd. conf.cn_new httpd. conf
letc/init.d/ httpd start

25, Start TeamForge.
Start PostgreSQL if it is not running.

/etc/init.d/ postgresqgl start
Start CollabNet services.

/etc/init.d/collabnet start

26. Apply some finishing touches and make sure everything is running smoothly after upgrading to TeamForge 6.1.

g~ Note: To ensure that Apache starts up automatically after areboot, run this command now:

/ sbi n/ chkconfig --level 2345 httpd on

a) Reboot the server and make sure all services come up automatically at startup.

b) If youarebringing SSL certificatesand keysfrom your old site, make sure their locations match the paths specified
by the SSL_ CERT FILE and SSL_KEY_FILE variablesinsi t e- opti ons. conf . See Set up S for your
TeamForge site on page 72.

¢) Log into your site as the administrator.
d) Make sure your users can still access their source control services.

See Synchronize TeamForge source control integrations on page 78.
e) If your site has custom branding, verify that your branding changes still work as intended.
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See Customize anything on your site.
f) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.

g~ Important: Do not deletethet eanf orge-instal | er/ 6. 1. 0. O directory. You will need it for future
~ maintenance and upgrades.

Is my TeamForge site "dedicated"” or "advanced?"
Check the value of the DEDICATED _INSTALL variable to see what kind of site you are working with.

The type of TeamForge installation you have makes a difference for how you upgrade and patch the site. If you weren't
the one who installed your existing site, you'll need to find out if your siteis a dedicated or advanced installation.

One easy way to tell if you have an advanced siteisto check if any of your site's services are running on separate boxes
from the main TeamForge application. This can only happen on an advanced site.

However, if your site has all its services running on the same box, it is not necessarily a dedicated site in the sense that
we're talking about. You can have an advanced site on a single box.

If thereis any doubt, look in the site's master configuration file.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Noter vi isan example. Any *nix text editor will work.

2. Look for the DEDICATED_INSTALL variable.

« |f DEDICATED_INSTALL isset to true, the TeamForge you have a dedicated installation, with the default
configuration and minimal user intervention.

e |f DEDICATED_INSTALL issettofase, orisnot present, you have an advanced installation, with customizations
appropriate to this particular site's conditions and use patterns.

3. Asyou work through the instructions for upgrading or patching your site, watch for notes like this one:
Note: If you are working with a dedicated TeamForge installation, you can skip this. See Is my TeamForge
site "dedicated” or "advanced?" on page 54

If you do have a dedicated site, this may help lighten your load alittle.

Troubleshooting: Upgrade PostgreSQL manually

The TeamForge upgrade utility upgrades PostgreSQL for you automatically whenyou runthepr epar e- envi r onment . sh
script. However, when you upgrade to TeamForge 6.1 from TeamForge 5.4, patch 1, it is possible for the automatic PostreSQL
upgradeto fail. If this happens, you can do the PostgreSQL upgrade yourself.

The error, if it occurs, will look like this:

ERRCR: post gres upgrade fail ed.
Exiting due to fatal error.

1. Create a database dump.
g Note: If you have already made the dump, skip this step.
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su - postgres -c /usr/bin/pg_dumpall > /tnp/dunppath/

2. Upgrade PostgreSQL.
a) Ensurethat PostgreSQL isrunning.

letc/init.d/ postgresql start
b) Upgrade the PostgreSQL packages.

yuminstall postgresqgl postgresql-server postgresql-docs
¢) If you get thiserror:

%post un( post gresql -server-8.3.8-1PCDG rhel 5. x86_64) scriptlet failed,
exit status 1

then run this command:

yum er ase postgresql -server-8.3.8-1PCDG rhel 5

3. Movetheold pgsql directory out of the way.

mv /var/libl/pgsql/ /var/lib/pgsql _old
4. Rerunthepr epar e- envi ronnent . sh command. When it runs successfully, youcanruni nstal | . sh and
m gr at e. py.

Important: After you run theinstaller and before you run the migration command, you must reload the
PostgreSQL data dump:

su - postgres -c /usr/bin/psql < /tnp/dunppath/<nanme>.dnp

Patch CollabNet TeamForge 6.1 on CentOS

|Navigation title:Patch TeamForge 6.1 |
When new functionality or bug fixes must be applied to a running CollabNet TeamForge site, you may need to install or
remove a patch.

Before doing anything with patches, locate the directory where you saved the CollabNet TeamForge installer.

g~ Note: For convenience, thisis referred to as the installation source directory.

By default, theinstallation sourcedirectory is/ opt / col | abnet/ t eanf orge-instal | er/ 6. 1. 0. 0. If necessary,
download the installer from the CollabNet web site and unpack it in this directory.

Apply a patch
The patch installer is built into the existing TeamForge installation, and it updatesitself automatically viayunmwhen you run
it.

1. Stop TeamForge.

letc/init.d/ httpd stop
/etc/init.d/ postgresgl stop
/etc/init.d/collabnet stop
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2. Runthe patch installer from the base installer directory.

cd /opt/collabnet/teanforge-installer/6.1.0.0
.Ipatch-install.sh -1 1 -n -V -d /opt/collabnet/teanforge

The -l parameter specifies the number of the patch (also called the patch level) and the -d parameter specifies the
directory where the site is running.

Note: If you have redirected the logs during the patch install process(. / pat ch-install.sh -1 2 -d
/opt/col | abnet/teanforge & /tnp/install .l og),youmay seethecommand prompt at this
point. This does not indicate that the installation has ended. The installation should complete with the logs
redirected. To verify that the install processis still running, you canrunthe<ps -ef | grep install>
command.

[ N

3. Start CollabNet TeamForge.

/etc/init.d/ httpd start
letc/init.d/ postgresql start
/etc/init.d/collabnet start

4. Ensurethat your users can access their source code.
a) Click Admin in the CollabNet TeamForge navigation bar.
b) On the site administration navigation bar, click I ntegrations.
¢) For each source control service you are supporting, verify that the right paths are specified.

e SOAP service host should bel ocal host or the host name of the server on which you just installed
TeamForge.

* Repository base URL should be the URL for the top level of your source code server (which may be the
same as your application server). For example, ht t p: / / <nyscnbox>/ svn/ r epos

e SCM Viewer URL should bethe URL for theViewV C application on your source control server. For example,
http://<myscnbox>/i ntegration/viewc/viewc. cgi

d) Select all your source codeintegrations and click Synchronize Permissions.
This updates the permissions on your code repositories so that users can access them from the new site.

Note: By default, the DISABLE_CREATE_INTEGRATION_SERVERSflag inthesi t e- opt i ons. conf
fileis set to false, which allows users to create new external integrations. To suppress the ability to add
integrations, change this setting to true and recreate the runtime environment before making the site available
to users.

Remove a patch

To downgrade a patch that you have installed on your TeamForge site, run the patch installer from the directory corresponding
to that patch.

1. Stop TeamForge.

letc/init.d/ httpd stop
/etc/init.d/ postgresgl stop
/etc/init.d/collabnet stop

2. Changeto theingtall directory for the patch you want to revert.
For example, if you are reverting from patch 3:

cd /opt/collabnet/teanforge-installer/6.1.0.3
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3. Runthe patch installer with the appropriate level flag.

.Ipatch-install.sh -d /opt/collabnet/teanforge -1 <single-digit nunber of
patch you are downgrading to> -V

For example, to downgrade to the base installation with no patches:

./ patch-install.sh -d /opt/collabnet/teanforge -1 0 -V
4. Copythesite-options. conf filefrom the backup directory back to the installation directory for your new
patch level.

Note: Thebackupsi t e- opti ons. conf was created automatically when you ran the patch installer with
thelevel flag.

cd /opt/coll abnet/teanforge-installer
cp 6.1.0.0-backup/conf/site-options.conf 6.1.0.0/conf/

/etc/init.d/collabnet start all

5. Recreate the runtime environment.
cd /opt/collabnet/teanforge-installer/6.1.0.0

.linstall.sh -r -n -V -d /opt/collabnet/teanforge

6. Start CollabNet TeamForge.

/fetc/init.d/ httpd start
letc/init.d/ postgresql start
letc/init.d/collabnet start

7. Verify that the patch was reverted.

a) Log onto the site as a site administrator.
b) On the Admin tab, click System Tools.
¢) Click Build Information and observe which patches are present.

Troubleshoot patches
You may encounter problems like these when applying or removing a patch.

Can't install patch
When you try to install a patch, the component upgrade process may error out if you do not have a full component upgrade
bundle.
You may see the following error:
Error message: "The patch file <package nane> could not be found in the patch
directory. Please verify the patch and try again."
1. Check that the RPMsin theinstall list are present in the upgrade component directory.

2. If you receive this message you should verify that you have received and unpacked the whole Component Upgrade
bundle.
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Patch installation fails
If the environment is corrupted, the patch installation process may fail.

Suppose you are upgrading an installation from patch level 1 to level 4 and the system has finished uninstalling the
packages. While trying to install the first package, the system encounters a problem and the installation fails.

Run theupgr ade- si t e. sh script with the -F option to get past afailed installation.
In this scenario, you can get to patch level 1 with one of these commands:

e ./upgrade-site.sh -d /opt/collabnet/teanforge -r -F
e ./upgrade-site.sh -d /opt/collabnet/teanforge -1 1 -F
e ./upgrade-site.sh -d /opt/collabnet/teanforge -f manifest-1 -F

g~ Note: The -F option forces the specified upgrade or downgrade.

Maintain your CollabNet TeamForge 6.1 site on CentOS

INavigation title:Maintain your TeamForge 6.1 site |
Congratulations. You've got CollabNet TeamForge installed, up to date, and operating on the appropriate scale. Now you're
in day-to-day maintenance mode. While you're waiting around for something to go wrong, there's alot you can do to support
users and project managers, monitor the site's performance, and generally keep things running smoothly.

Supply your TeamForge license key
Your license key enables you to use CollabNet TeamForge for the period of your contract.

Your license key will only work for the IP address of the machine that your CollabNet TeamForge is running on, as
specified in your order form.

Tip: These steps are for installing your license key viathe web interface. If you prefer, you can install it as atext
fileinstead. See Supply your CollabNet TeamForge license key as a text file on page 59.

1. Locate the confirmation email you received from your CollabNet representative when you purchased your contract.
2. Log into your site as the site administrator.

g~ Note: Thesite administrator is different from the root user on the machine where the site is running.

3. Click Admin > LicenseKey .
If you have entered alicense before, the |P address and current licensed number of users on your site are listed on
the License Key page. Verify that the |P address is the same as the one you entered in your order form.

4. Click Enter LicenseKey.

5. Copy your new license key from the confirmation email and paste it into the Enter License Key field.
A license key string looks like this:

Bamillarirc Y6165 SHPRIR PR RSO eAC TR YA D eSO S A3 S 7S
g Tip: savethislicense key in case you need to reinstall CollabNet TeamForge.
6. Click Save.

7. Verify that the new valuefor Licensed Number of User smatchesthetotal number of licensed usersin your contract.
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Supply your CollabNet TeamForge license key as a text file
Your license key enables you to use CollabNet TeamForge for the period of your contract.

Your license key will only work for the IP address of the machine that your CollabNet TeamForge is running on.

Important: If you are upgrading from a site with alimited number of users to an enterprise-scale site, you must
install your license key before starting CollabNet TeamForge . Otherwise, your site could be rendered inoperable.

1. Locate the confirmation email you received from your CollabNet representative when you purchased your contract.
2. Create atext file and copy-paste your license key from the confirmation email into it.
For example, if your organization has 80 users who will use only the source code management features and 100
users who need the full range of application lifecycle management features, your license key string may look like
this:
ArdD BB\l dnrc Y BI65: THPHIK]

Tip: savethislicense key in case you need to reinstall CollabNet TeamForge.

B3 (3

NSRRI

[ N

3. Savethetextfileas/ opt/ col | abnet/t eanforge/var/etc/sflicense.txt

Tip: Saveyour license key somewhere remote too, in case you need to reinstall CollabNet TeamForge and
your sflicense. t xt fileisnot accessible.

4. Make the license file usable by the application.

chnmod 0400 /opt/coll abnet/teanforge/var/etc/sflicense.txt
chown ctf-adnin:ctf-admn /opt/collabnet/teanforge/var/etc/sflicense.txt

Note: If necessary, changect f - admi n to match the value of the APP_USER variablein the
site-options. conf file

[ 1

Support CollabNet TeamForge users

|Navigation title: Support users
Asa system administrator, you can do these things to hel p maximize the effectiveness and productivity of your site's users.

Authenticate users with LDAP
Use LDAP to facilitate managing users and groups in CollabNet TeamForge.

Set up LDAP integration for the CollabNet TeamForge site
INavigation title:Set up LDAP for your site |
Follow these stepsto convert your CollabNet TeamForgeinstall ation to authenticate against your corporate OpenL DAP server.

Note: Only OpenLDAP 2.3.27-5 is officially supported, but with some modifications you may be able to make a
simple Active Directory integration work as well. See the suggested madifications for login-config.xml on page
137.

[ 1

1. Shut down CollabNet TeamForge .

/etc/init.d/ httpd stop
/etc/init.d/collabnet stop
/etc/init.d/ postgresgl stop

2. Copy the LDAP configuration file to the data directory.

cd /opt/coll abnet/teanforge
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cp dist/jboss/jboss-3.2.6/server/default/conf/login-config.xm
var/etc/l ogi n-config. xm

3. Editthe<i nstal |l ati on_source>/conf/site-options. conf file
a) Tell CollabNet TeamForge to use L DAP authentication.
Under "External User Authentication,” uncomment thisline:

USE_EXTERNAL_USER AUTHENTI CATI ON=f al se

and change its value to true.
b) Tell CollabNet TeamForge where to look for your LDAP configuration settings.
Uncomment thisline:

LOG N_CONFI G XM__FI LE={ __DATA DIR__}/etc/I ogin-config.xm

Note: DATA DI Risusually mapped tothe/ opt / col | abnet / t eanf or ge/ var directory. You may
want to check the STE_DIR and DATA DIR variables.

¢) Check that the MINIMUM_PASSWORD_LENGTH variable matches the limit used on the LDAP server.

If your LDAP server does not enforce a minimum password length, set MINIMUM_PASSWORD _LENGTH to
0 (zero).

Note: If apassword isusedin LDAP that is shorter than the minimum allowable password length in
CollabNet TeamForge, you will not be able to create the user in CollabNet TeamForge .

4. Inthe/ opt/ col | abnet/t eanf orge/var/etc/| ogin-config.xn file, modify the TeamForge
appl i cati on- pol i cy block to enable CollabNet TeamForge to authenticate against your LDAP server.

' Tip: Theappl i cati on-pol i cy block beginson line 113 of thel ogi n- confi g. xm file.

a) Replacethe TeamForge appl i cati on- pol i cy block with the code listed in the sample
appl i cati on- pol i cy block inlogin-config.xml on page 137.
b) Replacepri nci pal DNPr ef i x with your LDAP username parameter.

Intheexampleappl i cati on- pol i cy block, the usernameis stored in LDAP as the uid parameter.

g~ Note: Make sureto include the trailing = in the prefix.

¢) Replacepri nci pal DNSuf f i x with the LDAP domain in which usernames are stored.

g Note: Make sure to include the leading comma in the suffix if one is needed.

d) Replacej ava. nam ng. provi der. url withthe URL of your LDAP server.

In the example appl i cat i on- pol i cy block, the URL of the LDAP server is
| dap://util.dev.sf.net:389/.

g~ Note: Makesuretoincludel dap:// at the beginning of the URL.

5. Saveall thefiles you have edited and change their ownership back to sf - admi n.
chown sf-adm n.sf-adm n | ogi n-config. xn

6. Recreate the runtime environment.

.linstall.sh -V -r -d /opt/collabnet/teanforge
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Set up LDAP for a source control integration server
INavigation title:Set up LDAP for source control |
Using LDAP on an integration server can speed up performance for users.

By default, a source code integration server authenticates users via UNIX users and groups. However, managing alarge
number of usersand repositoriesthisway can be slow. To reduce the time required to create, manipul ate, and synchronize
users and groups, you can configure the integration server to use OpenLDAP 2.3.27-5.

Note: Do not use thistechnique to connect an integration to a pre-existing corporate LDAP system. This approach
usesalocal, private LDAP server to replace/ et ¢/ passwd and/ et ¢/ gr oup for user and group management.

Take the following steps on each integration server you want to convert to LDAP.

1. Ensurethat the following RPMs are installed:

« openldap
e openldap-clients
e openldap-servers

2. Veifythat/ et c/ openl dap/ cacert s exists.
3. Inthe/ et c/ openl dap/ sl apd. conf file, change the following values:

Option Value

suffix "dc=teamforge,dc=com"

rootdn "cn=Admin,dc=teamforge,dc=com"
rootpw sfee

sizelimit 30000

L Tip: To supply an encrypted password instead of clear text for r oot pw, run the command
sl appasswd

You are prompted for a password, and a string that looks like the following is displayed:
{SSHA} 7hC2H5OG0EZCaT6r L3hAvyxy11j r ZYB2

Usethat string instead of the sf ee used in the rootpw example.

4. Configurethe LDAP service to start on boot.

chkconfig --level 345 | dap on

5. Make sure the LDAP database directory is clean and has the correct permissions.

rm-f /var/lib/ldap/* chown -R Idap.ldap /var/lib/ldap

6. Start the LDAP server.
/etc/init.d/ldap start
7. Createaninitial LDIF (LDAP Interchange Format) file for your groups.
g Important: Makesureno linesinthel di f content start with white space.

Refer to the following for LDIF content:

dn: dc=t eanforge, dc=com dc: teanforge objectC ass: top objectd ass: donain
dn: ou=Users, dc=t eanf or ge, dc=com ou: Users objectC ass: organi zati onal Unit
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8.

10.

14.
15.

dn: ou=G oups, dc=t eanf or ge, dc=com ou: G oups obj ect O ass: organi zati onal Unit
dn: cn=sf ee, ou=G oups, dc=t eanf or ge, dc=com cn: sfee objectd ass posi xG oup
gi dNurrber: 30000

Add the LDIF information.
| dapadd -x -D cn=Admi n, dc=t eanforge, dc=com -W< initial.ldif

When you are prompted for a password, type the password you used in sl apd. conf .

Manually remove groups and users created by CollabNet TeamForge from/ et ¢/ gr oup and/ et ¢/ passwd.
These are usually grouped at the end of the respectivefiles. The groupsincludesf al | , sf unr est , and al groups
named r eps with anumeric suffix (for example: r eps1001).

' Note:

e [|fusersareleftinthe/ et c/ passwd or/ et ¢/ shadowfiles, those users may get permission errorswhen
committing code to repositories on that integration server.

» |If groups created by TeamForge areleftinthe/ et ¢/ gr oup and/ et c/ gshadowfiles, users of those
groups may get permission errors when checking in. If groups are removed from these files, a synchronize
external system call will be required to restore correct permissions.

Configure the server to authenticate from LDAP.

a) Open the authentication GUI tool with the aut hconf i g command.
b) Select Use LDAP.
c) Specify the base DN and server.

Note: Do not select Use TLS.

i

d) Click Next.

€) Select Use LDAP Authentication. Fill in the DIDAP basedn and host information.

f) Click OK.

This program modifies some/ et ¢/ pam d entriesand writesout avalid/ et ¢/ | dap. conf file.
. Restart sshd.

letc/init.d/sshd restart

.In/ et c/ nsswi t ch. conf, verify that the passws, shadow, and group entries ook like this:

passwd: files |dap shadow. files |dap group: files |dap

. Verify that / et ¢/ | dap. conf contains these values:

nss_base passwd ou=Users, dc=t eanf or ge, dc=confone nss_base_shadow
ou=User s, dc=t eanf or ge, dc=confone nss_base_group

ou=G oups, dc=t eanf or ge, dc=confPone pam filter objectC ass=posi xAccount
pam | ogin_attribute uid

Log onto the integration server.

To configure the CollabNet TeamForge integration server to update LDAP, add these entriesto
/conf/site-options. conf:

Entry Value Description

CVS LDAP_HOST localhost The host of the LDAP server.

CVS LDAP_PORT 389 The port of the LDAP server.

CVS LDAP_USERS DN Example: Schema address that users are added into.
ou=Users,dc=teamforge,dc=com
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Entry Value Description
CVS LDAP_GROUPS DN Example: Schema addressthat groups are added into.
ou=Groups,dc=teamforge,dc=com
CVS LDAP_USERS STARTID |30000 The numeric userid to start counting from
when creating new users.
CVS _LDAP_GROUPS _STARTID | 30005 The numeric groupid to start counting from
when creating new groups.
CVS LDAP_BIND_DN Example: The "root dn” for the LDAP server. This
cn=Admin,dc=teamforge,dc=com | must be the value specified in
sl apd. conf.
CVS LDAP BIND_PASSWORD The password for the root dn.
INTEGRATION_OS linux_ldap
CVS USER _DEFAULT_GROUP |sfee

16. Restart the integration server.

[ opt/col |l abnet/teanforge/runtime/scripts/teanforge-integration-init.sh
restart

17. Log into the CollabNet TeamForge site's web interface as site administrator.
18. On the Integration Systems page, synchronize permissions for all managed source code integration servers.

g~ Note: Running synchronize permissions will send email to your entire user community. This occurs because
theusersneed to click on thelink in the email to set their LDAP password (by entering their current SoureceForge
password). The password cannot be set automatically during migration because only the encrypted version is
available.

19. When synchronize permissions has completed, correct the permissions on the home directories of your users.
On each source code server that you have converted to LDAP, run these commands:

cd /hone for i in * do chowmn -R $i.root $i done

g~ Note: You may see some errors. Thisis normal and indicates disabled/deleted users.

Modify the application policy
To enable CollabNet TeamForge to authenticate against your LDAP server, modify the application-policy block of the
| ogi n-config.xm file

When the username is passed to the login module from CollabNet TeamForge , it istranslated into a DN for lookup on
the LDAP server.

1. TheDN that is sent to the LDAP server is:

<pri nci pal DNPr ef i x><user name><pri nci pal DNSuf f i x>
princi pal DNPrefix - Replace principal DNPrefix with your LDAP
user nane paraneter.

g~ Note: Inthe example application-policy block, the username is stored in LDAP as the uid parameter.

g~ |mportant: Besuretoinclude thetrailing = in the prefix.
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2. principal DNSuffix - Replace principal DNSuffix with the LDAP domain in which
usernanes are stored.

In the example application-policy block, the username is stored in the People organizational unit in the dev.sf.net
domain. Thisis represented as:
, ou=Peopl e, dc=dev, dc=sf, dc=net

g~ |mportant: Be sureto include the leading commain the suffix if one is needed.

3. Repl ace java.nam ng.provider.url with the URL of your LDAP server.
In the example application-policy block, the URL of the LDAP server is:

| dap://util.dev. sf.net: 389/

g~ Note: Besuretoincludel dap: // at the beginning of the URL.

Important: To complete your CollabNet TeamForge configuration and enable your CollabNet TeamForge

&
JBoss installation to authenticate against your corporate LDAP server, you must restart CollabNet TeamForge

Turn off LDAP authentication
During some maintenance operations, such as upgrades, you may need to turn off L DAP authentication temporarily.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Inthesi t e- opti ons. conf file, comment out these variables:

+ USE_EXTERNAL_USER AUTHENTICATION
+ LOGIN_CONFIG_XML_FILE
« MINIMUM_PASSWORD_LENGTH

3. Restart the runtime environment.

.linstall.sh -V -r -d /opt/collabnet/teanforge

4. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Back up CollabNet TeamForge data
Save a copy of your TeamForge site's data to a location where you can quickly retrieve it to your TeamForge 6.1 site.

« |If you are upgrading by installing TeamForge 6.1 on new hardware, then you'll need the backed-up site datato
complete the upgrade.

» If you are upgrading your site on the same hardware, then you won't need the backed-up data, but you should create
it anyway, as a precaution.

1. Stop the TeamForge application server and the Apache server, if they are running.

letc/init.d/ httpd stop
/etc/init.d/collabnet stop

2. Copy the following data directories to a safe location:
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Directory Contents

/opt/collabnet/teamfor ge/var User-created data, such as artifact attachments

/svnr oot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CV S source code repositories (not present on all sites)

[ 1

Important: To make sure you can use the directories later, use the "preserve permissions’ flag when copying

them. A command to copy them all at once will ook like this;

cp -Rpf /cvsroot /svnroot /sf-svnroot /opt/collabnet/teanforgel/var
/ t np/ backup_dir

Set up an Oracle database
To use an Oracle database for your CollabNet TeamForge data, set up the Oracle database and tell the installer how to handle

it.

1. Make sure your database uses UTF8 or AL32UTF8 encoding.
Thisis needed to support usersin Asian languages.

For information about discovering and changing the database encoding, see this Oracle knowledge base article.

2. Connect to your Oracle database.

SQL> connect <adni nuser nane>@db_nane>/ <adni npassword> as sysdba

3. Create the database user and password you will use to connect from CollabNet TeamForge to Oracle.

SQ.> create user <sf user> identified by <sf passwd> default tabl espace <your
t abl espace> tenporary tabl espace <tenporary tabl espace>;

User created.

4. Grant permissionsto the user that you just created.

SQL>
SQL>
SQL>
SQL>
SQL>
SQ>
SQL>
SQL>
SQL>
SQL>
SQL>
SQL>
SQL>
SQ>
SQL>

gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
gr ant
exit

unlimted tabl espace to <sf user>;
create snapshot to <sf user>;
create cluster to <sf user>;
create database link to <sf user>;
create procedure to <sf user>;
create sequence to <sf user>;
create synonymto <sf user>;
create trigger to <sf user>;
create type to <sf user>;

create view to <sf user>;

query rewite to <sf user>;

al ter session to <sf user>;
create table to <sf user>;

create session to <sf user>;

Note: Replace <sf user> with the database username specifiedinsi t e- opt i ons. conf and <sf passwd>
with the database password specified in si t e- opt i ons. conf .

The CollabNet TeamForge installer creates the tables and default values for you.


http://oracle.ittoolbox.com/documents/popular-q-and-a/changing-the-character-set-of-an-oracle-database-1601#
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Rebuild TeamForge search indexes
You can rebuild your site's search index without stopping TeamForge.

Any new objects created during thistimewill not beimmediately indexed, but will be queued until after the re-indexing.

1. Stop theindexer.
touch /opt/col |l abnet/teanf orge/var/sear chl ndexes/ LOCK | NDEXES

2. Stop TeamForge.

/etc/init.d/ httpd stop
/etc/init.d/ postgresqgl stop
/etc/init.d/collabnet stop

3. Remove the old index files.
/[ bin/rm/opt/coll abnet/teanforge/var/sear chl ndex/*

4, Start CollabNet TeamForge.

letc/init.d/coll abnet start all

5. Run the re-index script.
[ opt/ col | abnet/t eanf or ge/ bi n/ Sear chRei ndex. sh

After the script completes, everything is queued for reindexing. It will take some time to process the reindex requests.

Permit big file uploads
When many users store very large files on your site, you may sometimes notice a slowdown in your site's performance. You
can reduce the impact of such a use pattern by telling TeamForge not to index files larger than a certain size.

Note: It'salso agood ideato let your users know that the Documents tool in TeamForgeis not designed primarily
as astorage device. As abest practice, upload documents to make them available for collaboration, not for backup
or long-term storage.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Addthe SEARCH_MAX FILE S ZE parameter and give it avalue equal to the maximum size (in bytes) of filesto
be indexed.

g~ Note: The default valueis 10M. With this value, files larger than 10M are not indexed.

A value of zero or |less specifiesthat thereis no limit, which is the same as the default behavior without the variable.
3. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Allow searching of archive files
By default, users can't search the content of archive files uploaded to TeamForge, such aszi p, t ar, or docx files. If your
users need it, you can provide this ability.

Microsoft Office 2007 files, such asfileswith the. docx extension, are archive files. By default their content is not
indexed and does not show up in search results. However, information that TeamForge mai ntai ns about those documents,
such astitle, author, description and version, does appear in search results.
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If you permit archive searching, watch for performance slowdowns associated with the larger volume of indexing that
TeamForge is doing. Depending on your site members' use patterns, the performance cost may or may not be acceptable
to your users.

Note: It'salso agood ideato let your users know that the Documentstool in TeamForge is not designed primarily
as astorage device. As abest practice, upload documents to make them available for collaboration, not for backup
or long-term storage.

1. Openthesite-options. conf file
Thisis the master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Addthe SEARCH_SUPPRESS ARCHIVE_SUB DOCS parameter and set it to false.
This enablesfilesinside archives (such as. zi p, . gz, or. t ar) to be indexed for search.

3. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Limit the size of message attachments
To avoid overtaxing your mail server or your storage volume, you may want to set aceiling on the size of the attachments that
users can send to aforum via email.

When a user sends an attachment that is larger than the limit, the message is rejected and the user gets an email from
the Site Administrator explaining that the attachment exceeded the limit.

L Tip: Beforeimposing afileattachment sizelimit, it'sagood ideato point your usersto better ways of collaborating
around large files. Consider suggesting source code repositories, backup systems, or other appropriate solutions.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Set the value of the DISCUSSION_MAX ATTACHMENT S ZE variable to areasonable level.
For example, if your users are given to using Microsoft Word documents on the site, you might set
DISCUSS ON_MAX_ATTACHMENT_SIZE to 10 MB, and increase the value by two or three MB at atimeif users
need more headroom.

3. Review the variables you've changed, then save the si t e- opt i ons. conf file.

Limit the size of document attachments
When many users store very large documents on your site, you may sometimes notice aslowdown in your site's performance.
You can reduce the impact of such a use pattern by telling TeamForge not to attach documents larger than a certain size.

Note: It'salso agood ideato let your users know that the Documents tool in TeamForge is not designed primarily
asastorage device. As abest practice, upload documents to make them available for collaboration, not for backup
or long-term storage.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf
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g~ Noter vi isan example. Any *nix text editor will work.

2. Addthe DOCUMENT_MAX_FILE UPLOAD_ S ZE parameter and give it avalue equal to the maximum size (in
megabytes) of documents to be uploaded.

3. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Who can post to discussions by email?
To help reduce therisk of spam or other mischief, you may need to limit the users who can post to discussion forums by email.

To leverage the advantages of community collaboration, you should keep your forums as open as you can. However,
some sites require tighter control over who can participate in discussions. TeamForge enables you to balance openness
against privacy along a spectrum of choices.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Addthe DISCUSSION_EMAIL_POSTING variable, and give it the value that reflects the degree of openness your
site's discussion forums require.

Use one of these values:

Value Description

0 Allow only forum admins.

1 Users with roles and permissions.
4 All logged in users.

5 Allow known email addresses only.
6 Allow all site users and guests.

3. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

The value you set here determines the maximum degree of opennessto email posting for all projects on your site. For
example, consider a site where project members can post by email (level 3). For a project that requires extra security,
the project administrator can choose to accept email only from users with the appropriate role (level 1). However, a

project owner cannot accept email posts from aless restrictive category of users, such as all users who are logged in
(level 4).

Who can monitor discussions?
You may need to limit the users who can monitor discussion forums.

To leverage the advantages of community collaboration, you should keep your forums as open as you can. However,
some sites require tighter control over how users keep track of discussions. TeamForge enables you to balance openness
against privacy along a spectrum of choices.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.
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2. Addthe DISCUSSION_EMAIL_MONITORING variable, and give it the value that reflects who you want to get

3.

updates on discussions via email.
Use one of these values:

Value Description

0 Allow only forum admins.

1 Users with role permissions.

4 All logged in users.

5 Allow al site users and guests.

Review the variables you've changed, then savethe si t e- opt i ons. conf file.

The value you set here determines the maximum degree of openness to monitoring discussions for all projects on your
site. For example, consider a site where project members can monitor discussions (level 3). For a project that requires
extra security, the project administrator can dictate that only users with the appropriate role can monitor discussions
(level 1). However, a project owner cannot allow monitoring for aless restrictive category of users, such as all users
who arelogged in (level 4).

Reduce discussion spam
You can filter out some kinds of spam from your project's discussion forums.

1

Openthesi t e- opti ons. conf file.
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

Add one or more MIME types to the Reject MIME typesfilter.

The presence of any of these MIME typesin anincoming message (viaemail) will causeitsrejection with appropriate
notification to the posting user.

For example:DISCUSS ON_REJECT_MIME_TYPES=application/pdf text/xml
Add one or more MIME types to the Drop MIME typesfilter.

The presence of any of these MIME typesin an incoming message (viaemail)will cause its attachment to be deleted
with appropriate notification to the posting user.

For example:DISCUSS ON_DROP_MIME_TYPES=image/jpeg,image/jpg,text/xml
Add one or more header names to the remove headersfilter.

If an incoming email posting contains any of these headers, they will be quietly removed from the message before
it isarchived and before subscribers are notified.

For example:DISCUSS ON_REMOVE_HEADERS=precedence,x-no-archive,Return-Path

Add one or more header names to reject headersfilter to be rejected or moderated (if discussion is moderated).
Use regular expressions, each regular expression must match an entire header. The match of any of these headersin
an incoming message (via email) will cause its rejection with appropriate notification to the posting user.

For example:DISCUSSION_REJECT HEADERS=(?s).* headernamel:vaue2.* ,(?s).* name2:vaue2.*

Add one or more entries for Reject content filter.

Use regular expressions, each regular expression must match an entire entry. The match of any of these entriesin
discussion body and subject of an incoming message (viaemail) will causeits rejection with appropriate notification
to the posting user.

For example: DISCUSSION_REJECT CONTENT=(?5).*word.* (?5).* spam.*
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g~ Note: The content entry is a case sensitive.
7. Review the variables you've changed, then save thesi t e- opt i ons. conf file.
8. Restart the site.

Install project templates
Provide sample projects to help users get started quickly.

TeamForge comeswith asample template useful for agile development projects. Site administratorsand project managers
can use this template to jump-start a project without alot of manual setup steps.

In the TeamForge installation directory, runthei nst al | - proj ect -t enpl at es. py script.

cd /opt/collabnet/teanforge-installer/6.1.0.0
.linstall-project-tenplates.py -V

Use asite administrator user name and password. For anew site, these areadmmi n and admi n.

Tip: Onsome servers, it may take afew seconds for the SOAP server to be ready after installation. If

[ i
i nstal | -project-tenpl at es. py returnsan error, try waiting briefly and then running it again.

Let users see what's in a project template
Help your site's project administrators choose a project template by enabling them to see the contents of the templatesthat are
available.

By default, only site administrators can see project template detail, but project administrators normally create a project
from a project template. To choose the right template, a project manager may want to know if tasks, documents, wiki
pages or other kinds of content are included in a given template.

' Note:

=

Openthesi t e- opti ons. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Noter vi isan example. Any *nix text editor will work.

2. Change the value of the SHOW_PROJECT_TEMPALTE_DETAIL_TO_NON_SITEADMINS variable to true.

g Note: Use the parameter name as given, including the typo.

3. Review the variables you've changed, then save the si t e- opt i ons. conf file.
4. Recreate the runtime environment.

.linstall.sh -V -r -d /opt/collabnet/teanforge

Provide a Perforce source control server
Enabling your users to integrate Perforce repositories into their TeamForge projects requires some extra configuration.

1. If you are adding Perforce support to an existing site, back up your site's datafirst. (If you are adding Perforce as
part of installing a new site, skip this.)

See Back up CollabNet TeamForge data on page 84.

2. Install Perforce, using the instructions in the Perforce sysadmin documentation.


http://www.perforce.com/perforce/doc.current/manuals/p4sag/01_install.html
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3. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options. conf

g~ Noter vi isan example. Any *nix text editor will work.

4. Addthesevariablesto your si t e- opti ons. conf file, changing the values as appropriate:

PERFORCE_CLI ENT=/ usr/ | ocal / bi n/ p4
PERFORCE_PORT=I ocal host : 1666
PERFORCE_LI CENSE_FI LE=/tnp/ | i cense

5. Review the variables you've changed, then savethe si t e- opt i ons. conf file.

6. If your Perforce server isrunning SUSE, remove the per f or ce user from the TeamForge server and bootstrap the
site data. (If you are on Red Hat or CentOS, skip this.)

userdel perforce
./ boot strap-data. sh

7. If you are adding Perforce support to an existing site, restore your site's data.
See Restore backed-up CollabNet TeamForge data on page 85.

Protect your CollabNet TeamForge site
You can take various measures to maximize the security of your CollabNet TeamForge users.

Set up SELinux
If SELinux is active on the machine where your CollabNet TeamForge site is running, modify it to allow the services that
TeamForge requires.

Thistype of configuration is required for a complete TeamForge installation.
1. Enable Apache (running on port 80) to proxy traffic to JBoss (running on port 8080).

setsebool -P httpd _can_network _connect 1

2. When you areinstalling TeamForge, follow these steps to enable services to come up when needed.
a) Change the context for the TeamForge log.

chcon -R -h -t httpd _sys content_t /opt/coll abnet/teanforge/log/httpd
b) Change the context for PostgreSQL .

chcon -R -h -t postgresqgl _db_t /var/lib/pgsql
c) Createthe PostgreSQL log directory and set the appropriate permissions.

nmkdir /opt/col |l abnet/teanforge/l og/ pgsql
chown - R postgres: postgres /opt/coll abnet/teanforge/l og/ pgsql
chrmod 777 /opt/col |l abnet/teanforge/l og/pgsql/

d) Change the context for the PostgreSQL log.

chcon -R -h -t postgresql _db_t /opt/collabnet/teanforge/log/pgsql/

3. After your siteisinstalled and contains some live data, follow these steps to allow source control services to work.
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a) Change the context for your Subversion source code service.
chcon -R -h -t httpd _sys content_t /svnroot
b) Change the context of the Subversion repository that handles the branding (look and feel) of your site.

chcon -R -h -t httpd_sys content_t /sf-svnroot
chcon -R-h -t httpd_sys content t /opt/coll abnet/teanforge/var/overrides

¢) Change the context for your local CV Srepository, if you have one.

chcon -R -h -t httpd _sys content _t /cvsroot

Protect your TeamForge site with SSL
Use Secure Socket Layer (SSL) to run your Web server securely.
Set up SSL for your TeamForge site
To force all TeamForge traffic to use SSL encryption (HTTPS), state that preference in your configuration file.

1. Back upyour existing/ et ¢/ htt pd/ conf/ htt pd. conf file.
2. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Noter vi isan example. Any *nix text editor will work.

3. Set the optionsto enable SSL for the site.

a) Setthe SS. variableto on.
b) Setthe SS._CERT_FILE variable to the location of the file that contains your site's SSL certificates.

SSL_CERT_FI LE=www. exanpl e. com crt
c) Setthe SSL_KEY_FILE variable to the location of the file that contains your site's RSA private keys.
SSL_KEY_FI LE=www. exanpl e. com key

Important: Select alocation for your cert file and your key file that is permanent across restarts. Don't use
atemp directory that can be wiped out.

4. Inthesi te-options. conf file, make sure the value of the DOMAIN_localhost variable matches that of your
SSL certificate.

5. Renamethe/ et c/ htt pd/ conf. d/ ssl . conf fileto/ et c/ httpd/ conf. d/ssl.conf. ol d,ifitexists.

6. If you are converting an existing siteto use SSL (that is, if your site already has had users accessing it viaHT TP and
not HTTPS), you must update your site's publishing repository to use the new SSL settings.

To do this, ask your CollabNet support representative for thef i x- publ i shi ng-r epos-t o-ssl . py script.
7. Stop TeamForge.

/etc/init.d/ httpd stop
/etc/init.d/ postgresqgl stop
[etc/init.d/ collabnet stop

8. Rebuild the runtime environment.

cd /opt/collabnet/teanforge-installer/6.1.0.0
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.linstall.sh -V -r -d /opt/collabnet/teanforge

9. Renamethe/ et c/ htt pd/ conf/httpd. conf.cn_newfiletohtt pd. conf,if it exists.
10. Start CollabNet TeamForge.

letc/init.d/ httpd start
/etc/init.d/ postgresqgl start
/etc/init.d/collabnet start

A new Apache configuration fileis created with the information you provided in the si t e- opt i ons. conf file. The
new fileisnamed ht t pd. conf. cn_new. It contains Vi r t ual Host sectionsfor port 80 and port 443. All port 80
requests are redirected to port 443.

When you point your browser at CollabNet TeamForge, it should now automatically redirect to HTTPS.

Generate SSL certificates
To use https for web traffic, you will need to obtain avalid Apache SSL certificate.

When generating an Apache (mod_ssl) SSL certificate, you have two options:

Purchasea SSL certificate from a certificate authority (CA). Searching the Web for " certificate authority” will present
several choices.

Generate a self-signed certificate. Thisoption costs nothing and providesthe samelevel of encryption asacertificate
purchased from a certificate authority (CA). However, this option can be a mild annoyance to some users, because
Internet Explorer (1E) issues a harmless warning each time a user visits a site that uses a self-signed certificate.

Regardless of which option you select, the process is ailmost identical.

1. Know the fully qualified domain name (FQDN) of the website for which you want to request a certificate.

If you want to access your sitethrough ht t ps: / / ww. exanpl e. com then the FQDN of your websiteis
www, exanpl e. com

g~ Note: Thisisalso known asyour common name.

Generate the key with the SSL genr sa command.
openssl genrsa -out ww. exanpl e.com key 1024

This command generates a 1024 bit RSA private key and storesit in the file www. exanpl e. com key.

Tip: Back up your www. exanpl e. com key file, because without thisfile your SSL certificate will not be
valid.

. Generate the CSR with SSL r eq command.

openssl req -new -key ww. exanpl e.com key -out ww. exanpl e. com csr

This command will prompt you for the X.509 attributes of your certificate. Give the fully qualified domain name,
such aswww. exanpl e. com when prompted for Conmon  Nane.

Note: Do not enter your personal name here. It is requesting a certificate for a webserver, so the Common

[
Name has to match the FQDN of your website.

Generate a self-signed certificate.

openssl x509 -req -days 370 -in ww. exanpl e.com csr -si gnkey
www. exanpl e. com key -out www. exanpl e. com crt

This command will generate a self-signed certificate in ww. exanpl e. com crt.



74 | OpenTopic | Help for system administrators

You will now have an RSA private key in wwwv. exanpl e. com key, a Certificate Signing Request in
www. exanpl e. com csr,andan SSL certificateinwww. exanpl e. com crt . Theself-signed SSL certificate that
you generated will be valid for 370 days.
Prevent HTTPS cracking
To reduce the risk of HTTPS ciphers being cracked, allow only the strongest ciphers available.

Deploying an Apache SSL certificate and forcing https ensures that all datais encrypted. It does not, however, ensure
that the encryption methods (al so known as ciphers) that are used are strong. With the ever-increasing power of computers,
many older or weaker ciphers can be cracked in amatter of days or even hours by a determined person with malicious
intentions.

1. Inthe/etc/ httpd/ conf.d/ssl.conf file find the headings SS_Protocol and SS_Cipher Suite.

g~ Note: If they do not exist, add them below the SS_Engineline.

2. In each section, add the following two lines:

SSLProtocol all -SSLv2 SSLC pherSuite
RSA: ! EXP: ! NULL: +HI GH: +MEDI UM - LOW

3. Savethefile and restart Apache.

apachect| restart

Protect integrations with SSL
If you have registered Secure Socket Layer (SSL) certificates, your site's users can use SSL when they set up an SCM integration
server.

If you use certificates that are generated in-house, self-signed, or signed by anon-established Certificate A uthority, they
must be registered with each client system that will connect to the CollabNet TeamForge server. Registration consists
of importing custom certificates into the Java runtime's global keystore on each server.

g~ !mportant: Thiswill affect any other Java applications on the server that use the same Java runtime.

1. Collect server certificates from all servers.

On RHEL, CentOS and other RedHat-based distributions, these are contained in
/etc/httpd/ conf/ssl.crt/server.crt.

Tip: Besureto use exactly this path, asthere are other fileswith similar names, plus server certificates are not
really secret, but some other files are. So, files must be copied (e.g., viascp) to the same directory, and renamed
if necessary to avoid clashes. We recommend that you use the short server name of the corresponding server
for this.

[ N

2. Locatethe Java keystore.

ThisisPATH TO JAVA/jre/lib/security/cacerts.

For example, thismay be/ usr /| ocal /j 2sdk1. 4.2 _10/jre/lib/security/cacerts.
3. Locatethe Javakeyt ool utility.

ThisisPATH TO JAVA/ bi n/ keyt ool

For example, / usr /1 ocal /j 2sdk1. 4. 2_10/ bi n/ keyt ool .
4. Import each server certificate into the keystore.

PATH_TO _JAVA bi n/ keyt ool -inport -keystore
PATH TO JAVA/ jre/lib/security/cacerts -file <server>.crt -alias <server>

g~ Note: Any valueisaccepted for server in -alias <server>.



8.
9.
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At the password prompt, use changei t .
Confirm that you trust the certificate by typing yes.

Verify that all your certificates are added.

PATH_TO _JAVA bi n/ keytool -1list -keystore
PATH_TO JAVA/ jre/lib/security/cacerts |less

g~ Noter Thelist will contain many more certificates. These are top-level CA certificates, provided with Java.

Update /etc/sourceforge.properties to enable secure communication.

a) Set sfmain.integration.listener_sdl to true.

b) Set sfmain.integration.listener_port to 443.

If you are running more than one separate server, repeat these steps for each server.
Restart TeamForge

Now you can check the Use SSL checkbox when creating an SCM integration.

Set up external applications for a TeamForge site

INavigation title:Set up integrated apps

When you integrate an external application into your TeamForge site, the site administrator can make that application available
to users asif it were a native TeamForge component.

Install Pebble
To see what you can do with an integrated application in TeamForge, start by installing Pebble, a blogging application that
you can configure to work as part of your TeamForge site.

1. Get the Pebbleinstaller package from open.collab.net and unzip it.
2. Modify thesevaluesinthei nstal | er/i nstall. conf fileto suit your installation environment.

Options Description

pebble.base.dir Path where you want Pebble to be installed on this host.

ctf.baseurl Absolute URL of the TeamForge site that you want to associate to, such as
https://my.ctf.instance/

tomcat.port Pebble runs on Tomcat. This token indicates which port you want Tomcat to be
running on. Make sure there are no other services running on that port.

domain Thebase url to be used for Pebble, suchasny. ct f. i nst ance. (You don't need
http: orhttps: here)

timezone The time zone Pebble will use to timestamp blog entries.

java_home Path to a JDK 1.6.x instance.

protocol ht t p if SSL isnot being used; ht t ps if SSL isbeing used.

data.dir Path in the file system where Pebble blogs will be stored.

Run the installer.

sudo python install.py -i -r
Set up the initia blog data.

sudo pyt hon boot st rap-data. py

Thisis known as "bootstrapping” the application.


http://downloads-members.open.collab.net/files/documents/60/4889/pebble-iaf-6.1.0.0-353.0.zip
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5.

6.

Tip: You can bootstrap again if you want to start from scratch, but any existing blogs will be deleted if you

o
do.

Restart the Pebble application.

letc/init.d/ pebbled stop
/etc/init.d/ pebbled start

You should now have aworking Pebble instance ready to work with TeamForge. The installer has created a
configuration fileat i nst al | er/ conf/ pebbl e. xm . See Integrate Pebble into your TeamForge site on page
76 for how to useit.

XML descriptor files

Integrate Pebble into your TeamForge site
When the sample Pebbl e blogging application has been installed on your site, you can make it available for projects on your
TeamForge site.

Pebble must be installed and configured before you can integrate it into your TeamForge site. See Install Pebble on
page 75.
When you have integrated Pebble, projects on your site can add Pebbleto their set of collaboration tools. The blogs they

create will share many of the core TeamForge features, such as authorization, authentication, go-urls, association,
linkification, templating, Project Pages components, and source code management support.

> w NP

6.

Log into TeamForge as an admin user.
Click Integrated Appsin the Site Administration toolbar.
Click Create.

Use the Browse window to find the two configuration files that enable the Pebble application to work as a part of
TeamForge:

e pebbl e- app. xm : Contains the text strings for the Pebble user interface.
e pebbl e-dep. xm : Contains the data that Pebble needs to interact with TeamForge.

Click Next.
On the Preview screen, review the parameters you set in the configuration files.

g~ Note: You may have to revise one or more valuesto ensure they are valid.

Click Save.

The Pebble application is now available for all projects on your site. You can direct project administrators to the project
admin help for instructions on adding it to their own project toolbars.

Note: You may need to adjust your site'slook and feel to support your integrated application. See the site admin
help for details.

Get information about a CollabNet TeamForge site

Usethesnapshot . py utility to determine what processes are running on your CollabNet TeamForge site, how much free
memory is available, and other information.

1
2.
3.

Log into the server.
Find the application in distress.
Run thesnapshot . py script.

[ opt/col | abnet/teanforge/runtime/scripts/snapshot. py


http://help.collab.net/topic/teamforge610/action/addintegratedapptoproject.html
http://help.collab.net/topic/teamforge610/action/addintegratedapptoproject.html
http://help.collab.net/topic/teamforge610/action/customize.html
http://help.collab.net/topic/teamforge610/action/customize.html
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Snapshot gathers data from several processes running on the system, including:

e JBoSs
¢ Tomcat
e James

* PostgreSQL
* Apache
» C6Migration

Theinformationiswrittento LOG DI R/ runt i me/ snapshot . | og and LOG DI R/ apps/ server. | og.

g~ Noter LOG DI Risthedirectory you defined as the logging directory inthesi t e- opt i ons. conf file.

Rebuild runtime without the install directory
You should keep your t eanf or ge- i nst al | er directory around after installing TeamForge in case you need it later.
However, if you delete or lose the directory you can still rebuild the application runtime.

1. Makeacopy of ther unti me- opti ons. conf touseasthenew si t e- opti ons. conf file.

cp /opt/coll abnet/teanforge/runtime/conf/runtime-options. conf
[var/tnp/site-options. conf

2. Rebuild the application runtime using the cr eat e- r unt i me. py script.

[ opt/col | abnet/teanforge/dist/scripts/create-runtine.py —-d
[ opt/coll abnet/teanforge/ —f /var/tnp/site-options.conf

Turn on site-wide reporting
To usethe site-wide reporting functionality that comeswith TeamForge 6.1, you have to configure anew collection of variables
inthesi t e- opti ons. conf file

g~ Tip: For aview of what thislooks likein action, see any of the advanced installation scenarios under Install
TeamForge the advanced way on page 10.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options. conf

g~ Note: vi isan example. Any *nix text editor will work.

2. Comment out the default HOST _|ocalhost=app database subversion cvs variable, then add (or uncomment) the
variable that has the reporting services enabled:

HOST | ocal host =app dat abase subversi on cvs etl datanart
Note: The app attribute is the only one that must be present for this variable. The other attributes may be

assigned to other HOST variables, if those services are running on different machines. See Install TeamForge
the advanced way on page 10 for a detailed view of how this works.

3. Add these variables (or uncomment them, if they are already present) and give them the appropriate values:

REPCRTS_DATABASE_NAME=ct f r pt db
REPORTS_DATABASE_PASSWORD=ct f r pt pwd
REPORTS_DATABASE_USERNAME=Ct f r pt user
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REPORTS DATABASE READ ONLY_USER=ct f r pt r eadonl y
REPORTS_DATABASE_READ ONLY_PASSWORD=r pt r opwd

4. If you want your datamart to use a different port than your site database, you can also add the
REPORTS DATABASE PORT variable:

REPORTS_DATABASE_PORT=5632

5. To enable Web services access to your datamart, add these variables:

ETL_SOAP_SHARED SECRET=<arbitrary_string>
SOAP_ANONYMOUS_SHARED SECRET=<arbitrary_string>

6. Set the time you want the reporting data to be collected, if different from the default 2:30 am. (local time).
ETL_JOB _TRI GGER Tl ME=<Ccron expressi on>

g~ 11p: Thisvalueisacron expression, not atime value. See ETL_JOB_TRIGGER_TIME on page 112 for more.

7. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Synchronize TeamForge source control integrations

Any time you upgrade your TeamForge site or a source control application, you must ensure that your users can still access
their source code.

1. Click Admin in the CollabNet TeamForge navigation bar.
2. On the site administration navigation bar, click Integrations.
3. For each source control service you are supporting, verify that the right paths are specified.

e SOAPservicehost shouldbel ocal host or thehost name of the server on which you just installed TeamForge.

* Repository base URL should be the URL for the top level of your source code server (which may be the same
as your application server). For example, htt p: / / <myscnbox>/ svn/ r epos

e SCM Viewer URL should be the URL for the ViewV C application on your source control server. For example,
http://<myscnbox>/i ntegration/viewc/viewc. cgi

4. Select al your source code integrations and click Synchronize Permissions.
This updates the permissions on your code repositories so that users can access them from the new site.

Note: By default, the DISABLE_CREATE INTEGRATION_SERVERSflaginthesi t e- opti ons. conf file
is set to false, which allows usersto create new external integrations. To suppress the ability to add integrations,
change this setting to true and recreate the runtime environment before making the site available to users.

=

Provide more than one source control server

To run more than one source control server of the same type on your site, each integration must have its own unique name
and data directory.

Note: No single server can host more than one source control integration of the same type. If you want to have

[ i
more than one Subversion integration, they must run on separate machines. The sameistrue for CVSintegrations.

1. Manually create the necessary directories on NetApp.

Important: Each directory must have its own unique name. For example, if the first Subversion instance is

& . ;
named svnr oot , you might name the second instance svnr oot _2.
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2. Set the permissions on the new directoriesto ct f - admi n: ct f - admi n

3. For each such directory on the NetApp, create a separate symlink in the local filesystem pointing to the NetApp
mount folder.
For example, assuming the NetApp mount is mounted on the/ shar ed mount point in the local filesystem:

sudo I n -s /svnroot /shared/svnroot_2

g~ Note: Only one source code integration of any one type can run on amachine.

Upgrade CollabNet Subversion
Use the yum package manager to upgrade to the latest available CollabNet Subversion release.

1. Stop the TeamForge site.

/etc/init.d/collabnet stop all

2. Clear the yum cache.

yum cl ean al |

3. Recreate the yum cache.

yum makecache

4. Upgrade Subversion.

yuminstall CTF-subversion

5. Recreate runtime.

cd /opt/coll abnet/teanforge-installer/6.0.2.0
./linstall.sh -r -d /opt/collabnet/teanforge -n -V

6. Start the TeamForge site.

/etc/init.d/collabnet start

Change your site's domain name

To change the domain name of your site, you must change the name in the file system, the database, and any integrated
applications. TeamForge provides a script for each of these.

1. Make sureyour site's database and file system are backed up.
2. Inthesi t e- opti ons. conf file, update the domain name (and hostname if needed), then save thefile.

DOVAI N_<Host _Nanme>=<Donmi n_Nane>
JAMES PCSTMASTER_EMAI L=r oot @Donmi n_Name>
JAMES MIA HOST=<Donai n_Name>

For example:
DOVAI N_nybox. supervi |l | ai n. net =ww. smi | eyf ace. com

JAMES POSTMASTER _EMAI L=r oot @wwv. smi | eyf ace. com
JAMES MIA HOST=www. smi | eyf ace. com
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3. Go to the TeamForge scripts directory.

cd /opt/coll abnet/teanforge/runtinme/scripts/

4. Run the script to change the domain in the file system.

./ domai n_change_fs. pl --ol d=wmn nyol dsi t enane. net - - new=www. nynewsi t enamne. net
> [/t np/ domai n_change fs.out 2>&1

5. Run the script to change the domain in the database.

./ domai n_change_db. pl --ol d=ww. nyol dsi t enane. net -- new=wwv. nynewsi t enane. net
> /[t np/ domai n_change_db. out 2>&1

6. If your site has Project Tracker integrated, run the script to change the domain in Project Tracker.

./ donmai n_change_pt. py --ol dDonmai n=wwv. nyol dsi t enane. net
- - newDomai n=www. nynewsi t enane. net > /tnp/domai n_change_pt.out 2> &1

Specify DNS servers

Define the DNS servers with which you want CollabNet TeamForge to resolve URLs by listing theminther esol v. conf
file.

1. Inthe/ et c/resol v. conf file list the servers you want to use for resolving Internet addresses.
2. Rebuild the runtime environment.

./linstall.sh -V -r -d /opt/collabnet/teanforge

3. Restart CollabNet TeamForge .

letc/init.d/ httpd start
/etc/init.d/ postgresqgl start
/etc/init.d/collabnet start

Optimize PostgreSQL with vacuum
To optimize your PostgreSQL database, run a built-in utility called "vacuum."

Normal use of database software often creates data overhead that needs to be cleaned periodically in order to ensure
optimal speed and stability. This overhead is usually the result of temporary files and indexes that the database creates
(analogous to a fragmented hard disk.)

The vacuum utility runs on alive database and, like the backup command, can be scripted to run nightly or at minimal
server load times.

1. Tovacuum the CollabNet TeamForge database, run the vacuumcommand as the PostgreSQL user.
vacuundb -h “hostnane™ -U <DATABASE USERNANME> -z <DATABASE NANE>
For example, using the default valuesinthesi t e- opt i ons. conf file:

vacuundb -h “hostnane® -U ctfuser -z ctfdb

2. To set up automatic vacuuming of the database based on activity statistics, set up auto-vacuuming according to these
instructions:

http: //www. postgresgl.org/docs/8.2/interactive/routi ne-vacuuming. html#AU TOVACUUM.


http://www.postgresql.org/docs/8.2/interactive/routine-vacuuming.html#AUTOVACUUM
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Change the location of alog file
To change where log files are written to, edit the si t e- opt i ons. conf file and restart the runtime environment.

1. Stopthesite.

/etc/init.d/collabnet stop all

2. Inthe/ opt/ col | abnet/teanforge-installer/6.1.0.0/conf/site-options. conf file change
the value of the LOG_DIR variable to reflect the location where you want the log files to be written.

3. Recreate the runtime environment.

.linstall.sh -V -r -d /opt/coll abnet/teanforge

4. Start the site.

[etc/init.d/ httpd start
/etc/init.d/ postgresqgl start
/etc/init.d/collabnet start

All future Apache logs, mail logs, database logs, javalogs, and other logs will be written to the new location.

Change the logging level on your site
To support troubleshooting, you may need to set the logging level appropriately. Here's how to do that.

1. Edit SRUNTI ME/ | boss/ server/ defaul t/conf/1 og4j.xmn
2. Locate the VAFI LE appender that starts with thisline:
<appender nanme="VAFI LE"

3. Change the value of the LevelMin parameter to INFO, DEBUG. ERROR, or WARN.
For example:

<filter class="org.apache.|og4j.varia.Level RangeFilter">
<par am name="Level M n" val ue="1NFO'/ >
</filter>

4. Locatethecom vasof t war e package category that looks like this:

<cat egory nane="com vasoftware" additivity="fal se">
<l-- To turn on the debuggi ng output into vanessages.| og,
change this INFO | ine to DEBUG and renove Level RangeFilter of
VAFI LE appender -->
<priority value="INFO'/>
<appender-ref ref="VAFILE"/>
</ cat egory>

5. Set the value of the priority variable to INFO, DEBUG. ERROR, or WARN.

Note: This does not require arestart. JBoss picks up these changes on the fly.

=

Raise the logging visibility of selected database requests
For easier troubleshooting, you can dictate that certain database requests get logged in a handy central log file.

For example, database requests that run longer than 10 seconds are likely candidates for troubleshooting. You can have
such requests automatically logged in thevanessages. | og file for your inspection. The exact length of time after
which arequest becomes problematic depends on your environment.

How it works:
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All database queries are logged at DEBUG level by default.
By default, thevanmessages. | og fileis configured to include all events logged at the INFO level or higher.

Database queriesthat run over aconfigurable time limit are logged at INFO rather than DEBUG, which causesthem
to appear invanessages. | og.

Stop TeamForge.

/etc/init.d/ httpd stop
/etc/init.d/ postgresgl stop
/etc/init.d/collabnet stop

Openthesi t e- opti ons. conf file.
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/coll abnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

Inthesi t e- opti ons. conf file changethevalueof theLOG_QUERY_TIME_THRESHOLD variableto avalue,
in milliseconds, that makes sense for your environment.

Rebuild the runtime environment.

cd /opt/collabnet/teanforge-installer/6.1.0.0
./linstall.sh -V -r -d /opt/collabnet/teanforge

Start CollabNet TeamForge.

/etc/init.d/ httpd start
letc/init.d/ postgresqgl start
letc/init.d/collabnet start

Rotate log files
To keep log files under control, move them to a compressed archive.

Set up log rotation
To enable your site to rotate its logs, either automatically or on demand, you must create a special user on the system and
configure the logging variables.

1
2.

Create ajanitor user with a passwordless SSH key.
Openthesi t e- opti ons. conf file.
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf

g~ Note: vi isan example. Any *nix text editor will work.

Add these variablesto si t e- opt i ons. conf , if they aren't already there:

SCLOGROT_DEST_USER=j ani t or
SCLOGROT_SOURCE_GROUP=j ani t or
SCLOGROT_SOURCE_USER=j ani t or

SCLOGROT_TRANSFER L OGTYPES=apps httpd i ntegration janes pgsql projecttracker
runtime etl

SCLOGROT_HOST=st at s. sp. col | ab. net
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SCLOGROT_DEST_DI R=/ horre/ | og_r oot
SCLOGROT_SOURCE_DI R=/ var/ | og/ col | abnet
SCLOGROT_MAX_KBYTES_PER DI RECTORY=200000
SCLOGROT_MAX_KBYTES_TOTAL=800000
SCLOGROT_PUSH _TO_LOGHOST=t r ue

4. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Rotate logs automatically
Set up your site to move log files automatically to a compressed archive every day.

1. Check that the system's cron jobs are set.

sudo crontab -1
If the cron jobs arein place, you get output like this:

# Begi n sourceforge cron jobs (CGenerated by the build. DO NOT HAND EDIT.) --
4,9, 14,19, 24, 29, 34, 39, 44,49,54,59 * * * *
[ opt/ col | abnet/teanforge/runtime/scripts/run-groups.sh 5nins

0 * * * * [opt/collabnet/teanforge/runtine/scripts/run-groups.sh hourly

0 0* * * [opt/collabnet/teanforge/runtine/scripts/run-groups.sh daily

00* * O /opt/collabnet/teanforge/runtine/scripts/run-groups.sh weekly
001* * /opt/collabnet/teanforge/runtine/scripts/run-groups.sh nmonthly

# End sourceforge Cron entries -----------omommo oo

* * Jusr/bin/aiupdate -n -d http://mgr/dist >/dev/null 2>&1

If the output does not appear, you need to set up the cron jobs.

2. Inthe /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf file set
the value of the INSTALL_CRON option to true.

3. Recreate the runtime environment.

.linstall.sh -V -r -d /opt/collabnet/teanforge

All your site'slogs will now be automatically rotated into a compressed archive every 24 hours.

Rotate logs manually
Usether ot at el ogs. pl script to move log files to a compressed archive.

Do thiswhen alog file has become so large it is difficult to use.

Runther ot at el ogs. pl script.

sudo /opt/col |l abnet/teanforge/ runtine/scripts/rotatelogs.pl

All your site'slogs are moved into a compressed archive and new log files are started.

Schedule data extraction for reporting
Set the interval at which you want yourTeamForge site's data extracted to the datamart from which reports are generated.

Each extract-transform-load (ETL) job consists of extracting the data from the production database, transforming it to
support reporting, and loading it into the datamart.

By default, thisis done every night at 2:30 am., by the host's local clock.

1. Openthesite-options. conf file
Thisisthe master configuration file that controls your TeamForge site.

vi /opt/collabnet/teanforge-installer/6.1.0.0/conf/site-options.conf
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g~ Noter vi isan example. Any *nix text editor will work.

2. Setthe ETL_JOB_TRIGGER TIME variableto theinterval at which you want ETL jobsto run.
For example, avalueof 0 0/ 15 * * * 2 will runan ETL job every 15 minutes.

3. Review the variables you've changed, then savethesi t e- opt i ons. conf file.

Move datamart to a separate instance
Datamart can be run in same instance or in a separate instance.

1. Do adump of the PostgreSQL datamart.

su - postgres -c 'pg_dunpall -p <datamart-port>
<dunp- | ocat i on>/ <dat amart - nane>. sql

2. Stop the services.
/etc/init.d/collabnet stop all

3. Configure datamart.

g~ Note: Configuration differs based on the mode of installation. Boostrapping is not required.

4. Restore the reporting database.
su - postgres -c dropdb <datamart-name> -p <datanart-port>

su - postgres -c 'createdb -E UTF8 -0 <datanart-user> <datanmart-nane> -p
<dat amart - port >

su - postgres -c psql -p <datamart-port> <dunp-| ocati on>/ <dat anart - name>. sql '

5. Start the services.
6. Check if the existing datais appearing in charts.

Back up and restore CollabNet TeamForge data

INavigation title:Back up and restore data |
CollabNet TeamForge stores data in the database and on the file system. Back up all data comprehensively so that it can be
restored in the event of unrecoverable failures.

Note: Theitemslisted inthis section address only the datathat iseither created by or apart of CollabNet TeamForge.
Datathat is not specific to TeamForge, such as operating system-based content, configuration files, and other
third-party applications, will also require a backup and restoration routine to ensure that the entire server can be
restored in the event of a catastrophic failure. Contact your application or operating system vendor for specific
guidance on backup strategies for their products.

[ N

Back up CollabNet TeamForge data
Usethebackup- dat a. py utility to compress a copy of your site data to alocation where you can quickly retrieveit.

This backup method requires shutting down your site briefly. If you cannot tolerate a shutdown, you might consider
another backup/restore method, such as the NetApp Snapshot utility.

1. Stop TeamForge.

g~ Note: If TeamForge is running on multiple machines, stop all the machines.
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/letc/init.d/collabnet stop

2. Run the backup script.

cd /opt/coll abnet/teanforge/runtime/scripts
. I backup-dat a. py --destination=<directory nane>

CollabNet TeamForge creates the directory and stores the following datain it, in compressed format:

» Subversion repositories

e CVSrepositories

e Thedatadirectory (/ var)

e The CollabNet TeamForge database.

3. Start CollabNet TeamForge.

/etc/init.d/ httpd start
letc/init.d/ postgresqgl start
letc/init.d/collabnet start

Restore backed-up CollabNet TeamForge data
Usether est or e- dat a. py utility to bring back site data that has been backed up.

1. Stop the CollabNet TeamForge application server.

/etc/init.d/collabnet stop

2. Runthe restore script.

cd /opt/coll abnet/teanforge/runtine/scripts
./restore-data. py --source=<directory nanme>

where<di r ect or y- nanme> isthedirectory to which you backed up the datawith thebackup- dat a. py script.

CollabNet TeamForge unpacks the backed-up Subversion and CV Srepositories, the datadirectory, and the CollabNet
TeamForge database.

3. Restart CollabNet TeamForge .

/etc/init.d/collabnet start

Back up a PostgreSQL database
You can back up a PostgreSQL database safely whileit is online by using the native pg_dunp command.

In this example, the database is dumped into a GNU tar formatted file.
Run this command:
pg_dunp -Ft -b -0 ctfdb > ctfdb.tar

g~ Note: For thisexample, the name of the CollabNet TeamForge database is assumed to be ctfdb.

o Tip: Seethe PostgreSQL pg_dunp man page for more information and examples.
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Restore a PostgreSQL database
You can restore a PostgreSQL database with the native pg_r est or e command.

A w DN PR

L ocate the dump file you created when backing up the PostgreSQL database.
Shut down CollabNet TeamForge .

Create a database and user with the names used for CollabNet TeamForge .
Restore the database.

creat euser -U $CTFUSER createdb -E UNI CODE -U $CTFUSER ctfdb pg restore -d
ctfdb

ctfdb. tar
g~ Note: This example assumes that the name of the CollabNet TeamForge databaseisct f db.
g~ Tip: It may also be necessary to restore ownership of the restored tablesto thect f user database user.

Something like the following will work (again, assuming the database is called ct f db):

for i in “echo "\d" | psql ctfdb | awk {'print $3'}  do echo "ALTER TABLE
$i OMNER TO $SFUSER; " | psgl ctfdb done

See the PostgreSQL pg_r est or e man page for more examples and information.
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Reference information about TeamForge 6.1 on CentOS

|Navigation title: TeamForge 6.1 on CentOS reference |

Usethisreferenceinformation to get deeper detail on configuration files, logs, scriptsand other resourcsyou useto administrate
TeamForge.

Platform specification for TeamForge 6.1

|Navigation title:6.1 platform information
Thisisthe hardware and software platform that TeamForge 6.1 runs on.

Hardware requirements for CollabNet TeamForge 6.1

The following hardware is the minimum recommended for the server on which CollabNet TeamForge 6.1 isinstalled and the
server on which the database isinstalled.

CollabNet TeamForge requires the following minimum server characteristics.

* 2xCPU 2GHz
* 8GB RAM (but 16 GB isgood for large sites)
e >40GB hard drive

Required hard drive capacity depends on the estimated amount of document and file rel ease uploads.

g~ 11p: Disk 1/0 makesadifference. Usersin avariety of environments have reported that a high-performance disk
~ subsystem improves the site's response more than additional RAM.

Supported software for CollabNet TeamForge 6.1
Thisisthe official list of software that is compatible with CollabNet TeamForge 6.1.

Operating systems

CollabNet TeamForge has been tested on these operating systems:

Operating system Version Architecture Restrictions

Red Hat Enterprise Linux 5.6 32-hit Must have RHN or equivalent.
Red Hat Enterprise Linux 5.6 64-bit Must have RHN or equivalent.
CentOS 55 32-hit

CentOS 55 64-bit

SUSE Linux Enterprise Server 11 SP1 32-hit Must be registered with Novell.
SUSE Linux Enterprise Server 11 SP1 64-bit Must be registered with Novell.

Note: Red Hat Enterprise Linux machines must have accessto the Red Hat Network or equivalent (satellite server,
spacewalk, or RHN proxy). For more information, see www.redhat.com.

JVM settings

For larger installs, the max JVM heap size should beincreased to 1024MB (or larger), depending on available resources
on the box.


https://www.redhat.com/rhn/rhndetails
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Package managers

* Theyumpackage manager is supported up to and including version 3.2.1.9.
e Thezypper package manager is supported up to and including version 1.3.7.

Databases
These database products have been tested with CollabNet TeamForge:

¢ PostgreSQL 9.0
e Oracle1l (R1 and R2)
¢ OracleClient 11g

g~ Note: The Express Edition is not supported.

Browsers
These browsers have been tested with CollabNet TeamForge:

e MozillaFirefox 3
e Microsoft Internet Explorer 7, 8

Software configuration management tools
These software configuration management (SCM) tools have been tested with TeamForge 6.1

«  Subversion 1.6.17 (FSFS)
« CVSL11lx
.+ ViewvC1.1.10

Java SDK
Java SDK 1.6.0_26 has been tested with CollabNet TeamForge.

Microsoft applications
These Microsoft applications have been tested with CollabNet TeamForge:

e Microsoft Project 2002 (with Service Pack 1) on WinXP Service Pack 2 and Win2000 Service Pack 4
* Microsoft Project 2003 (with Service Pack 1) on WinXP Service Pack 2 and Win2000 Service Pack 4
» Microsoft Office XP (with Service Pack 3) on WinXP Service Pack 2 and Win2000 Service Pack 4

* Microsoft Office 2003 (with Service Pack 1) on WinXP Service Pack 2 and Win2000 Service Pack 4

LDAP (Lightweight Directory Access Protocol) application
OpenLDAP 2.3.27-5 has been tested with CollabNet TeamForge.

Scripts installed with TeamForge 6.1 on CentOS

INavigation title:TeamForge 6.1 scripts
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System administrators can use these utilities to control the behavior of the application.

bootstrap-data.sh

Theboot st r ap- dat a. sh script prepares application and database data for new installations. Preparing application and
database dataisreferred to as "bootstrapping” the data.

Overview

Important: Thisscriptisonly for new installations. If you run it on a site that already has data, all datawill be
wiped.

[ 1

Thisscript residesinthe<i nst al | ati on_sour ce> directory and callsthewr apper - boot st r ap- dat a. py
scriptwhenrun. The [l og_file_directory]/runtinme/bootstrap.| ogfileiscreated when thisscriptis
run. All success and error messages from this script are written to thislog file.

Usage

Run this script asfollows:
cd <installation_source>

./ bootstrap-data.sh -d /opt/coll abnet/teanforge

Example

The following command forces a bootstrap of the data, showing all actions on the screen:
./ bootstrap-data.sh -n -F -V -d /opt/col |l abnet/teanforge

Options

The following options are available for the boot st r ap- dat a. sh script:

-d | --directory Specify installation directory. This argument is required.
-h | --help Provides alist of all available options for this script.
-n | --non-interactive Runs the script in a non-interactive mode. The script will fail with an error message

when used with thisoption if an existing [ DATA_DI R] islocated. You can use the
-F option to force bootstrapping on sites that have an existing [ DATA DI R] .

-F | --force Thisoption is only valid when the -n option is used. This option forces the
bootstrapping of datawhen a[ DATA DI R] exists.

-V | --verbose Writes all script actions to the screen. Without this option the script runs silently and
logsmessagestothe [l og_file_directory]/runtime/bootstrap.|og
file.

-q | --quiet Do not show script output.

-f | --site-options=[filename]  Pointstothesi t e- opti ons. conf configuration file for the site. This argument
isoptional.

Cluster location

This script runs on the application server machine.
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bootstrap-reporting-data.sh
Theboot st rap-reporting-data. sh script prepares the datamart data for new installations.

Overview

Important: Thisscriptisonly for new datamart installations. If you run it on asite that already has reporting data,
all datawill be wiped.

[ 1

The success and error messages from this script are written to the
[log_file _directory]/runtinme/bootstrap.!| ogfile

Usage

Run this script asfollows:

cd /opt/coll abnet/teanforge/runtime/scripts
./ boot strap-reporting-data. sh

Options
The following options are available for the boot st r ap- dat a. sh script:
-h | --help Provides alist of all available options for this script.

-n | --non-interactive Runsthe script in anon-interactive mode. The script will fail with an error message when
used with thisoption if an existing [ REPORTS_DATA DI R] islocated. You can use
the -F option to force bootstrapping on sites that have an existing
[ REPORTS_DATA DI R].

-F | --force Thisoptionisonly valid when the -n option is used. This option forces the bootstrapping
of datawhen a[ DATA DI R] exists.

-V | --verbose Writesall script actionsto the screen. Without this option the script runssilently and logs
messagestothe [l og file_directory]/runti nme/bootstrap.!| ogfile

-q | --quiet Do not show script output.

Cluster location

This script runs on the application server machine.

The collabnet script
Run this script to start or stop TeamForge, or to get the status of the application or a component.

Overview

You can use this script to start or stop the application as awhole or to start and stop an individual service. You can also
use it to determine the status of an individual service.

g~ |mportant: On production sites, this script must be invoked by the root user.
Usage

Run this script as follows:

/opt/col | abnet/teanforge/runtine/scripts/collabnet [--verbose|-V] [--service|-s
servi ceNane] <conmmand>
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For example, the following command checks the status of the jboss component:

<SITE DIR]/runtinme/scripts/collabnet -s jboss status

Parameters
Command Action to perform. The supported commands are:
start Starts the application / service
stop Stops the application / service
status Provides the status of the service(s)
restart Restarts the application / service
help Prints this message and exits.
-S| service serviceName Perform the command for the service serviceName
verbose Print debug messages
-q | --quiet
-F | --force Force option to perform the specifed operation forcefully
-S| --silent To perform the operation silently without providing the output
Logging

col | abnet writes entries to the following logs:

« log/runtine/service.| og: Themaster servicelog.
 log/{service}/service. | og:Logentriesfromstarting upindividual servicesendupintheser vi ce. | og
file of the corresponding service log folder (e.g. | og/ apps/ servi ce. | 0g)

datamart-oracle-setup.sh
This script is used for setting up the Oracle datamart in CTF advanced mode installation.

Usage
You can run this script from the command line as follows:
[ RUNTI ME_DI R] / scri pts/ dat amart - or acl e- set up

The datamart-oracle-setup.sh is an interactive script and does not take any parameters.

Comment

[SCRIPTS DIR]/set-reports-readonly-user-permission.py script needs to be executed after bootstrap or migration to
complete the datamart setup.

datamart-pgsql-setup.sh
This script is used for setting up the PostgreSQL datamart in CTF advanced mode installation.

Usage
You can run this script from the command line as follows:
sudo [RUNTI ME_DI R]/scri pts/datamart-pgsql -set up

The datamart-pgsgl-setup.sh is an interactive script and does not take any parameters.
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Comment

[SCRIPTS_DIR]/set-reports-readonly-user-permission.py script needs to be executed after bootstrap or migration to
complete the datamart setup.

db.py
Thedb. py script can be used to dump and restore a PostgreSQL database.

Overview

This script can be used only for the PostgreSQL service. Don't run this script on aremote database. Execute the script
only when the database is up and running.

Usage

Run this script as follows:

./ db. py --action=<action>--path=<destination directory>

Options
Required options:
-a | --action Values. dump or restore

-f | --path Path where the database backup file will be created. Must be a directory owned
by the postgresql user (usually / var /| i b/ pgsql /). Can be anew directory.

Optional options:
-t | --type Specifies the type of database (ctf or reporting).
-h | --help Print this usage message and exit.

g~ Note: The options -a and -f are mandatory.

domain_change_db.pl
Thedomai n_change_db. pl script handles al the steps required to change the domain name in the site database. It does
not change anything in the file system.

g~ Note: Changing the domain through any other mechanism may cause problems.

Usage

Execute this script with acommand like this:

[ RUNTI ME_DI R] / domai n_change_db. pl [--debug] [--dir] --ol d={domai n_nane}
- -new={ donai n_nane}

g~ Note: Thenew domain name must match thevalue defined for the DOMAIN tokeninthesi t e- opt i ons. conf
- file.

Options

Thedomai n_change_db. pl script provides the following parameters:
--help Show this message

--debug Include debugging output
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--old Old domain
--new New domain
--dir Run domain change in this directory only. You must specify the full path.

Use this feature to do a subset of the data directory. This instructs the script to do arecurse
in the specified directory looking for the old donmai n_nane and replacing it with the new
domai n_nane..

g~ Note: Without this option, only HTML, text, and VM files are modified.

domain_change_fs.pl
Thedomai n_change_fs. pl script handles all the steps required to change the domain name under the file system data
directory. It does not change database contents.

Overview
By default, only .s?html?(.[a-Z][a-Z])?(,v)?, .txt(,v)?, and .vm(,v)?files are modified, unless - - di r is specified.

g Note: Changing the domain through any other mechanism may cause problems.

Usage

Execute this script with acommand like this:

[ RUNTI ME_DI R] / donmai n_change fs.pl [--debug] [--dir] --ol d={dormai n_nane}
--new={ donmai n_nane}

g~ Note: Thenew domain name must match thevalue defined for the DOMAIN tokeninthesi t e- opt i ons. conf
- file.

Options

Thedormai n_change_fs. pl script provides the following parameters:

--help Show this message

--debug Include debugging output

--old Old domain

--new New domain

--dir Run domain change in this directory only. You must specify the full path.

Use this feature to do a subset of the data directory. This instructs the script to do arecurse
in the specified directory looking for the old domai n_narme and replacing it with the new
donmai n_nane..

g Note: Without this option, only HTML, text, and VM files are modified.
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domain_change_pt.py
THISISA STUB FILE, TO BE REPLACED BY REAL INFORMATION ABOUT DOMAIN_CHANGE_PT.PY

environment_check.sh

Theenvi r onnent _check. sh script verifieswhether al environment packages required for installing CollabNet TeamForge
are present.

Overview

Usetheenvi ronnent _check. sh script to verify that you have all required environment packages for installing
SourcefForge.

You will be prompted to runthei nst al | - ni ssi ng- packages. sh script if one or more required packages are
missing from your system.

Note: You may be prompted to manually remove any older packages identified on your system before running
the install-m ssing-packages. sh script.

Usage
From the <INSTALLATION_SOURCE> directory, run this script as follows:

.l envi ronnent _check. sh

etl-Client.py

Theetl-Client.py script allows you to access the Extract, Transform and Load (ETL) scheduler and check the status of the jobs
configured. The script also supports triggering jobs manually.

Parameters

The following parameters are available for the etl-Client.py script:

-s| --status Prints the status of all the jobs configured in ETL service.
-v| --verbose Chronicles the process of requested operation a bit more.
-r| --run= Triggers ajob manually for a given job.

install.sh

Thei nst al | . sh script handles all operations related to installing and removing the application.

Options

-a|--all
Performs these operations in sequence - Install, create runtime and setup initscripts (equivalent to: -I
-r -i)

-b | --bootstrap
Setsup initial site data.
-C | --cleanup

Stop/Kill the application processes, wipes out application packages and site directory.

4, Caution: THISOPTION WILL WIPE OUT THE SITE
~ DATA.
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-c | --conf-file
The environment configuration file (usually of the form environment-<platform>.conf), used to identify
the platform.

g~ Note: Thisisnot to be confused with thethesi t e- opt i ons. conf
- file.

-D | --debug
Displays traceback errorsif any.
-d | --directory type='str', argname='installation_base dir’,
Path where the site would get installed.
-E | --check_environment
Check if the system environment is suitable for thisinstallation.
-F | --force
Force the operation that is performed wherever appropriate (e.g. install/uninstall).
-f | --siteoptionsfile
Path to the site configuration file (default: ./conf/site-options.conf).
-l | --initscript
Start application services on reboot.
-i | --install
Install application packages.
-n | --noninter active
Used to run the installer in non-interactive mode.
-R | --internalruntime
Create the internal runtime instance using the site configuration file.

-r | --runtime
Create the runtime instance using the site configuration file. (Also does configuration for Apache and
PostgreSQL .).

-S| --startnow

Start application services after completing the other operations (if possible).
-s| --startup

Start application services on reboot and start it now: equivalent to -1 -S.
-u | --uninstall

Uninstall application packages.
-V | --verbose

Show al output in noninteractive mode.

pbl.py

Thepbl . py utility enables you to upload filesto the Project Build Library and perform various operations on them.
Options
--hel p|-h Print out a help message and exit.

--api -user|-u username Your TeamForge Lab Management login name. Required for all upload
operations.
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--api - key| -k key

--api-url |- url

--conment | -c "your
coment "

--verbose|-v

--xm - server-out put | --xmn

--no- aut h- cache

--project|p projnane

--type|t {pub|priv}

--renotepath|r path

Your TeamForge Lab Management APl key. Required for al upload operations.

The URL to the TeamForge Lab Management API's. Will generally be
https://$external _host/cubit_api/ 1. Requiredfor al upload
operations.

Print out acomment on this operation. The comment is always optional. The
comment string will be logged in the audit log, but is not recorded in the PBL.
For example, if you are deleting some files, you might want to use a comment
to explain why you were deleting those files, for future auditing purposes.

Print out more detail on what the pbl . py isdoing.

If thisoption isnot specified, thepbl . py client readsinthe XML returned from
the server and presents the results to you in nicely formatted text. If you'd like
to instead see the raw XML returned from the server, select this option.

Asaconvenience, the pbl . py function caches the value of the - - api - user
and - - api - key parametersin your home directory, in a subdirectory named

. cubi t , thefirst timeasuccessful authentication isperformed against the server.
Thisisanalogousto the Subversion client'suse of the. subver si on directory
to store authentication credentials. Selecting the - - no- aut h- cache option
turns off this caching.

The TeamForge Lab Management project in which the file you are operating on
islocated.

Thevisihility type of thefile, either pub (thefileisinthe public areaof the PBL)
or pri v (thefileisin the private area of the PBL).

The remote path on the server, excluding the base directory, the project, and the
visibility type. Examples are below.

set-reports-readonly-user-permission.py

This script grants read-only access to the datamart for those users specified by the
REPORTS DATABASE_READ_ONLY_USER token.

g~ Note: Thisscript must be executed as a part of the site installation process when the datamart is enabled, after
~ bootstrap or migration is completed.

Usage

You can run this script from the command line as follows:

sudo runtime/scripts/set-reports-readonly-user-permn ssion. py

Comment

You can use this script only in advanced mode.

snapshot.py

Use this script as a debugging tool to troubleshoot system errors. It records a snapshot of the current state of the machine.

Overview

Run this script manually to generate debugging information before restarting the instance.

Usage

Run this script as follows:
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/ opt/ col | abnet/teanforge/ runtime/scripts/snapshot. py

Options

The following options are available for the snapshot . py script:

-h|--help Provides information on using the script.

--extra An arbitrary command whose output should be placed in the generated log file. For example,
you can have snapshot . py executethel sof command like this:
--extra '"/usr/sbin/lsof -n -P -b -i -U

Enclose commands with optionsin quotes.
-v|--verbose Provides output on the actions performed by the script.

Note: Theoutput from snapshot . py iswrittentoalog fileinthe[ LOG DI R] / r unt i ne directory. Use the
output (snapshot.log) to troubleshoot any system or CollabNet related errors.

Cluster location

g~ Important: Thesnapshot . py script generatesalog file for the node on which it is run. When a CollabNet site
- isdeployed on acluster and you need information to troubleshoot problems, it is recommended that you run this
script on all the nodes.

upgrade-site.sh
With this script, you can perform a cumulative patch upgrade or downgrade on a running instance.

Overview
Thisisawrapper for theupgr ade. py script.
The script verifies the following:

» The user invoking the script is the equivalent of aroot user.
» The specified directory has a valid SourceForge installation.

It performs the following actions depending on the options specified:

» Displays asummary of what would happen during the patch installation.

» Downgrades or upgrades the site to the specified patch level.

» Revertsthe site to the previous patch level it was at, before the current patch was applied.
« Downgrades the patch level on the site by one.

« Starts SourceForge after successfully installing the patch.

e Allowsatest "dry run" of the patch installation.

Usage

Run this script asfollows:
.lupgrade-site.sh -d <INSTALL DIR> [-r] [-u] [-t] [-I level] [-f file] [-n]
[-h] [-VM [V]

Example

To perform acomponent upgrade from a base SourceForgeinstallation (patch level 0) to patch level 2, use thiscommand:
sudo ./upgrade-site.sh -t -d /opt/collabnet/teanforge -1 2
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Options

-f [manifest] | --file [manifest] The manifest file with the appropriate information for this upgrade.

-d [INSTALLATION_DIR] | The directory where the application isinstalled.

--directory R Lo .

[INSTALLATION_DIR] g~ Note: This option is required.

-r | --rollback Rollsback the previous (most recently applied) patch. For example, if you upgrade

the site from patch level 1 to patch level 4, and then run upgr ade- si t e. sh
with this option, the resulting patch level on the site is patch 1.

-l [level] | --level [level] The patch level to which the SourceForge site must be upgraded (or downgraded).

-V | --verbose Displays script output including traceback errors. If this option is not used, the
script displays error messages but not the actual traceback errors.

-V | --version Displays the script version.

-n | --noninter active Non-interactive mode.

-t | --testrun Displays a summary of the actions that will be performed as part of the upgrade

or downgrade. Use this option to view a description of what would take place
during a patch upgrade (or downgrade) before you actually apply the patch.

g~ Noter You must use this option along withthel ,r, u, or f options.

-u | --uninstall Decrements the patch level on the site by one. For example, if you upgrade the
site from patch level 1 to patch level 4, and then run upgr ade- si t e. sh with
this option, the resulting patch level on the siteis patch 3.

-h | --help Prints usage information.

g~ Note: Do not use the following combinations of options in the same command:

o -u (uninstall) with -r (rollback)
o -f (manifest) with -l (level)
e any combination of -u, -r, I, -f

If you do, the script exits with a corresponding error message.

projecttracker.py

Theproj ecttracker. py utility providesacommand lineinterfaceto control a Project Tracker integration on a TeamForge
site.

Overview

You can run this script as the root user to start, stop and get the status of a Project Tracker instance that is integrated
into your site.

Usage

Run this script as follows:

sudo /etc/init.d/ projecttracker [conmand]
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For example, use the following command to start the Project Tracker integration:
sudo ./projecttracker start
Commands

The following commands are available for the pr oj ect r acker . py script.

Note: "Catalina" isthe code name for the integrated Project Tracker feature.

&

debug -security Debug Catalinawith a security manager
jpdastart Start Catalina under JPDA debugger

run Start Catalinain the current window

run -security Start in the current window with security manager
start Start Catalinain a separate window

start -security Start in a separate window with security manager
stop Stop Catalina

stop -force Stop Catalina (followed by kill -KILL)

version What version of tomcat are you running?

restart Stop and Start Catalina

status Indicate whether Catalinais running

Log files in TeamForge 6.1 on CentOS

|Navigation title:TeamForge 6.1 log files
System administrators can use logs to debug problems and ensure that the application is performing to expectations.

JBoss logs
The JBoss application server writes several different logs under the <SOURCEFORGE_INSTALL_DIR>/log directory.

boot . | og Lgsthe JBoss startup and shut down notifications. Thislog is overwritten each time JBoss
is (re)started.

| ocal host _access  TheRecordsaccessto the application from aremote host, similar to the Apache access |og.
Thislog isrotated each day, and the files have a date stamp appended to their name, such
as localhost_access2004-11-26.10g.

server. | og Logs all the activities of the application server, including any exceptions. Thislog isthe
best place to begin debugging CollabNet TeamForge server error exception ids (exid).

session-info.log Recordswhen new sessions are created. Thislog is overwritten each time JBossis
(re)started.

vanmessages. | og Records CollabNet TeamForge -specific actions, including some SQL queriesthat are sent
to the backend database. Thislog is rotated each time it reaches 100MB in size. When
rotated the ol der files have anumber appended to theend, suchasvanmessages. | og. 1
and vanmessages. | og. 2.
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Oracle logging

The most important Oraclelog istheal ert log, whichisfoundin
$ORACLE_HOVE/ admni n/ $SI DY bdunp/ al ert _$SID. | og.

An Oracle database performslogging on awide array of functionality. The majority of the logs that are generated are
stored under $ORACLE_HOME/ admi n/ $SI DY . Many logs are stored under this directory hierarchy, but al ert is
the most important. Thislog records all database activity, including serious problems.

Theal ert logisnot rotated or overwritten, and can become quite large over time, especially on an active database.

Additional logs are created under the same directory hierarchy, for specific incidents. If a problem is recorded in the
dert log, the other logs should be inspected for additional details.

For more information, as well as support in the maintenance of an Oracle database, contact Oracle Support or Oracle's
Metalink site.

SCM (CVS, Subversion, and Perforce) logs

Software configuration management (SCM) servers generate several logs from the CollabNet TeamForge ; however, in the
interest of completeness they are all documented here.

cat al i na. out Thislog containsinformation on the startup and runtime activities of the Tomcat
server. Thislogisnot rotated, nor isit overwritten, and is appended continuously
over the lifetime of the server.

| ocal host | og Thislog contains arecord of CVS or Subversion browsing URL construction.
When auser attempts to browse a CV S or Subversion repository in his or her
web browser, the URL construction process is documented in thislog. Thislog
isrotated for each date that there is activity.

| ocal host _admi n_| og Thislog contains arecord of theinitial startup and deployment of the managed
integration server. A new date stamped log is generated each timethe integration
server is started.

vaext ernal i ntegration. | og Thislog containsinformation on the operations that are being executed by the
managed integration server. Thislogisstored in
<SOURCEFORGE_INSTALL_DIR>/log.

Email logs

Both the CollabNet TeamForge email and search backends are managed from a parent daemon known as Phoenix. If the mail
backend is not operating properly, the first troubleshooting step is to check the phoenix.log to seeif it encountered difficulties
starting up.

Overview

The Phoenix daemon logs its activities to the phoeni x. | og file, which is stored under
SOURCEFORGE | NSTALL_DI R/ j anmes/ j ames- 2. 2. 0/ | ogs. Thislog is overwritten each time Phoenix is
(re)started. Phoenix is run as part of the CollabNet TeamForge standalone server init script.

CollabNet TeamForge email is handled by the J AMES server. JAMES logs al of its activities under

SOURCEFORGE | NSTALL_DI R/ j ames/ j ames- 2. 2. 0/ apps/ j anes/ | ogs. A new log is created for each
date when thereis activity, and additional logs are created if jamesisrestarted on a date when there is activity. The date
is embedded in the log name (such as james-2005-04-28-01-00.10g).

Active logs

Sixteen different logs are created by j ames for different components of its functionality. This topic describes only the
ones that are used actively by CollabNet TeamForge .
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j ames- $dat e. | og The James log records the overall mail handling behavior of the James server.

mai | et - $dat e. | og The mailet log records how each piece of email ishandled. If thereisamail delivery
problem, thislog is the best place to begin investigation.

mai | st ore-$date. | og The mailstore log records the behavior of mail spools, and the storage of mail. This
log should normally not contain errors unless James is unable to write or read mail
to or from the file system.

snt pserver - $dat e. | og The smtpserver log records all inbound mail handling results. If email to discussion
forumsisnot posting, or is getting rejected, thislog would be the best placeto begin
investigation.

spool manager - $dat e. | og The spoolmanager log records the processing of mail spools. Thislog could be of
value in troubleshooting mail delivery or handling problems.

Search logs

Both the CollabNet TeamForge search and email backends are managed from a parent daemon known as Phoenix. If the search
backend is not operating properly, the first troubleshooting step is to check the phoeni x. | og fileto seeif it encountered
difficulties starting up.

The Phoenix daemon logs its activities to the phoeni x. | og file, which is stored under
SOURCEFORGE | NSTALL_DI R/ j anes/ j ames- 2. 2. 0/ | ogs. Thislog is overwritten each time Phoenix is
(re)started.

Phoenix is run as part of the CollabNet TeamForge standalone server init script.

Once started successfully, the search server waits for new content to be indexed or searches to be performed. The search
server logsits activities under SOURCEFORGE | NSTALL DI R/ j anes/ j anes- 2. 2. 0/ apps/ sear ch/ | ogs.
Thelogs that are created are all named def aul t with the date stamp appended to them (such as

def aul t-20041126. | 0og). A new log is created for each date that there isindexing activity.

If the search server is not running, or expected search results are not being provided, the default log is the best place to
investigate further.

Project Build Library audit log
You can use this screen to view the complete list of actions performed in the Project Build Library.

Contents
Information about the following types of actionsis displayed in this screen:

e Change aFile Description
e CreateaDirectory

» DeleteaFile or Directory
e Download aFile

« MoveaFileor Directory
« Upload aFile

Note: Thevalue displayed in the Event field is the value passed in the --comment parameter from the Project
Build Library client.

Getting there
On the project home page, click Build Library in the left navigation bar and select the Audit L og tab.

Access

This screen is accessible for all users who have at least the view permission for the project.
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Profile audit log
Use this screen to view the complete list of actions performed on a profile.

Getting there
Onthe Profile Library screen, click the Audit L og tab.

Access
Thisscreenisaccessiblefor all userswho have at least the view permission for the project to which the profileis allowed.

X

Example

When a user updates any of the profile fields on the Profile Admin screen, the following details are displayed in this
screen:

e Theold valuefor thefield.

e Thenew vauefor thefield.

e The name of user who updated the field.
e Thetime when the change occurred.

User Audit Log
You can use this screen to view the list of actions performed by the user in the TeamForge Lab Management system.

For example, when a user logs into the web interface of the TeamForge Lab Management system,
the event is displayed in this screen.

Access
This screen is accessible to all users who have at least the Domain Administrator role.

Getting there
On the Administration tab, click User Audit L ogsin the left navigation bar.

Host audit log
You can use this screen to view the complete list of actions performed on a host.

Getting there
On the TeamForge L ab Management Host home page, click the Audit log tab.

Access

Thisscreen isaccessiblefor al userswho have at |east the view permission for the project to which the host is assigned.

Example

When the | P address for the host is changed, the following details are displayed in this screen:
* TheoldIP address.

e Thenew IP address.

e The name of user who changed the IP address.
e Thetime when the change occurred.
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Project audit log
The Project audit log screen shows the complete list of changes applied to a project.

Getting there
On the TeamForge Lab Management Project home page, click Audit L ogsin the left navigation bar.

Access

This screen is accessible for al users who have at least the view permission for the project.

Example
When aprofileis added to thelist of buildable profilesfor this project, the following information appears on this screen:

» Theaction that was taken.
* Theuser who performed the change.
« Thetime when this change occurred.

etl.log
This file contains information from extract-transform-load runs, including data transformation warnings and errors.

g~ Note: Transformation errors do not constitute afailed ETL run. For example, if acorrupt row of datain one of the
source tables causes transformation errors, thisis treated as a " skipped record” and gets logged.

Configuration files in TeamForge 6.1 on CentOS

|Navigation title: TeamForge 6.1 config files
Edit these configuration files to get the behavior you want.

site-options.conf

CollabNet TeamForge is controlled by settings in a master configuration file called si t e- opt i ons. conf . Some of the
most useful configuration settings you can specify inthesi t e- opt i ons. conf file are described here.

Thesi t e- opti ons. conf fileresidesin theinstaller directory. (The default installer directory is
/opt/col |l abnet/teanforge-installer/6.1.0.0/conf.)

When TeamForge starts, it reads and implements the instructions provided as values to the variablesin thisfile.
The basic procedure for configuring your TeamForge site, then, isto edit the si t e- opt i ons. conf file, supply a
valid value for the variable of interest, save the file, and restart the TeamForge runtime environment.

ACTIVITY_LINKS_CUSTOMIZATION
When the ACTIVITY_LINKS CUSTOMIZATION variable is set to true, the TeamForge Activity Chart and the Most Active
Projects List do not appear on the main page before the user logsin.

Values

true or false

Default
false
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ADMIN_EMAIL
The ADMIN_EMAIL variable specifies avalid email address for the site administrator.

The mail account specified must be hosted on a separate server from the TeamForge site server.
The SYSTEM_EMAIL, ADMIN_EMAIL, and JAMES POSTMASTER EMAIL variables can specify the same address.

g |mportant: In TeamForge 6.X, the sender name and address for system-generated emailsis taken from the value
of the SYSTEM_EMAIL variable. Therefore, changing the admin user's full name or email address does not affect
the sender details of system-generated emails. Thisisdifferent from TeamForge 5.x, in which the sender name and
address for system-generated emails is derived from the admin user's full name and email address.

Values

Email address specification

Default
root@{ APPLICATION_HOST }

ALLOW_USERNAME_IN_PASSWORD
The ALLOW_USERNAME_IN_PASSWORD, when set to true, allows usersto set a password that includes the string that they
use for their user name on the site.

Values

true, false

Default
true
APPLICATION_LOG_DIR
The APPLICATION_LOG_DIR specifies the directory to which the application writesitslog files.

Values

Path specification

Default

/opt/collabnet/teamforge/l og/apps

APPROVE_NEW_USER_ACCOUNTS
The APPROVE_NEW _USER ACCOUNTS variable specifies whether a site administrator must approve requests to join the
site.

Values

true or false

Default
false
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ARTIFACT_LIST_LIMIT
The ARTIFACT_LIST_LIMIT variable specifies the maximum number of artifacts that are displayed from a single tracker in
reports or export lists.

Values

Integer

Default
5000
CLEARCASE_INTEGRATION_ENABLED
The CLEARCASE _INTEGRATION_ENABLED variable specifies whether the site supports ClearCase source repositories.

Values

true or false

Default
false
DATABASE_HOST

The DATABASE _HOST variableis a specia case of the HOST variable that specifies the host name of the server where the
database is running.

Values

Hostname specification

Default

None

Comments

The database host is specified by adding dat abase toanexistingHOST _localhost property, or addingaHOST _|ocalhost
property if it is not already there.

Example

This site has the database running on the same box as all other services:

HOST | ocal host =app cvs subversi on dat abase

This site has the database running on its own separate box:

HOST _| ocal host =app cvs subversi on
HOST <dat abase host >=dat abase

DATABASE_NAME
The DATABASE_NAME variabl e specifies the name of the site's database.

Values

Alphanumeric string
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Default
ctfdb

DATABASE_PASSWORD
The DATABASE_PASSWORD variableis the password for the Unix user that is authorized to read from and write to the site's

database.

Values

Alphanumeric string

Default
ctfpwd
DATABASE_TYPE
The DATABASE TYPE variable specifies the type of database in which the TeamForge site's datais stored.

Values

postgresgl or oracle

Default
postgresql

DATABASE_USERNAME
The DATABASE_USERNAME variable specifies the Unix user that is authorized to read from and write to the site's database.

Values

Alphanumeric string

Default
ctfrptuser

Comments

For some advanced operations, you may need to log into the database as the database user. However, under normal
conditions only the TeamForge site process itself needs to access the database.

DEDICATED_INSTALL
If the DEDICATED_INSTALL variableisset to true, the TeamForge siteisinstalled automatically, with the default configuration
and minimal user intervention.

Values

true or false

Default

true

Comment
The dedicated install option is appropriate for TeamForge sites where:
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» All services (the TeamForge application, the database, and Subversion) run on a single box.
» No other services run on the TeamForge box.

DEFAULT_LOCALE
The DEFAULT_LOCALE variable specifies the language in which automated email messages from the site are generated.

Values

Default
en
DEFAULT_PROJECT_ACCESS

The DEFAULT _PROJECT ACCESSvariable specifies the type of access that is assigned to a project when it is created. A
project can be private, public, or gated.

Values

private, gated, public

Default
private

DISABLE_CREATE_INTEGRATION_SERVERS
TheDISABLE_CREATE_INTEGRATION_SERVERStoken specifieswhether the creation of new SCM integrationsisallowed.

Values

true or false

Default
false

Comments

When thistoken is set to its default value of "false”, you can add SCM integration serversto your TeamForge site. Also,
the Discover Subver sion Edge Server s option, which enables you to find and connect to Subversion Edge servers on
your LAN, isavailable.

DISCUSSION_DROP_MIME_TYPES
The DISCUSSION_DROP_MIME_TYPESvariable allows you to delete the mime types submitted by email that contain
arbitrary strings.

Values

image/jpeg,image/j pg,text/xml

Default

Regular expression

Example
DISCUSSION_DROP_MIME_TY PES=image/jpeg,image/j pg,text/xml
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Comments

Add one or more mime types to the Drop mime types filter. The presence of any of these mime typesin an incoming
message (via email)causes its deletion with appropriate notification to the posting user.

Note: If amimetypeis specified in both the Reject and Drop mime filters, then the Reject mime type filter must
take higher precedence than the Drop mime type filter.

DISCUSSION_EMAIL_MONITORING
The DISCUSSION_EMAIL_MONITORING variable determines which users can monitor aforum on the site.

Values

Value Description

0 Allow only forum admins.

1 Userswith role permissions.

4 All logged in users.

5 Allow all site users and guests.
Default

1

Example

DISCUSSION_EMAIL_MONITORING=4

Comments

This setting appliesto the site as awhole. Project owners can choose to be more restrictive in their own project by
selecting alower value on the project administration page.

DISCUSSION_EMAIL_POSTING
The DISCUSSION_EMAIL_POSTING variable determines which users on your site can post to forums by e-mail.

Values
Value Description
0 Allow only forum admins.
1 Users with roles and permissions.
4 All logged in users.
5 Allow known email addresses only.
6 Allow all site users and guests.
Default
1
Example

DISCUSSION_EMAIL_POSTING=4
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Comments

This setting appliesto the site as a whole. Project owners can choose to be more restrictive in their own project by
selecting alower value on the project administration page.

DISCUSSION_MAX_ATTACHMENT_SIZE
The DISCUSSON_MAX_ATTACHMENT_SZE variable setsan upper limit to the size of filesthat users can attach to an email
message sent to any discussion forum on the site.

Values

Integer (M egabytes)

Default
blank

Comment
A value of zero or less specifies that there is no limit, which is the same as the default behavior without the variable.
DISCUSSION_REJECT_CONTENT

The DISCUSSION_REJECT _CONTENT variable allows you to block discussion messages submitted by email that contain
arbitrary strings.

Values

Regular expression

Default

None

Example
DISCUSSION_REJECT CONTENT=(?s).*word.* (?s).* spam.*

Comments

Add one or more entries. Each regular expression must match an entire entry. The match of any of these entriesin the
body or subject of an incoming message (via email) causes its rejection, with appropriate notification to the posting

user.
g~ Note:r The content entry is case sensitive.

DISCUSSION_REJECT_HEADERS
The DISCUSSION_REJECT _HEADERSvariable allowsyou to block headers submitted by email that contain arbitrary strings.

Values

Regular expression

Default

None

Example
DISCUSSION_REJECT HEADERS=(?s).* headernamel:value2.* ,(?s).* name2:value2.*
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Comments
Add one or more header names. Each regular expression must match an entire header name. The match of any of these
headers in an incoming message (via email)causes its rejection, with appropriate notification to the posting user.

DISCUSSION_REJECT_MIME_TYPES
The DISCUSSON_REJECT_MIME_TYPES variable allows you to delete the mime types submitted by email that contain
arbitrary strings.

Values

Application/PDF text/xml

Default
Regular expression

Example
DISCUSSION_REJECT_MIME_TY PES=application/pdf text/xml

Comments
Add one or more mime types to the Reject MIME typesfilter. The presence of any of these mime typesin an incoming
message (viaemail) will cause its deletion with appropriate notification to the posting user.

DISPLAY_TIMEZONE
The DISPLAY_TIMEZONEvariable specifies the time zone displayed in the site, which may be different from the time zone
of the server on which the siteis running.

Values

The ID for atimezone can be either afull name such as"AmericalLos Angeles’, or acustom ID in the form
GMT[+|-]hh[[:]mm] such as"GMT-08:00". It can also be in the form of athree letter abbreviation such as"PST".

Default
The default timezone of the VM, if it is undefined.

DOCUMENT_MAX_FILE_UPLOAD_SIZE
The DOCUMENT_MAX_FILE_UPLOAD_SZE variable sets an upper limit to the size of the documents that can be attached.

Values

Integer (Megabytes)

Default
blank

Comment

A value of zero specifies that thereis no limit, which is the same as the default behavior without the variable.
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DOMAIN_localhost
The DOMAIN_localhost variable links the URL at which users can access the TeamForge site to the hostname of the machine
where the site is running.

Values

Host and domain specification

Default

None

Example
DOMAIN_appbox.supervillain.org=worlddomination.supervillain.org

Comments

The DOMAIN_localhost variable consists of two options. One option identifies the host name of the machine where the
TeamForge application isrunning, and the other specifiesthe URL through which userswill accessthe servicesrunning
on that machine.

« Toidentify the host machine, replace the localhost portion of the DOMAIN_localhost variable with the hostname of
the machine where the TeamForge application runs.

» To specify the URL, set the value of the variable to the publicly accessible domain name of the site.
g~ Note:

» Thelocalhost portion of the DOMAIN_Iocal host variable must match thelocal host portion of the HOST_|ocal host
variable.

« |f thesite hasits services distributed on multiple machines, the localhost portion of the variable must match the
host to which the app option is assigned.

ENABLE_UI_FOR_CUSTOM_EVENT_HANDLERS
When the ENABLE_UI_FOR_CUSTOM_EVENT_HANDLERSvariable is set to true, site administrators can use the web
interface to add custom event handlersto a site.

Values

true or false

Default

true

ENFORCE_MINIMUM_USERNAME_LENGTH
The ENFORCE_MINIMUM_USERNAME_LENGTH variable determines the minimum length that can be set for usernames.

Values
0-31

Default
0
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ETL_JOB_THREAD_COUNT
The ETL_JOB_THREAD_COUNT variable specifies the number of Extract, Transform and Load (ETL) jobs that can be run

simultaneously.

Values
1-100

Default
2

Comments

If you only have afew jobsto be triggered few times a day, then 1 thread is sufficient. If you have tens of thousands of
jobs, that needs to be triggered every minute, then you probably require thread counts like 50 or 100 (this depends on
the nature of the work that your jobs perform, and your systems resources).

ETL_JOB_TRIGGER_TIME
The ETL_JOB_TRIGGER_TIME variable specifies the time and date for recurrent Extract, Transform and Load (ETL)jobs.

Values

Cron expression.

Default
00/3***?

Comments
This variable takes a cron expression for avalue, and not an absolute time value. The default value evaluates to 2.30
am. local time. For help with cron expressions, see http://en.wikipedia.org/wiki/Cron.

ETL_SOAP_SHARED_SECRET
The ETL_SOAP_SHARED_ SECRET variable enables users to access site-wide reporting data viaa SOAP client.

Values

String (possibly encrypted).

Default
mightyetlsoapsecret

FORBIDDEN_PASSWORD
The FORBIDDEN_PASSWORD variable restricts specified words from being used as passwords.

Values

Commarseparated strings

Default

None


http://en.wikipedia.org/wiki/Cron
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HELP_AVAILABILITY
The HELP_AVAILABILITY variable specifies whether context-sensitive online help is served from anetwork location or from
acopy of the content stored on the TeamForge application server. (Context-sensitive help is what the user sees upon clicking
the Help link in the TeamForge web Ul.)

Values

remote, local

Default

remote

HOST localhost
The HOST variable identifies which of the TeamForge site's services are to run on a given machine.

Values

One or more of: app, database, cvs, subversion, etl, datamart

Default
app database cvs subversion etl datamart

Comments

Multiple applications can be assigned to ahost. List the applicationsin space-separated format.

' Important:
» app (the main TeamForge application) must be assigned to one host only.
» database (the PostgreSQL or Oracle application) must be assigned to one host
only.
Examples

Here are some possible variations on the HOST _ variable when configured on the box where the main TeamForge
application is running.

» Thishost has been assigned the main application, the database, and the Subversion and CV S source control services:
HOST | ocal host =app dat abase subversi on cvs

e Thisisatwo-box setup with a database running on a separate machine:

HOST | ocal host . exanpl e. comFapp subversion cvs etl datanmart
HOST _nydat abase. nydonmi n. net =dat abase

e Thisisathree-box setup with Perforce and the TeamForge application running on one machine, the database on
another and the reporting services on athird:

HOST | ocal host =app perforce
HOST _nydat abase. nydonai n. net =dat abase
HOST _nyreporti ngbox. nydomai n. net =et| dat amart

« Thisisathree-box setup with the TeamForge application and reporting engine on one machine, both databases on
another machine, and the source control services on athird machine.
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HOST_I ocal host =app et
HOST _nydat abase. nydomai n. net =dat abase dat anart

» Thisisafour-box setup:

HOST | ocal host . comrapp dat abase
HOST _nyreporti ngbox. mydomai n. net =et| dat amart
HOST _nycvs. nydomai n. net =cvs

g Note: Observe that when the source control integrations run on aseparate box from the main application, no HOST _
variable is needed on the application box to point to the source control box. The source control machine needs to
know how to find the main application box, but the application box does not need to know where the source code
integration box is.

HTTPD_LOG_DIR
TheHTTPD_LOG_DIRvariable specifiesthe path where information about the activity of the TeamForge site'sApache service
iswritten.

Values
Path specification

Default
{_LOGDR }/httpd
INCLUDE_ORGANIZATION_USER_FIELD

The INCLUDE_ORGANIZATION_USER_FIELD variable controls whether the organization entry is displayed while creating
auser account.

Values

true or false

Default
true
INITIAL_PASSWORD CHANGE_ACTIVATION_CODE_TIMEOUT

The INITIAL_PASSWMORD_CHANGE_ACTIVATION_CODE_TIMEOUT variable sets the duration of the validity of the
password ticket.

Values

true or false

Default
true
INTEGRATION_JAVA OPTS

The INTEGRATION_JAVA OPTS variabl e specifies the memory settings for the Java virtual machine that supports the site's
integrated source control services.

Values

Java specifications
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Default

-Xms160m -Xmx160m -server -X X :+HeapDumpOnOutOf M emoryError -X X :HeapDumpPath=/tmp -verbose:gc - X X:+
PrintGCTimeStamps -X X:+PrintGCDetail s -Dsun.rmi.dgc.client.gcl nterval=600000
-Dsun.rmi.dgc.server.gcl nterval=600000

INTEGRATION_LOG_DIR
TheINTEGRATION_LOG_DIR variable specifiesthe path where information about the activity of the TeamForge site's source
code integrations is written.

Values
Path specification

Default
{__LOG DR }/integration

JAMES_GATEWAY_HOST
The JAMES GATEWAY_HOST variable specifies amail server with Internet access, separate from the TeamForge server.

Values

Email address specification

Default

None

Comments
Specifying a gateway host assures delivery of site email to usersif your TeamForge server cannot connect to aDNS

server or cannot get outside connections over port 25.

The mail account specified must be hosted on a separate server from the TeamForge site server.

The SYSTEM_EMAIL, ADMIN_EMAIL, and JAMES POSTMASTER_EMAIL variables can specify the same address.
g Note: Specify the gateway host by its fully qualified domain name, not a host name.

JAMES_LOG_DIR
TheJAMES LOG_DIRvariable specifiesthe path where information about the activity of the TeamForge site's email component
iswritten.

Values
Path specification

Default
{_LOG DR }/janes
JAMES_POSTMASTER_EMAIL

The JAMES POSTMASTER_EMAIL variable specifies avalid email address for the person or machine that handles email for
the domain, such as postmaster @supervillain.org.

Values

Email address specification
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Default
root@{__APPLICATION_HOST }
Comments

The mail account specified must be hosted on a separate server from the TeamForge site server.

The SYSTEM_EMAIL, ADMIN_EMAIL, and JAMES POSTMASTER_EMAIL variables can specify the same address.

JAVA_HOME
The JAVA_HOME variable specifies the path where the JBoss VM is running.

Values

Path specification

Default
[usr/javal/jdkl.5.0 12

JBOSS_JAVA_OPTS
The JBOSS JAVA OPTS variable specifies the memory settings for the JBoss Java virtual machine.

Values

Java specifications

Default

-Xmsl1024m -Xmx1024m -X X:MaxPermSize=256m -server -X X:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=/tmp - verbose:gc -X X:+PrintGCTimeStamps -X X:+PrintGCDetails
-Dsun.rmi.dgc.client.gcl nterval=600000 -Dsun.rmi.dgc.server. gclnterval=600000

LOGIN_ATTEMPT_LOCK
The LOGIN_ATTEMPT_LOCK variable specifies the maximum number of times an user can attempt to access the site.

Values
1-3

Default
3

LOG_DIR
The LOG_DIR variable specifies the path where information about the TeamForge site's activity is written.

Values

Path specification

Default
{_SITEDR }/log
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LOG_QUERY_TIME_THRESHOLD

The LOG_QUERY_TIME_THRESHOLD variable enables you to log database requests at INFO level if they run longer than
agiven period.

By default, database requests are logged at DEBUG level. Configuring avauefor LOG_QUERY_TIME_THRESHOLD

causes requests that run for a period greater than that value to be logged at the INFO level, which makes them show up
invanessages. | og.

Set the value to zero to log all database queries at INFO.

Values

Integer (in milliseconds)

Default
1000

LOGIN_CONFIG_XML
The LOGIN_CONFIG_XML variable specifies the path to the LDAP configuration file.

Values
Path specification

Default
{_DATA_DIR__}/etc/login-config.xml

MAX_WWW_CLIENT
The MAX_WWW_CLIENT variable specifies the maximum number of Tomcat request processing threads to be created by the

HTTP connector.
Values

Integer

Default
150

MIGRATION_LOG_DIR

The MIGRATION_LOG_DIR variable specifies the path where information about the conversion of site datais written during
an upgrade.

Values

Path specification

Default
{ LOG DR }/runtime
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MINIMUM_PASSWORD_LENGTH
The MINIMUM_PASSWORD_LENGTH variable sets the shortest password that the system allows when a user account is
created.

Values

Integer (number of characters)

Default
6
ORGANIZATION_EDITABLE
The ORGANIZATION_EDITABLE variable allows or prevents editing the organization value of a user account.

Values

true or false

Default

true

INCLUDE_ORGANIZATION_USER_FIELD
The INCLUDE_ORGANIZATION_USER_FIELD variable controls whether the organization entry is displayed while creating
auser account.

Values

true or false

Default
true
PASSWORD_REQUIRES_MIXED_CASE
The PASSWMORD_REQUIRES MIXED_CASE variable specifies that the user password must contain mixed case | etters.

Values

true or false

Default

true

PASSWORD_REQUIRES_NON_ALPHANUM
The PASSMORD_REQUIRES NON_ALPHANUM variable specifies that the user password must contain anon-aphanumeric
character.

Values

true or false

Default

true
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PASSWORD_REQUIRES_NUMBER
The PASSWORD_REQUIRES NUMBER variable specifies that the user password must atleast contain one number.
Values

true or false

Default

true

PERFORCE_LOG_DIR
The PERFORCE_LOG_DIR variable specifies the path where information about the activity of the TeamForge site's Perforce

source control integration, if any, iswritten.
Values

Path specification

Default
{_ LOG DR _}perforce
PERFORCE_CLIENT _DIR
The PERFORCE_CLIENT_DIR variable specifies the path where the Perforce client isinstalled.

Values

Path specification

Default
/usr/ 1 ocal /bin/p4

PERFORCE_LICENSE_FILE

The PERFORCE_LICENSE_FILE variable specifies a path to afile on the server where Perforce isinstalled, containing the
license data for that Perforce installation.

Values

Path specification

Default
/tnp/license

PERFORCE_PORT
The PERFORCE_PORT variabl e specifies the port on which Perforce listens for requests.

Values

Port specification

Default
| ocal host: 1666
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PGSQL_COMMIT_DELAY
The PGSQL_COMMIT_DELAY variable specifies the time delay between writing a commit record to the write ahead log

(WAL) buffer and flushing the buffer out to disk.

Values

Integer (in microseconds)

Default
250

Comments

Together with the PGSQL_COMMIT_SIBLINGS option, this option allows a group of otherwise unrelated transactions
to be flushed to disk at the same time, with possible significant performance gain.

PGSQL_COMMIT_SIBLINGS
The PGSQL_COMMIT_SBLINGS variable sets the minimum number of concurrent open transactions to require before

performing the delay specified by the PGSQL_COMMIT_DELAY option.

Values

Integer

Default
10

Comments

Together with the PGSQL_COMMIT_DELAY option, this option allows a group of otherwise unrelated transactionsto
be flushed to disk at the same time, with possible significant performance gain.

PGSQL_EFFECTIVE_CACHE_SIZE
The PGSQL_EFFECTIVE_CACHE S ZE variable specifies the size of the OS data cache that is available to PostgreSQL .
PostgreSQL can use that data to select the optimal way to execute requests.

Values
Default

Comments

Theright value for this variable depends in part on the available RAM on the server where your site isrunning. Set this
value at the highest amount of RAM that you expect to be always available to PostgreSQL .

CollabNet recommends these settings:

8GB RAM 16GB RAM 32GB RAM 64GB RAM 128GB RAM
512MB 1GB 2GB 4GB 8GB
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PGSQL_LOG_DIR
The PGSQL_LOG_DIR variable specifies the path where information about the activity of the TeamForge site's PostgreSQL
database is written.

Values

Path specification

Default
{_LOG DR _}/pgsql
PGSQL_MAINTENANCE_WORK_MEM

The PGSQL_MAINTENANCE_WORK_MEM variable specifies the maximum amount of memory to be used in maintenance
operations such as VACUUM

Values

Integer (in MB)

Default
64

Comments
For most sites, CollabNet recommends that you set this to 256M B.
PGSQL_MAX_CONNECTIONS

The PGSQL_MAX_CONNECTIONS variable determines the number of concurrent connections available to the database
server.

Values

Integer

Default
100

PGSQL_MAX_FSM_PAGES
The PGSQL_MAX FSM_PAGESvariabletellsthe vacuumprocess how many pagesto look for in the shared free-space map.

Values

Integer

Default
500000

Comments

Each FSM page uses 6 bytes of RAM for administrative overhead, so increasing FSM substantially on systems low on
RAM may be counter-productive.
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PGSQL_MAX_FSM_RELATIONS
The PGSQL_MAX FSM_RELATIONS variable specifies how many relations (tables) will be tracked in the free space map.

Values

Default
500

PGSQL_MAX_STACK_DEPTH
The PGSQL_MAX_STACK_DEPTH variable specifies the maximum safe depth of the server's execution stack.

Values

Integer

Default
5120
PGSQL_SHARED_BUFFERS

The PGSQL_SHARED BUFFERS variable defines ablock of memory that PostgreSQL will use to hold requests that are
awaiting attention from the kernel buffer and CPU.

Values

Integer, in MB

Default
240MB

Comments

Theright value for this variable depends in part on the available RAM on the server where your site is running. For
optimal performance, consider these settings:

8GB RAM 16GB RAM 32GB RAM 64GB RAM 128GB RAM

240MB 480MB 960MB 1.5GB 3.5GB

PGSQL_VACUUM_COST_DELAY
The PGSQL_VACUUM_COST_DELAY variable controls the length of time that an I/O process will sleep when the limit set
by vacuum cost_limit has been exceeded.

Values

Integer (milliseconds)

Default
50
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PGSQL_WAL_BUFFERS
The PGSQL_WAL_BUFFERS variabl e specifies the number of buffers available for the Write Ahead Log.

Values

Default
10MB

Comments

If your database has many write transactions, setting this value bit higher than default may result better usage of disk
space.

PGSQL_WORK_MEM
The PGSQL_WORK_MEM variable specifies the amount of memory to be used by internal sort operations and hash tables
before switching to temporary disk files. .

Values

Integer (in MB)

Default
64NMB

Comments

Theright value for this variable depends in part on the available RAM on the server where your site is running. For
optimal performance, consider these settings:

8GB RAM 16GB RAM 32GB RAM 64GB RAM 128GB RAM
64MB 128MB 256MB 512MB 512MB

PHOENIX_JAVA_OPTS
The PHOENIX_JAVA OPTSvariable specifies the memory settings for the Java virtual machine that supports the site's ability
to send and receive email and to index data for search.

Values

Java specifications

Default

-Xms256m -Xmx256m -server -X X :+HeapDumpOnOutOf M emoryError -X X :HeapDumpPath=/tmp -verbose:gc - X X:+
PrintGCTimeStamps -X X:+PrintGCDetail s -Dsun.rmi.dgc.client.gcl nterval=600000
-Dsun.rmi.dgc.server.gcl nterval=600000

PROJECT_ACCESS_EDITABLE
The PROJECT_ACCESS EDITABLE variable specifies whether project administrators can change the project access type
after the project is created.

g~ Note: Site administrators can edit a project's access type regardless of this setting.
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Values

true, false

Default
true
REMOTE_HELP_URL

The REMOTE_HELP_URL variable specifies the location from which context-sensitive help content is served, if the
HELP_AVAILABILITY variable is set to remote.

Values

Fully qualified domain name

Default

None

Example
None

REPORTS_DATABASE_NAME
The REPORTS DATABASE _NAME variable specifies the name of the site's reporting database, also known as the datamart.

Values

Alphanumeric string

Default
ctfrptdb

Comments
Itis OK for this variable to have the same value as DATABASE _NAME, because they are running in separate pgsal
processes.

REPORTS_DATABASE_PASSWORD
The REPORTS _DATABASE_PASSWORD variableisthe password for the Linux user that is authorized to read from and write
to the site's reporting database.

Values

Alphanumeric string

Default
ctfrptpwd
Comments

ItisOK for this variable to have the same value as DATABASE_PASSMMORD, because they are running in separate
PostgreSQL processes.
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REPORTS_DATABASE_PORT
The REPORTS DATABASE PORT variable defines a separate port for the reporting database (aka datamart). Using a separate
port can improve site performance when database utilization is high.

Values

Port specification

Default
5632

Comments

As of TeamForge 6.1, only port 5632 is supported.

REPORTS_DATABASE_USERNAME
The REPORTS DATABASE_USERNAME variable specifies the Linux user that is authorized to read from and write to the
site's reporting database.

Values

Alphanumeric string

Default

ctfuser

Comments

For some advanced operations, you may need to log into the database as the database user. However, under normal
conditions only the TeamForge site process itself needs to access the database.

Itis OK for this variable to have the same value as DATABASE _USERNAME, because they are running in separate
PostgreSQL processes.

REPORTS_ENABLE_REPORT_GENERATION
The REPORTS ENABLE_REPORT_GENERATIONvariable is used to enable or disable the Reports tab in the UI.

Values

true or false

Default

true or false

Comments
Datamart is enabled by adding the 'datamart’ serviceto the HOST _<hostname>token. The serviceisdisabled if datamart
is not added. The default value of the REPORTS_ENABLE_REPORT_GENERATION token is based on this service.

REQUIRE_PASSWORD_SECURITY
The REQUIRE_PASSWORD_SECURITY variable specifies the password policy for security reasons.

Values

true or false.
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Default

true

Comment
This variable can be useful when an organization's security policy prohibits users from entering passwords without any
restrictions.

REQUIRE_USER_PASSWORD_CHANGE
The REQUIRE_USER PASSWORD CHANGE variable determines if the user password needs to be changed during the first

login instance.
Values

true or false.

Default

true

Comment
Setting a value true makes the new system force users to change password during first login and fal se otherwise.

RUNTIME_LOG_DIR
The RUNTIME_LOG_DIR variable specifies the path where information about the activity of the TeamForge site's runtime

environment is written.
Values
Path specification

Default
{ LOG DR }/runtime

SEARCH_LOG_DIR

The SEARCH_LOG_DIR variable specifies the path where information about the activity of the TeamForge site's Lucene
search component is written.

Values

Path specification

Default
{ LOG DR _}/janes

SEARCH_MAX_FILE_SIZE
the SEARCH_MAX_FILE_SZE variable sets an upper limit to the size of files that are indexed for search.

Values

Integer (bytes)

Default
10M
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Comment
A value of zero or less specifies that there is no limit, which is the same as the default behavior without the variable.
SEARCH_SUPPRESS_ARCHIVE_SUB_DOCS

The SEARCH_SUPPRESS ARCHIVE_SUB_DOCSvariable prevents archive files from being indexed for search.

Archivefilesincludezi p, gzi p,t ar, and similar filetypes. They also include document filesthat are stored in archive
format, such asdocx files from Microsoft Word 2007.

Values

true, false

Default
true
SESSION_COOKIES_ONLY
the SESSION_COOKIES ONLY variable restricts the persistence of all cookies to the user's current session.
If SESSON_COOKIES ONLY=true, then all cookies created during the user session expire automatically when the user
closestheir browser. If it is false, the cookie expires according to the system logic for that particular cookie.

Values

true or false

Default
false

Comment
This variable can be useful when an organization's security policy prohibits cookies that persist across user sessions.
SITE_DIR

The STE_DIR variable specifies the path where the TeamForge application is installed.

Values
Path specification

Default
/ opt/ col | abnet/t eanf orge

Comments

* Must match the -d | --directory option to theinstaller.
e Spaces are not allowed.

SOAP_ANONYMOUS_SHARED_SECRET
The SOAP_ANONYMOUS SHARED_SECRET variable allows users to have an anonymous login to the TeamForge site
through SOAP.

Values

String (possibly encrypted)
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Default

None

Comment
The variable must be configured to a non-empty value if users need to have an anonymous login to the site through
SOAP. A value must be provided if site-wide reporting is enabled.

SSL
The SS. variable activates Secure Socket Layer encryption for the TeamForge site.

Values

on or off

Default
on

SSL_CERT_FILE
The SSL_CERT_FILE specifies the path to the file where the TeamForge site's Secure Socket Layer certificate is stored.

Values
Path specification

Default
None

SSL_KEY_FILE

The SS__KEY_FILE specifiesthe path to the file where the TeamForge site's RSA private key is stored when Secure Socket
Layer encryption isin effect.

Values
Path specification

Default

None

SUBVERSION_BRANDING_URI
The SUBVERSION_BRANDING_URI variable specifies the path component of the data repository URL.

Values
BDB or FSFS

Default
BDB



OpenTopic | Reference information about TeamForge 6.1 on CentOS | 129

SUBVERSION_REPOSITORY_BASE
The SUBVERSION_REPOS TORY_BASE variable specifiesthe path to the root directory for the site's Subversion repositories.
You can use this variable to put your source code repositories at a custom location on your site's server or on the network.

Values

Path specification

Default
/svnroot
SYSTEM_EMAIL
The SYSTEM_EMAIL variable specifies avalid email address for the system administrator responsible for this site.
System administrators can use this email address to set up outage aerts and other notifications.
The mail account specified must be hosted on a separate server from the TeamForge site server.
The SYSTEM_EMAIL, ADMIN_EMAIL, and JAMES POSTMASTER_EMAIL variables can specify the same address.

Important: In TeamForge 6.X, the sender name and address for system-generated emailsis taken from the value

i
of the SYSTEM_EMAIL variable. Therefore, changing the admin user's full name or email address does not affect
the sender details of system-generated emails. Thisisdifferent from TeamForge 5., in which the sender name and
address for system-generated emailsis derived from the admin user's full name and email address.

Values

Email address specification

Default
root@{ APPLICATION_HOST }

USE_EXTERNAL_USER_AUTHENTICATION
TheUSE_EXTERNAL_USER AUTHENTICATION variable specifieswhether users can authenticate through a separate system,
such as OpenLDAP 2.3.27-5.

Values

true or false

Default
fase
USER_ACCOUNT_RESTRICTED

TheUSER ACCOUNT_RESTRICTED variable determineswhether newly created usersare"restricted” or "unrestricted" users
by default.

» Restricted users can access only public projects and projects of which they are members.

» Unrestricted users can access al projects except private projects of which they are not members.

Values

true or false

Default

true
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USER_NEED_PERMISSION_TO_VIEW_FULL_USER_DETAILS
The USER NEED_PERMISSION_TO VIEW _FULL_USER DETAILSvariable restricts users from viewing other users
organi zation information.

Values

true or false

Default
false

cémigrate.conf variables
These are the configuration settings you can specify inthecéni gr at e. conf file.

Name Description Default Values
LOG_LEVEL When set to "INFO", the log is not verbose. INFO DEBUG,
INFO,
WARN,
ERROR
CEE_SITE DIR The path to the CEE site directory, for example,

/ ul/ sour cecast.

PROJECT_TRACKER XML_FILE | The path to the PT XML file, for example,
/u3/PTlinstaller-1.0.45/install er/conf/pt.xm.

PROJECT_CREATION_DATE Thisfall-back date is used when a project's or role's 2000-01-01\
creation/modification date is not found in the audit log. 00:00:00
httpd.conf
These are the changes you must make to the/ et ¢/ ht t pd/ conf/ htt pd. conf file.
##
# SFEE configuration
H#Hit

# nod_defl ate for inproving perfornmnce
Defl ateFilterNote I nput instream
Defl ateFil t er Not e Qut put outstream
DeflateFilterNote Ratio ratio
LogFormat ' "% " %outstreanin/%instreamin {%ratio}n¥®g' deflate
<Location />
AddQut put Fi | t er ByType DEFLATE text/html
# Net scape 4.x has sone problens...
Browser Mat ch “Mozi | | a/ 4 gzi p-onl y-text/htnl
# Net scape 4. 06-4.08 have sone nore probl ens
Browser Mat ch "Mozill a/4\.0[ 678] no-gzip
# NOTE: Due to a bug in nod_setenvif up to Apache 2.0. 48
# the above regex won't work. You can use the foll ow ng
# wor karound to get the desired effect:
Browser Mat ch \ bMSI [ E] no-gzip
# Don't conpress images
Set Envl f NoCase Request_ URI \
\.(?:0if|]jpe?g| png)$ no-gzip dont-vary
# Make sure proxies don't deliver the wong content
Header append Vary User-Agent env=!dont-vary
</ Locati on>
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# nod_expires for even better performance

Expi resActi ve On

Expi resDefault "access plus 0 seconds”

Expi resByType i mage/ gif "access plus 1 days"”

Expi resByType i mage/j peg "access plus 1 days"

Expi resByType i mage/ png "access plus 1 days"

Expi resByType text/css "access plus 7 days"

Expi resByType text/javascript "access plus 7 days"

Expi resByType application/ x-javascript "access plus 7 days"
Expi resByType i mage/ x-i con "access plus 7 days”

# SFEE rewites to nmake the app 'live' on port 80 and not 8080
Rewr i t eEngi ne on

RewritelLog logs/rewite

RewritelLoglLevel 1

# Added to supress http trace for security reasons

Rewrit eCond 9% REQUEST METHOD} ~TRACE

RewiteRule .* - [F]

# make '/' redirect to SFEE

RewiteRule N'$ http://% SERVER_NAME}/ sf/ [R]

# now pass the URL to the actual SFEE application server
RewriteRule ~/sf$ http://I|ocal host:8080/sf [P]
RewriteRule N sf/(.*) http://]ocal host: 8080/sf/$1 [P]

# Pass Scnli stener SOAP requests

RewriteCond % REQUEST URI} ~/ce-soap50/services/ Scnli st ener

RewriteRul e */ ce-so0ap50/(.*) http://local host: 8080/ ce-soap50/ $1 [ P]

#Pass all non-listeners SOAP requests. Delete next 4 lines if you don't use SOAP
APl s.

Rewrit eCond % REQUEST _URI} !~/ ce-soap50/services/[”/]*Listener

RewriteRul e */ ce-so0ap50/(.*) http://1ocal host: 8080/ ce-soap50/ $1 [ P]

RewriteRul e ~/ ce-soap5042/(.*) http://1ocal host: 8080/ ce-soap5042/ $1 [ P]

RewriteRul e N/ ce-s0ap5043/(.*) http://1ocal host: 8080/ ce-soap5043/$1 [ P

# route SCM requests to the SFEE integration server

RewriteCond % REQUEST URI} !~/integration/services

RewriteCond % REQUEST URI} !~/integration/servlet

RewriteRule ~/integration/(.*) http://local host: 7080/i ntegration/$1 [ P]
Pr oxyPassReverse / http://| ocal host: 8080/

ProxyPassReverse / http://| ocal host: 7080/

##t

# end SFEE configuration

##

pebble.app.xml

The pebbl e. app. xm file, aso known as the Pebble application configuration file, contains the text that the Pebble
application displaysin the TeamForge user interface.

Thisisan example of adefault (unedited) pebbl e. app. xm file. To create your own integrated application config
file, copy thisoneinto anew file and replace the values with the val ues appropriate for the application you are integrating.

<?xm version="1.0" encodi ng="utf-8"?>
<! DOCTYPE i nt egr at ed- appl i cati on
PUBLIC "-//Col | abNet, Inc.//DID Integrated Application Descriptor 1.0//EN'

"http://schena. open. col | ab. net/ sf ee50/ dt d/ sf - pl uggabl e- appl i cation-descriptor_1 0.dtd">
<i nt egrat ed- appl i cati on>

<nanme>Pebbl e Bl og</ nane>

<descri ption>l 10n. appli cati on. descri pti on</descri pti on>

<per m ssi ons>
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<per ni ssi on dapMappedTo="Vi ew'>Bl og Reader </ per i ssi on>
<per nmi ssi on>Bl og Cont ri but er </ perni ssi on>
<per ni ssi on>Bl og Publ i sher </ per ni ssi on>
<per m ssi on>Bl og Omner </ per m ssi on>
</ per m ssi ons>
<pr ef i x>PB</ prefi x>
<i d-pattern></id-pattern>
<requi r e- per-proj ect - prefi x>true</require-per-project-prefix>
<require-scmintegration>true</require-scmintegration>
<l -- Page conponents for Integrated apps is not inplenented for Al pha -->
<page- conponent >
<r equi r e- page- conponent >t r ue</ r equi r e- page- conponent >
<page- conponent - det ai | s>
<i nput t ype>t ext </ i nputtype>
<resul t format >ht m </ resul t f or mat >
<descri ption>l 10n. pce. descri pti on</descri pti on>
<title>l10n.pce.title</title>
</ page- conponent - det ai | s>
</ page- conponent >
<confi g- par anet er s>
<l-- Pebbl e Configuration Paraneters -->
<par an
<title>l10n. bl ognanme.title</title>
<name>bl ogNane</ name>
<descri pti on>| 10n. bl ognane. descri pti on</descri pti on>
<def aul t val ue>My Bl og</ def aul t val ue>
<di spl aytype val uetype="String" nmaxl engt h="25">TEXT</ di spl ayt ype>
<edi t abl e>f al se</ edi t abl e>
</ par an»
<par ane
<title>l10n. bl ogdescription.title</title>
<nane>bl ogDescri pti on</ name>
<descri ption>l 10n. bl ogdescri ption. descri pti on</descripti on>
<def aul t val ue>My Awesone Bl og</ def aul t val ue>
<di spl ayt ype val uetype="Stri ng" maxl engt h="40">TEXT</ di spl ayt ype>
<edi t abl e>t rue</ edi t abl e>
</ par an®>
<par an®
<title>10n.richtexteditor.title</title>
<name>ri chText Edi t or Enabl ed</ name>
<descri ption>l 10n. ri cht ext edi t or. descri pti on</descri pti on>
<def aul t val ue>checked</ def aul t val ue>
<di spl ayt ype val uet ype="St ri ng" >CHECKBOX</ di spl ayt ype>
<edi t abl e>true</ edi t abl e>
</ par an»
<par an
<title>l10n. noofrecentbl ogentries.title</title>
<name>r ecent Bl ogEnt ri es</ nane>
<descri pti on>l 10n. noof r ecent bl ogentri es. descri pti on</descri pti on>
<def aul t val ue>3</ def aul t val ue>
<di spl ayt ype val uetype="Stri ng">SELECT</ di spl ayt ype>
<option name="3">| 10n. t hree. val ue</ opti on>
<option name="5">| 10n. fi ve. val ue</ opti on>
<opti on nane="7">| 10n. seven. val ue</ opti on>
<opti on nane="9">| 10n. ni ne. val ue</ opti on>
<edi t abl e>true</ edi t abl e>
</ par an»
</ confi g- par anet er s>
<bundl es>
<bundl e | ocal e="en">
<key name="|10n. appl i cati on. descri pti on">Pebbl e Bl og App</ key>
<key nane="I|10n. pce. description">Display Blog Title for G ven
Dat e. </ key>
<key name="| 10n.pce.title">Enter Blog Date (in yyyy-nmm dd)</key>



OpenTopic | Reference information about TeamForge 6.1 on CentOS | 133

<key nanme="I|10n. bl ognane. titl e">Bl og Nane</key>
<key nane="I| 10n. bl ognane. descri pti on">Pl ease provi de a name for the
Bl og. This appears on all bl og pages</key>

<key name="1| 10n. bl ogdescription.title">Bl og Descri pti on</ key>

<key nanme="|10n. bl ogdescri pti on. descri pti on">Pl ease provi de a
description for the Blog. This appears bel ow bl og nanme on all pages</key>

<key name="|10n.richtexteditor.title">Ri ch Text Editor</key>

<key nane="|10n.richtexteditor.description">Enable Ri ch Text Editor
for conments and Bl og entries?</key>

<key nane="| 10n. noof recent bl ogentries.titl e">Recent Bl og Entries</key>

<key nane="1 10n. noof r ecent bl ogentri es. descri pti on">How many recent
bl og entries do you want to see in the hone page?</key>
<key nanme="I|10n. t hree. val ue">3</ key>
<key name="110n. five. val ue" >5</ key>
<key nanme="| 10n. seven. val ue" >7</ key>
<key name="I| 10n. ni ne. val ue" >9</ key>
</ bundl| e>
</ bundl es>
</i nt egrat ed-application>

pebble.dep.xml

Thepebbl e. dep. xm file, also known as the Pebble deployment configuration file, contains the data that Pebble needs to
interact with the TeamForge site.

Thisisan example of adefault (unedited) pebbl e. dep. xnl file.

<?xm version="1.0" encodi ng="utf-8"?>
<I DOCTYPE i nt egr at ed- appl i cation
PUBLIC "-//Col |l abNet, Inc.//DTD Integrated Application Descriptor 1.0//EN'

"http://schema. open. col | ab. net/ sf ee50/ dt d/ sf - pl uggabl e- depl oy-descriptor_1 0.dtd">
<i nt egr at ed- appl i cati on>
<name>Pebbl e Bl og</ name>

<baseur|>{ protocol }://{_ domain_ }:{ tontat.port__}/pebble/index.jsp</baseurl >
<gour!l>{_ protocol _}://{__domain__}:{_ tontat.port__}/pebbl e/ gourl/ %/ Y%0</ gourl >

<endpoi nt>{__protoca  }://{ donain_ }:{ tonecat.port_ }/pebbl e services/ Rebhl el ntegrati onServi ce</ endpoi nt >
</i nt egr at ed- appl i cati on>

Integrated application deployment descriptor
The Integrated app deployment descriptor isan XML file that provides information to Teamforge about the configuration
options that are exposed by the integrated application. Some of these are optional.

Note: Some of thetags are internationalized so that the application will display languages based on the browser
locale. See Internationalize your integrated application.
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Name

Thiswill be the title name for the integrated app. (The button that appears in a project page when the integrated app is
added to the project has this name). This name has to be unique and cannot be used for any other integrated app in the
same TeamForge server.

Description
An internationalized string for the integrated app Description. This contains information that will help Project/Site
Administrators know about the purpose of the integrated application (i.e. what does this integrated app do?)

Baseurl
The user will be directed to this URL, if he clicks on the integrated app icon in the button bar of a particular project.
When a user clicks on an integrated app button in a project, the control will be sent to this URL.

Adminurl

Thisfield indicates the URL available within the integrated application where the administration for the integrated app
can be made. Thisisan optional field. Some applications may have an administration screen for configuring its own
parameters. Thisfield will contain that administration URL.

Permissions

Thisisacollection of permissionsthat are exposed by theintegrated application. There could be any number of permissions
that are exposed by the integrated application. These permissions will appear as a part of the project's existing and new
roles so that they can also be assigned along with other tool permissions. One of these permissions could be mapped
with a"dapMappedTo" attribute, which indicates the permission to be used when a user logs in without authenticating
him to the system (for e.g. for Public projects). Typically, thiswill be the permission to read data, so that it doesn’t need
alogin name, but it will vary from one application to another.

require-perprojectprefix

(Integrated applications can indicate to CTF whether the object idsthat it generates are uniquely identifiable across the
entire integrated application (The value for the attribute in this case is "false") or whether they would need to be project
specific (The value for the attribute in this case is "true”). If an integrated application needs per-project prefix, then the
prefix value will have to be entered when the integrated application is added to a project.

Prefix

If the "require-per-project-prefix" isfal se, then the value of thistag will be used for identifying thisintegrated application
in GoUrls/Associations/Linkifications etc. If the "require_project_prefix" istrue, then the value will be used only for
the"Host" project. Each of the projectswill havetofill in their value as part of adding the Integrated app to their project
(Refer to the doc on how to add an integrated app to a project)

gourl

Which URL must be used when an object id for an integrated application is specified (either via Jump_to_id or on the
URL as/sf/go/<abjectid>). This URL will be within the integrated application and can support couple of dynamic
parameters.

e %0 -- The object id entered by the user will be dynamically replaced here
* % -- Theproject id for the object entered will be dynamically replaced here.

For example, if theGoURL isht t p: // go. tourl . coml tracki ng?i d=% andtheobject ID enteredisXYZ123,
then the URL will bereplaced and redirectedtoht t p: // go. tour | . coni t r acki ng?i d=XYZ123.

Endpoint
Thisisthe SOAP Endpoint for the integrated application. The Endpoint contains the various methods exposed by the
integrated application and are called during the lifecycle of TeamForge.
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Require-scm-integration

Indicates whether we need to validate the SCM commits. Some applications might have business rules which indicate
that a commit can be done only if certain conditions are met. If thisintegrated application has any such rules, the value
for the attribute should be "true". There are also a couple of methods to be implemented in the SOAP endpoint.

Page Component Settings

The Page Component settings are used for Project Content Editors. The integrated application content can become part
of the standard Page Component Data that appears in Project home pages. The settings indicate the type of information
that will be available from the integration application. [Note: For the 5.4 Alpha Release, Page Component Settings will
not be available for Integrated applications. It will however be available in a future release]

Input type Thisisthe input type control for an integrated app Page Component. We only support 2
types now. Either "select” so that the inputs can be shown from a”"SELECT" dropdown and
the userswill be ableto pick avalue from there. Else, it can bea"text" where asimple "text"
field will be entered for taking the user input.

Result format Thisisthe format in which the output of Page Component is returned. This can bea"list”
which indicates that it will be aTable like output. The integrated app will send the results
inan XML format and the Integrated app framework convertsthisinto alist of records. The
other option is"html", where the output from the Integrated application isjust displayed on

the screen.
Page Component The description that will appear when you add an Integrated application Page Component
description (Link to the page where " Add component” is available)

Page Component title  Thetitle that will appear when adding an Integrated application Page Component (Link to
the page where "PCE Add component” is available)

Configuration Parameters

Thissection will specify all the configuration parametersthat are required for an integrated application when associating
to aproject. There can be any number of configuration parameters for an integrated app and they are displayed when
associating the app to a project. These parameters are filled in by the project administrator and are available at the
integrated application SOAP interface as configuration parameters. The integrated app gets a chance to validate these
parameters and indicate back to TeamForge whether this project association is successful by passing in a"TRUE". It
canreturn a"FALSE" if it doesn’t want this project association to succeed. Each configuration parameter is placed
inside the "param" tag, which can contain multiple elements to describe the parameter.

Title Theinternationalized title that appearsfor aproject admin to fill in while associating the integrated
app to aproject.

Name The Java variable under which the value for this parameter will be available on the integrated
application.

Description Theinternationalized description that appearswhen aproject adminfillsin or entersaconfiguration
parameter.

Default value The default valuefor the parameter that will appear in the Ul during the association of an integrated
app to aproject.

Display type Thisisthe type of display control used for the configuration parameter. We support "TEXT" for

text fields, "CHECKBOX" for checkbox type controls, "RADIO" for radio buttons, and "SELECT"
for select dropdowns. Thisfield can also take an attribute that says what the value type for the
field should be, i.e. whether it should be an "Integer”, "String" etc. So if the field is expecting
numbers, then entering "foo" as a value will throw a validation failure.

Option If the display typeis "RADIO" or "SELECT", then these fields contain the individual options
available for the display controls. Thiswill contain a"name" attribute that will be sent to the
integrated application when that option is selected from the Ul. The value of this option should
be an internationalized field asit is the value visible to the user.
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Editable Whether this configuration parameter should be allowed for editing once the integrated app is
associated to a project. These configuration parameters are available when you add /edit an
integrated project. If aparameter should not be"edited" post association, then setting thisto "fal se"
will make it non-editable

install.conf
Thei nst al | . conf file contains the data needed to manage the Pebble installer.

Thisisan example of adefault (unedited) i nst al | . conf file. To create your own Pebbleinstaller config file, copy
this oneinto a new file and replace the values with the values appropriate for the application you are integrating.

#Location of the Pebbl e Bl og

pebbl e. base. di r=/ ul/ pebbl e

#CTF | nf or mati on

ctf.baseurl =http://cu073. cubit.ma. col | ab. net/
#Tontat | nformation

tontat . port =13000

domai n=cu073. cubi t. maa. col | ab. net

ti mezone=Asi a/ Cal cutta
java_hone=/usr/javal/jdkl.6.0_18/

protocol =http

j ava_opt s=- Xms512m - Xmx512m

# This where the Pebbl e Bl ogs are stored
dat a. di r =/ ul/ pebbl e- dat a

secr et key=m st ywasacat

iptables
Thisisthe/ et c/ sysconfi g/ i pt abl es output that will enforce the recommended security configuration.

# Firewall configuration witten by redhat-config-securityl evel

# Manual custonization of this file is not recomended.

*filter

: I NPUT ACCEPT [ 0: 0]

: FORWARD ACCEPT [ 0: 0]

: QUTPUT ACCEPT [ 0: 0]

"RHFirewal | -1-1 NPUT - [0:0]

-AINPUT -j RHFirewall-1-1NPUT

-A FORWARD -j RH Firewall-1-1NPUT

-ARHFirewall-1-INPUT -i lo -j ACCEPT

-ARHFirewall-1-INPUT -p icnp --icnp-type any -j ACCEPT

-ARHFirewall -1-INPUT -p 50 -j ACCEPT

-ARHFirewal | -1-1NPUT -p 51 -j ACCEPT

-ARHFirewall-1-1NPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
-ARHFirewall-1-INPUT -mstate --state NEW-mtcp -p tcp --dport 443 -j ACCEPT
-ARHFirewall-1-INPUT -mstate --state NEW-mtcp -p tcp --dport 25 -j ACCEPT
-ARHFirewall-1-INPUT -mstate --state NEW-mtcp -p tcp --dport 80 -j ACCEPT
-ARHFirewall-1-INPUT -mstate --state NEW-mtcp -p tcp --dport 22 -j ACCEPT
-A RHFirewal | -1-1 NPUT -j REJECT --reject-with icnp-host-prohibited

Ccow T
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login-config.xml
Thisisthesampleappl i cati on-pol i cy block that you can copy intoyour | ogi n- confi g. xm fileto support LDAP
authentication.

Notes

Replace the default appl i cat i on- pol i cy block of thel ogi n- confi g. xnl filewith this code, then make the
modifications specified in Set up LDAP integration for the CollabNet TeamForge site on page 59. Option values that
must be modified are highlighted in bold.

* Whentheusernameis passed to the login module from TeamForge, it istranslated into aDN for lookup on the LDAP
server. The DN that is sent to the LDAP server is
<pri nci pal DNPr ef i x><user nanme><pri nci pal DNSuf f i x>.

« Inthisexampleappl i cati on- pol i cy block, the usernameis stored in the Peopl e organizational unit in the
dev. sf. net domain. Thisisrepresented as, ou=Peopl e, dc=dev, dc=sf, dc=net

» Thisexample containsasinglel ogi n- nodul e section. If you are authenticating against multiple LDAP servers,
includeonel ogi n- modul e section per LDAP server, with the required option values modified appropriately for
each one. If the same username exists in more than one LDAP server, the instance on the first LDAP server will be
used.

Sample code

<appl i cati on-pol i cy nane="Sour ceForge">
<aut henti cati on>
<l ogi n- nodul e code="org. ] boss. security. auth. spi.LdapLogi nModul e"

flag="sufficient" >

<nodul e- opti on nane="al | owEnpt yPasswor ds" >f al se</ nodul e- opti on>

<nmodul e-opti on name="pri nci pal DNPr ef i x" >ui d=</ nodul e- opt i on>

<nmodul e-opti on
nane="pri nci pal DNSuf f i x" >, ou=Peopl e, dc=dev, dc=sf, dc=net </ nodul e- opti on>

<nodul e- opti on
nanme="j ava. nam ng. factory.initial">comsun.jndi.|dap. LdapC xFact or y</ nodul e- opti on>

<nodul e- opti on
name="j ava. nani ng. provi der. url ">l dap://util.dev. sf.net: 389/ </nodul e-option>
<nmodul e- opti on
nane="j ava. nam ng. security. aut henti cati on">si npl e</ nodul e-opti on>
</l ogi n- nodul e>
</ aut henti cati on>
</ appl i cati on-policy>

Sample code for Active Directory integration

Active Directory is not supported. However, these samplelinesinthel ogi n- confi g. xml  filemay help you make
it work for asimple AD setup, without complex directory structures requiring additional search parameters.

Set thevalues of j ava. nam ng. provi der. url,princi pal DNSuf fi x andr ol esCt xDN as appropriate to
your site.

For more detailed instructions, see http: //mww.jboss.org/community/wiki/LdapLoginModule.

<l ogi n- nodul e code="org.j boss. security. auth. spi.LdapLogi nModul e"
flag="required" >
<nodul e- opti on
name="j ava. nani ng. provi der. url ">l daps: // <server _nanme>: 636/ </ nodul e- opti on>
<nodul e- opti on nane="al | owEnpt yPasswor ds" >f al se</ nodul e- opti on>


http://www.jboss.org/community/wiki/LdapLoginModule
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<nmodul e-opti on name="pri nci pal DNSuf fi x">@ o0o. bar. conx/ nodul e- opti on>
<nmodul e-opti on nane="r ol esCt xDN' >dc=Foo, dc=Bar, dc=Conx/ nodul e- opti on>

<nodul e- opti on nane="rnmat chOnUser DN' >t r ue</ nodul e- opti on>
<nmodul e-opti on nane="ui dAttri but el D'>sAMAccount Nane</ nodul e- opti on>

<nmodul e-opti on name="rol eAttri but el D'>nenber O </ nodul e- opti on>

<nodul e-opti on nane="rol eAttri butel sDN'>true</ nodul e- opti on>

<nodul e- opti on nane="rol eNaneAttri but el D' >nanme</ nodul e- opti on>
</ ogi n- nodul e>

The patch manifest file
The patch manifest file contains all the information about the patch.

Overview

The manifest file for each patch isnamed nmani f est - [ pat ch#] . The manifest file is atext file containing a set of
configuration tokens.

g~ Note: Thefirst patch is named nani f est - 1.
Contents

The manifest file contains these tokens:

PATCH_LEVEL The patch level which this patch provides.
g~ Noter The PATCH_LEVEL valueis used (aong with information in
- [ DI STRIBUTI ON_DI R] / ver si on/ cor e-ver si on. t xt ) tofill in
[ DI STRI BUTI ON_DI R] / conf / pat ches with the current release and
patchlevel. If [ DI STRI BUTI ON_DI R] / conf / pat ches doesnot exist, it
is created.
PATCH_DESCRIPTION A description of the patch.
UNINSTALL _LIST A list of RPMsto uninstall (using relative paths, comma separated).
INSTALL _LIST A list of RPMsto install (using relative paths, comma separated).

g Note: Comments in the manifest file are identified by aleading hash (#).

postresql.conf
The/var/1i b/ pgsql / dat a/ postresql . conf filecontrolsthe behavior of the PostreSQL database.

Shared port

 |f the database and the datamart are using the same port (port 5432), this configuration file supports both.

» |f the database and the datamart are on separate boxes, identical copies of this configuration file must exist in
/var/1ib/pgsql / dat a on both boxes.

# PostgreSQL configuration file



OpenTopic | Reference information about TeamForge 6.1 on CentOS | 139

# - Connection Settings -

#1 i sten_addresses = 'l ocal host' # what |P address(es) to listen on;
# comma- separated |ist of addresses;
# defaults to 'localhost', '"*' = all

# (change requires restart)

|isten_addresses = '127.0.0. 1, <dat abase_host i p> # what |P address(es) to
listen on;
#port = 5432 # (change requires restart)

<sni p>

Separate ports
If the database and the datamart are on the same box but using separate ports, copies of this configuration file must exist
inboth/ var/1ib/pgsqgl/dataand/var/lib/pgsql/reports.Eachcopy mustidentify adifferent port.

Thisfileisin/ var /i b/ pgsql / dat a.
This copy of thefileisin/ var/ i b/ pgsql / r eport s. Note the different port number.

# - Connection Settings -

#listen_addresses = 'local host' # what | P address(es) to listen on;
# comma- separated |ist of addresses;
# defaults to 'localhost', '"*' = all

# (change requires restart)
listen_addresses = '127.0.0. 1, <dat abase_host _i p>' # what |P address(es) to

listen on;
#port = 5632 # (change requires restart)

<sni p>
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Frequently asked questions about administrating a
TeamForge 6.1 site on CentOS

|Navigation title: TeamForge 6.1 on CentOS FAQ
Use this background knowledge to help you install, maintain and support a CollabNet TeamForge site.

General questions about using TeamForge

Common questions about using TeamForge.

How does CollabNet TeamForge compare to CollabNet Enterprise Edition?
You can help create a seamless transition for your site's users from CollabNet Enterprise Edition to CollabNet TeamForge.

blah blah blah

What does it take to install CollabNet TeamForge ?

To install CollabNet TeamForge , you download the software, make decisions about how you want the site to work, and set
up data for the site to work with.

Before you begin the installation you will want to consider hardware requirements and other factors like supported
software. For more information about installation see Install Reference.

Do | need an advanced TeamForge installation?
To choose between a dedicated installation and an advanced installation, consider how your site's database and source control
services will be used and maintained.

Remote boxes

Many sites benefit from running some of the TeamForge services on one or more separate boxes. You can only do this
with an advanced installation.

Hostname and domain name

The TeamForge installer can automatically set up your site so that users can find it at thel ocal host address. If you
need to set a hostname other than | ocal host , you must edit the HOST variable in the site configuration file.

If you plan to have your users access your site by a URL that is different from the host name of the machine where the
siteisrunning, you will have to edit the DOMAIN variable in the site configuration file.

In either case, use the advanced install instructions.

Database

The database is where users' project pages, documents, tracker artifacts, tasks, discussions and other work products are
stored and accessed. If you need to configure your database for your specific conditions of use, use the advanced install
instructions.

Here are some reasons why you might want to customize the configuration of your site's database:

« Other applications are sharing the database instance with TeamForge.
* You plan to use an Oracle database. (The default option is PostgreSQL .)
* You plan to run your database on a separate standal one server.


http://help.collab.net/index.jsp?topic=/csfe510/reference/install.html
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Source control

Here are some reasons why you might want to customize the configuration of your site's source control service:

* You need to provide more than one Subversion server.
* You plan to run your source control service on a separate standalone server.
* You need to provide other source control services. (CVS and Perforce are supported.)

Security

« |f youintend to have users access your site via SSL (using a URL that startswith ht t ps), you will need to edit the
site configuration file. See Protect your TeamForge site with SSL on page 72 for information.

« |If your site requires SELinux, you must configure your Apache service. See Set up SELinux on page 71 for the
recommended settings.

In either case, use the advanced install instructions.

How many servers do | need to run a CollabNet TeamForge site?
You can run CollabNet TeamForge on one server or split up its services among multiple servers.

CollabNet TeamForge functionality is delivered by five discrete services. Each service can run on its own machine or
share a machine with one or more other services. You assign specific services to specific boxes when you customize
your CollabNet TeamForge installation by editing thesi t e- opt i ons. conf file.

CollabNet TeamForge  Thisisknown internally astheapp server. It implements JBoss and Apache services. One
core functionality and only one instance of this application must be present.

Database Thedat abase application handles site users data. You set thetype of database by setting
the value of the DATABASE_TYPE token to oracle or pgsgl. One and only one instance of
this application must be present.

Subversion Subversion can be used to provide source control functionality. It uses the Tomcat and
Apache services. A site can have zero, one, or more than one instances of thesvn
application, running on an arbitrary number of machines.

CVsS CV S can be used to provide source control functionality. It usesthe Tomcat service. A site
can have zero, one, or more than one instances of the cvs application, running on an
arbitrary number of machines.

etl The reporting service.

datamart A mirror of your site database for the reporting engine to work with.

In principle, services can be combined in any configuration, with some constraints, such as:

e Only one site database, datamart and reporting service.
* Multiple source control integration services, but only one per box.

In practice, CollabNet has identified five configurations as the most useful for awide variety of site. You can follow
theinstructions hereto set up your sitein one of these configurations, or you can adapt one of them to your own conditions.

How does TeamForge handle third-party applications?
TeamForge relies on many third-party applications to augment or enhance functionality.

TeamForge integrates with additional third party applications, such as Microsoft Office and Microsoft Project. Support
will always make an effort to provide assistance in using third party applications. However, for complete, end-to-end
support, customers should consult the application vendor, asthe vendor is best equipped to provide the support necessary
to use their products.
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CVS

Technical Support provides best-effort support for Subversion and CV S client usage issues. TeamForge is not shipped
with CV S source control functionality. For best results, contact the vendor for assistance.

The CVS RPM that ships with RedHat Linux Enterprise Server 3 and RedHat Advanced Server 2.1 has a known bug
that prevents userswho have accessto 32 or more CV Srepositoriesfrom accessing the repositoriesthat are alphabetically
after the 31st. Thisis currently RedHat bug #131124 ( https://bugzilla.redhat.com/bugzlla/show_bug.cgi?id=131124).
Customers are advised to contact Red Hat for a solution to this bug for any case where users are members of 32 or more
CV Srepositories on a TeamForge CV'S server.

Discussion forum threading

For TeamForge discussion forums to properly thread posts sent in viaemail, the email message must include either the
Ref er ences or | n- Repl y- To header. Email received without both of those headers cannot be threaded accurately
and will most likely be treated as a new topic or thread in the discussion. While the lack of either of the headersis not
an explicit RFC violation, the inclusion of such headersis considered compliance with section 3.6.4 of RFC 2822.

Microsoft Outlook and L otus Notes are prone to sending mail without at least one of the required headers. Thereis
evidence that Lotus Notes versions 6.5 and newer are capable of sending email that includes at least one of the two
required headers. However, older versions of Lotus Notes either do not include the headers, or require special
reconfiguration in order to do so.

Microsoft Outlook on its own doesinclude the | n- Repl y- To header. However, mail is sent through a Microsoft
Exchange server, that header is stripped off. There are no known versions of Microsoft Exchange server that do not strip
these RFC headers from outbound email, and therefore there are no known workarounds.

Contact your I T group or the vendor of your email client with questions or concerns.

How does TeamForge manage security?
TeamForge is a secure, centralized, enterprise-grade solution for optimizing distributed development.

A number of factors go into ensuring security, for detailed information about TeamForge security management see How
does CollabNet SourceForge Enterprise 5.0 manage security?

What are the minimum ports to keep open for a TeamForge site?
INavigation title:Minimum ports |
The components of a CollabNet TeamForge installation listen on anumber of operating system ports. A small subset must be
exposed externally to enable users to access TeamForge services. Any port that is not absolutely needed must be closed.

4 Caution: Expose only the JBOSS and Tomcat ports that are required for integration with another application, and
" open them only to that specific host IP address, even within your internal network.

You can select your open ports in one of these ways:

« Usethefirewall configuration GUI tool that comeswith your operating system. It's usually launched with acommand
likesyst em confi g- sel i nux.

e Openthe/ etc/sysconfig/iptabl es fileand specify your open ports by hand.

Ports open to the Internet
Open the following operating system level ports. All other ports must be firewalled off to maintain security.

g~ |mportant: Do not open port 7080 or port 8080 to the Internet. These ports are only for communications between
- the TeamForge application and the source code integration service, when those two site components are running
on separate boxes.

22 (SSH) Port 22 isthe default port for the secure shell (SSH). Thisisrequired for basic SSH administrative
functionality and for CV'S, asall CV S transactions occur over SSH. If all Teamforge repositories are


https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=131124
http://www.faqs.org/rfcs/rfc2822.html
http://help.collab.net/index.jsp?topic=/csfe500/concepts/security.html
http://help.collab.net/index.jsp?topic=/csfe500/concepts/security.html

25 (SMTP)

80 (HTTP)

443 (https)
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in SVN (the default for Teamforge), then this port should be closed to the public and only accessible
to the system administrators.

If you have to expose SSH to the Internet, the best way to protect it isto require SSH keys and not
allow password authentication, and do not permit root logins over SSH. If you must use local
authentication for SSH, enforce regular password changes and password complexity.

e Note:

« If you have to expose SSH internally, limit access to the port to a bastion host if you can;
otherwise limit it to specific trusted hosts or subnets.

* Do not expose cvspserver (the TCP protocol over port 2401) either internally or to the Internet
if there isany way you can avoid it.

Port 25 isthe default port for SMTP (email). CollabNet TeamForge discussion forumsinclude mailing
list functionality that allows usersto send email to the TeamForge server. The James mail server
included with TeamForge listens on port 25 to accept this mail for processing.

Port 80 is the default port for Web data transfer. We strongly recommend that you set up SSL and
use port 80 only to redirect to port 443.

Port 443 is the default port for encrypted Web datatransfer (HTTPS). The Apache web server should
be configured to encrypt all data so that it cannot be compromised by athird party with malicious
intent. Apache can be configured to force all traffic to be sent over HTTPS, even when arequest is
sent viaport 80 (HTTP).

TeamForge can help you take care of this, if you tell it to. See Set up SSL for your TeamForge site
on page 72 for details.

Ports for internal use only

Ports 7080 and 8080 have special internal uses for your site, but should not be exposed externally.

7080

8080

[ N

Onthe source codeintegration server, if it isaseparate physical server from the TeamForge application
server, expose aport by which the application server can communicate with the SCM integration server.
The default is port 7080.

If you are running the source code (CV'S, Subversion, or Perforce) integration server on a separate
physical server from the TeamForge application server, set port 8080 on the TeamForge application
box to accept connections from the server where your source code integration service is running.

Important: Do not open port 7080 or port 8080 to the Internet. These ports are only for communications between
the TeamFForge application and the source code integration service, when those two site components are running

on separate boxes.

How does CollabNet TeamForge help protect data access?
Access to data must be strictly controlled to meet the security requirements of the enterprise. Strict data access control is
achieved through a combination of firewalls, authentication, and authorization.

Firewalls and network configuration

A firewall providesthefirst level of protection by restricting accessto the private network from the I nternet. Sophisticated
firewall configuration can provide strong security for all enterprise resources.

All CollabNet TeamForge application server nor the backend servers should ever be exposed to the Internet.

The CollabNet TeamForge application to function effectively, the following conditions must be met.

» Acrossthefirewal, clients (users) must have access to:
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» Theweb server through a secure protocol such as HTTPS (port 443). The web server typically handles both the
browser requests aswell asthe SOA P requests and forwards them to the CollabNet TeamForge application server.

* Send mail to CollabNet TeamForge mail server via SMTP (port 25).

e The SCM server through a secure protocol such as SSH (port 22).

* Theweb server must have access to the application server (typically port 8080).

g~ Note: Thisport isnot exposed outside the firewall.

» Theweb server must have access to the SCM server for repository browsing functionality.

* The application server must have access to the backend (SCM, database, mail, etc.) servers.
e The SCM server must be able to access CollabNet TeamForge for commit notifications.

e The mail server must be able to deliver messages across the firewall.

Authentication and authorization

To secure sensitive data, CollabNet TeamForge provides access control toolsto restrict unauthenticated and non-member
access.

User authentication is supported through verification of username and password during login. Project administrators
can completely restrict access to authenticated members by marking projects as gated communities or private. A gated
community isonly accessible to unrestricted users, while a private project is only accessible to its members.

CollabNet TeamForge .

What user activities are tracked?
In case of adata security compromise, arecord of who is performing what activities will help resolve some of the security
issues.

Typically web serverslog every page (or URL) being accessed, including the I P address of the user, date and time of
access, etc. These logs are very useful in tracking the source of any security violations that may occur.

CollabNet TeamForge auditing tools are a powerful way to track unwanted and/or unauthorized changes within the
system.

How does CollabNet TeamForge help protect my data?
Sensitive data must be protected from illegal access at various pointsin the system. Key areas where security istypicaly
compromised include data transmission and data storage.

Data transmission

Network traffic is not encrypted by default. The HTTP protocol (non-SSL) does not protect data during transmission.
HTTPS provides Strong Encryption using the Secure Socket Layer and Transport Layer Security protocols (SSL/TLS).

Note: Theweb server employed by a CollabNet TeamForge installation must be reconfigured to employ the HTTPS

&
protocol.

Data storage

Sensitive data, such as credit card numbers, financial information, etc., must be stored securely. Usually thisis done by
encryption. In the context of an application like CollabNet TeamForge only stores password digests with an MD5 based
cryptographic hash to guarantee adequate data protection.

MD?5 isaone-way hash function that is used to verify dataintegrity through the creation of a 128-hit digest from data
input. A one-way hash function is designed in such away that it is hard to reverse the process, that is, to find a string
that hashesto agiven value. MD5iscurrently astandard, Internet Engineering Task Force (IETF) Request for Comments
(RFC) 1321. According to the standard, it is"computationally infeasible" that any two messages that have been input
tothe MD5 algorithm could have asthe output the same message digest, or that afal se message could be created through
apprehension of the message digest.
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J2EE Architecture and security
CollabNet TeamForge is a J2EE application that employs three-tier architecture to provide a secure environment for
mission-critical data.

In amulti-tier architecture, accessto each tier isrestricted to the tier above it, effectively securing the tiers behind the
firewall. For example, while clients (users accessing the system through aweb) access the web server, they neither have
access to the application and backend servers nor are they aware of their existence.

Similarly, the web server itself does not have access to the backend servers (database, SCM, mail etc.)
Exceptionsto thisrule include:

« Direct client access provided to the SCM servers. SCM servers are accessed across the firewall typically through
SSH protocol (for CVS), or HTTP or HTTPS (for Subversion). SCM server datais also accessiblein aview only
mode through the web interface.

» Clients must have access to the mail server for posting messages to mailing lists.
e Mail server must have access to deliver messages across the firewall.

Clients can aso access the SOAP APIs through the web server. The web server in turn forwards SOAP requests to the
application server for processing.

What security tools come with CollabNet TeamForge ?
In addition to employing industry standard security protocols, CollabNet TeamForge provides an extensive access control
model for fine-grained control and powerful tools to audit and track changes.

Note: Although CollabNet intends CollabNet TeamForge as a secure, commercial application as delivered, itis

&
not verified for highly secure computing environmentsthat exceed an industry standard level of business application
security. CollabNet TeamForge can be extended to meet the specific needs of military, government or other highly
secure facilities. Please contact CollabNet Professional Servicesif you have this requirement.

Cookies

CollabNet TeamForge requires browsers to support cookies. Cookies are used for the sole purpose of managing user
sessions. CollabNet TeamForge uses session cookies for storing session ID information.

A transient cookie, sometimes called a session cookie, contains information about a user that disappears when the user's
browser is closed. Unlike a persistent cookie, atransient cookie is not stored on your hard drive but is only stored in
temporary memory that is erased when the browser is closed.

Session management
CollabNet TeamForge runs on the JBoss Application Server, with TomCat as the JSP/Servlet engine.

The JSP/Servlet engine is used for serving dynamic web pages and managing HTTP sessions. Servlet engines generate
session I Ds that are exchanged with the client browser as session (or transient) cookies.

TomCat generates Session | Ds using the java.security.SecureRandom class. The java documentation for this class says:

Thisclass providesacryptographically strong pseudo-random number generator
(PRNG). A cryptographically strong pseudo-random number minimally complieg
with the statistical random number generator tests specified in FIPS 140-2,
Security Requirements for Cryptographic Modules, section 4.9.1. Additionally,
SecureRandom must produce non-deterministic output and thereforeit isrequired
that the seed material be unpredictable and that output of SecureRandom be
cryptographically strong sequences as described in RFC 1750: Randomness
Recommendations for Security.

A user sessionis established after CollabNet TeamForge authenticates auser'slogin information. A sessionisinvalidated
when one of following events occur:
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» Theuser explicitly logs out of CollabNet TeamForge.
*  When the user's session times out.

Dismissing the browser leaves the session unusable until it is eventually timed out and invalidated.

Passwords

CollabNet TeamForge only stores password digests with an M D5-based cryptographic hash to guarantee adequate data
protection. MD5 is aone-way hash function. A one-way hash function isdesigned in such away that it is hard to reverse
the process, that is, to find a string that hashes to a given value.

Administrators can force CollabNet TeamForge to reject passwords that do not meet a minimum password length. This
featureis useful to help stop people from using trivial passwords where security is an issue. Similarly, administrators
can alow or reject dictionary-words, force passwords to expire, and enforce upper/lower case/special character
combinations. Moreover, CollabNet TeamForge administrators can enforce password expiration and other policies.

Cross-site scripting (XSS) protection

CollabNet TeamForge is designed to protect the application against cross-site scripting (XSS) attacks. User-supplied
text is encoded by clearing HTML markup before rendering it. Constant code reviews are performed to ensure that all
fields are secured appropriately. High priority isgiven to fixing any oversights and issuing security patches as necessary.

What is a CERT advisory?
CollabNet Product Support monitors the CERT coordination center (http://www.cert.org/) for notification of vulnerabilities
or exploits against applications that CollabNet TeamForge provides.

If CollabNet Technical Support identifies an advisory that may indicate potential challengesfor userswho have deployed
CollabNet TeamForge , Support proactively releases a notification and a statement of action. CollabNet will provide
product updates as it deems appropriate or necessary.

How does TeamForge authenticate CVS users?
CVSistreated as a specia case when managed by a TeamForge site. It is not authenticated in the same way as SOAPAPI
clients.

CVSrelies on the Linux operating system to provide access and security. This includes permissions on individual
repositories and access to the server itself. To add users, change passwords, create repositories, etc., the TeamForge
integration simply changes the appropriate settings in the Linux operating system.

Users access CV S via an encrypted SSH session. To support this, TeamForge creates accounts on the Linux server that
hosts the CV S repository. A typical CVSrepository is created inthe/ cvsr oot directory and is owned by root, with
agroup assigned by TeamForge. To gain accessto a repository, TeamForge will add a user to the appropriate system
group.

When TeamForge detects that a user's password has changed, it changes the password for that user on the Linux server
too.

Users also have the option to use SSH keys or Kerberos tickets.
When a user is added to the Linux server, the login shell iscvssh, which limits their activitiesto CVS commands.

Important: Do not expose cvspserver (the TCP protocol over port 2401) either internally or to the Internet if there

i
isany way you can avoid it.

Password changes under internal authentication

To set the password for the user at the operating system level, TeamForge needs to have the clear-text version of the
users password. The only time TeamForge has this is when the user uses the Change Password form in the Web UI.
Thisisbecause the database-stored version, asan MD5 Password Hash, is aone-way encryption and can't be decrypted.

On a successful password update, TeamForge makes a SOAP call to the integration server that manages CVS. For this
reason, the integration server must be SSL -enabled.



OpenTopic | Frequently asked questions about administrating a TeamForge 6.1 site on CentOS | 147

Password changes under external authentication

When a password change happens in an external authentication system, TeamForge does not immediately know that
the password has changed. TeamForge needs a way to detect that the password has changed.

To accomplish thisit keeps a copy of the last password the user successfully logged in with asan MD5 Password Hash
in the same database table and field that it normally uses for Internal Authentication.

Now that TeamForge has a reference point, it still needs a clear-text copy of the password to make the change at the
Linux operating system level. The only time thisis available is when the user logs into TeamForge viathe Web Ul or
SOAP API. So upon a successful login TeamForge compares the password to the encrypted one. If it isdifferent it tells
the Linux operating system to change the users password and then savesit in the database (as an MD5 Password hash).

Until the user logs into TeamForge, the CV S server will still have and accept the old password. Thereisno CVS
server-side way to trigger a password update, unless an alternative method is used, such as LDAP or Kerberos.

Alternative Authentication

Because users use SSH to access a TeamForge-managed CV S server, it is possible to configure SSH to accept other
authentication features such as SSH keys and Kerberos tickets. It is even possible to disable the use of passwords and
require the use of other aternative methods.

» TeamForge supports SSH Keys natively. The user uploads their public key into their profile under “My Settings” in
the TeamForge Web Ul. The key will automatically be copied to each CVS server that TeamForge manages.

» |If TeamForgeis using External Authentication and the method is Kerberos, then SSH can be configured to use the
same Kerberos server. This allows users to use Kerberos tickets for CV S operations.

LDAP

Linux supports LDAP as an authentication source. If TeamForge is using External Authentication and the sourceis
LDARP, then SSH can a so use that same source. When you do this, passwords and user account status are observed in
real timeinstead of asamirror of TeamForge.

How do | configure Subversion to authenticate against multiple LDAP domains?
For some configurations, a Subversion server may need to be authenticated against multiple LDAP domains. Thisis possible
by modifying the Apache configuration.

Thisisnow possible dueto the mod_authn_alias module for Apache. The external link for the module contains multiple
usage scenarios. You will need to confirm that your Apache has been compiled with the module enabled. (Thisisthe
case for CollabNet Subversion binary packages since 1.5.4). If it is compiled as a module, make sureit is enabled via
the LoadM odule directive in your Apache configuration.

Example configuration usage for authentication against three LDAP servers:

<Aut hnProvi der Al i as | dap | dap- US>

Aut hLDAPBi ndDN cn=l dapuser, o=conpany

Aut hLDAPBi ndPasswor d passwor d

Aut hLDAPURL
| dap: / /| dap- us. conpany. | ocal / ou=Devel oper s, o=conpany?sub?(obj ect O ass=*)
</ Aut hnPr ovi der Al i as>

<Aut hnProvi der Al i as | dap | dap- EU>

Aut hLDAPBi ndDN cn=I dapuser, o=conpany

Aut hLDAPBi ndPasswor d passwor d

Aut hL DAPURL
| dap: / /| dap- EU. conpany. | ocal / ou=Devel oper s, o=conpany?sub?(obj ect 0 ass=*)
</ Aut hnPr ovi der Al i as>

<Aut hnProvi der Ali as | dap | dap-1 N>

Aut hLDAPBi ndDN cn=I dapuser, o=conpany

Aut hLDAPBI ndPasswor d passwor d

Aut hLDAPURL
| dap: / /1 dap-i n. conpany. | ocal / ou=Devel oper s, o=conpany?sub?(obj ect O ass=*)
</ Aut hnPr ovi der Al i as>
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<Location /svn>
DAV svn
SVNPar ent Pat h / opt/ subver si on/ r epos
Aut hType Basi c
Aut hNane " Subver si on Repository"
Aut hBasi cProvi der | dap-US | dap-EU | dap-IN
Aut hzLDAPAut horitative off
Require valid-user
</ Locati on>

How do | authenticate multiple LDAP via Apache?
If you need to add multiple OU= valuesin the LDAP url you must have separate LDAP urls and utilize AuthnProviderAlias
to check both LDAP searches.

Use the following AuthnProviderAlias to check LDAP searches.

LoadModul e aut hn_al i as_nodul e
nodul es/ nod_aut hn_al i as. so

<Aut hnProvi der Ali as | dap | dap-aliasl>
Aut hLDAPBi ndDN cnh=your user, o=ct X

Aut hLDAPBi ndPasswor d your passwor d

Aut hLDAPURL | dap: / /| dap. host/ o=ct x

</ Aut hnPr ovi der Al i as>

<Aut hnProvi der Al'i as | dap | dap- ot her-alias>
Aut hLDAPBi ndDN cn=your ot her user, o=dev

Aut hLDAPBi ndPasswor d your ot her passwor d

Aut hLDAPURL | dap:// ot her. | dap. host/o=dev?cn
</ Aut hnPr ovi der Al i as>

Alias /secure /webpages/ secure
<Di rectory /webpages/secure>
O der deny, al | ow

Allow from all

Aut hBasi cProvi der | dap-other-alias |dap-aliasl

Aut hType Basic

Aut hNane LDAP_Prot ected Pl ace
Aut hzLDAPAut horitative off
Require valid-user
</Directory>

After switching to ADS authentification, why did the Create button disappear from the user admin
section?
When using external authentication such as LDAP, creating users from within the application is disabled. All users must be
created viaLDAP.

Does TeamForge work with LDAP?
Yes, you can have your TeamForge installation authenticate against an LDAP server. Thisis handy when users want to use a
variety of different resources without having to maintain credentials for each one separately.

Overview

CollabNet TeamForge is a JBoss2 based application and relies on the JBoss JAAS service for user authentication. This
enables a TeamForge site to authenticate usersinternally or externally.

Internal user Out of the box, TeamForgerelieson itslocal database to manage user accounts. Thisincludes
authentication username, password, full name, email address and a variety of other meta data values.
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Passwords are stored in the database using the standard MD5 Password hashing a gorithm1.
The database is only accessible by the application itself and a user with root access to the
physical server. While running in this default configuration users are allowed to change their
passwords in TeamForge, and any user with site administration privileges can create and
approve new user accounts.

External user The JAAS service comeswith several standard providersthat allow TeamForgeto beintegrated
authentication with services such as LDAPR, Active Directory and Kerberos. The JAAS service allows more

than one source to be configured in the event several sources are needed.

Note: Itispossible to use both types of authentication with a single TeamForge installation. See your CollabNet
representative for details.

To ensure that you are not locked out of your site, the site administrator account is always validated by TeamForge, not
by LDAP.

LDAP accounts must conform to the TeamForge rules for user names and passwords. For example:

If apasswordisused in LDAPthat is shorter than the minimum allowable password length in TeamForge, you cannot
create the user in TeamForge.

A user name that starts with a special character, such as an underscore, will not be accepted by TeamForge, even if
itisvaidin LDAP

(For detailed TeamForge user name and password rules, see Create a new user account.)

How is life different for the user under external authentication?

When you turn external integration on, every user account (except the site administrator account) must have a
matching LDAP entry to log in. This may require changing some existing accounts to match their corresponding
LDAP records. (Accounts created after LDAP isin place are validated with the LDAP server when they are created,
so you don't have to worry about this.)

Every login attempt (Web Ul and SOAP access) is passed to the external provider. This means that any changes to
the user status in the external system take effect immediately. Users who have already logged in and have valid
sessions are not affected.

When TeamForge is using internal authentication, asite administrator can change a user's password. Thisis disabled
for external authentication.

Under external authentication, passwords can't be changed in the TeamForge web Ul. Users have to use the interface
provided by the third-party authentication source to change their password. Such password changes are available
immediately to TeamForge for the next login attempt.

Site administrators can no longer create user accounts. The end user must create their own account by logging into
TeamForge just like a user who aready has an account. At that point TeamForge detects that a new account needs
to be created and presents the new user with a registration form, which requests the user's password n the external
authentication system. On submit, TeamForge verifies the user account with the external system, and only if the
username/password is verified does TeamForge create the new account.

Once anew user has created their account, TeamForge can optionally be configured to put every new account in a
pending status so that a site administrator can approve the new account. By default, new users will have immediate
access to the system.

LDAP for source control

LDAP isintegrated into your TeamForge source control services.

For Subversion, the integration server queries TeamForge as needed.
CV S authentication is not managed directly by LDAP, but each TeamForge user's SCM password is synchronized
automatically with the user's LDAP password upon logging into TeamForge.
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What can go wrong?

When TeamForge is configured to authenticate against an LDAP server and the LDAP server is down, al TeamForge
authentication is disabled until the LDAP server isrestored.

If auser does not exist on the LDAP server, or is deleted from the server, that user cannot log into TeamForge.

Why do | get the "Invalid command 'AuthLDAPAuthoritative™ error when | try to set LDAP for SVN
users?
Theinvalid command Aut hLDAPAut hor i t at i ve error may occur if you need to upgrade Apache from version 2.0to 2.2.

CollabNet Subversion 1.5 is bundled with the latest version of Apache (currently 2.2.x). It includes the module
mod_authnz_Idap and does not include mod_auth_Idap. Hence compatibility issues arise due to missing directives.
Upgrade your Apache version to 2.2 if you get the following error when trying to install CollabNet SVN:

bash-3.00# /etc/init.d/collabnet_subversion start
Starting Col | abNet Subversi on:
Syntax error on |line 29 of
[ etc/opt/ Col | abNet Subver si on/ conf/ col | abnet _subversi on_htt pd. conf:
I nvalid command ' Aut hLDAPAut horitative',
per haps mi sspelled or defined by a nodule not included in the server
configuration
FAI LED

How does TeamForge handle multiple redundant LDAP servers?
When configuring LDAP authentication for a TeamForge instance, there may be abusiness need for using multiple LDAP
servers. Follow the guidelines below for configuring.

The additional LDAP servers can be added to the java.naming.provider.url option in login-config.xml:

| ogi n-config.xmn:
<nmodul e-opti on name="j ava. nam ng. provi der.url ">
| dap: //primary/ |dap://secondary/ </ nodul e-option>

Once the primary and secondary servers have been defined, they will be consulted in order of definition for every
authentication request. First the primary, and if the primary fails, then the secondary. This prevents specifying multiple
servers for round-robin handling of authentication, but it can still be used for redundancy needs.

Can the users be forced to change their passwords at first login?
Yes, asasite administrator you can configure the CollabNet TeamForge site optionsto force the usersto change their passwords
at first login.

Setting the REQUI RE_USER _PASSWORD CHANGE attribute ast r ue inthesi t e- opt i ons. conf fileenforces
password change on first login into CollabNet TeamForge.

Tip: You can not force password change on a user who had self-created the user account, or if a password-request
had been raised for the user or if an administrator had reset the login password for that user.

Managing email in TeamForge

Questions about managing email in TeamForge.

How do | configure TeamForge to send mail on a specific network adapter in a multi-NIC
configuration?

When a host has multiple NICs, James will try to do the right thing when sending mail. In some network setups, thisis not
correct, and manual configuration is needed.

James requires multiple changes to fully configure how it interacts with the network. Open the config.xml file, located
in $SF_HOVE/ apps/ j anes/ j ames- 2. 2. 0/ apps/ j ames/ SAR- | NF/ for version 5.1.
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Locatethe' <mai | et match="All" cl ass="RenoteDel i very">'" section. add a subnode
' <bi nd>$addr </ bi nd>' where $addr istheip address that James should be sending mail from.

Near that areg, thereisa<servernames...></servernames> section. Confirm/change the two autodetect options (autodetect,
autodetect! P) to false. Next, add the fully qualified host name, and the ip address that will be used, to their own
<servername> entry.

After the changes are complete, save the config.xml and restart the application.

How can | check if port 25 is open?
If you know the mail server is up and running, check whether you can talk over port 25 to your mail server. This can be done
using a one-line command: telnet <appserver name> 25 Substitute the <appserver name> with your own server.

Once you type thisinto your DOS window and hit return, you should see some sort of response from your mail server,
as shown below:

Trying 208.75.196.84... Connected to cul190.cubit.sp.collab.net (208.75.196.84). Escape character is']'. 220
cu190.cubit.sp.collab.net SMTP Server (JAMES SMTP Server 2.2.0) ready Mon, 27 Jul 2009 06:38:20 -0700 (PDT)

How do | set up alocal alias via James?

In situations where you need to obtain a SSL certificate for your domain, and your SSL certificate provider only permits you
to use addresses related to your TeamForge domain, it may be necessary to generate an email alias from within TeamForge.
Since thereis currently no way to do this through the Ul, you'll haveto do it from the James administrative interface.

First, you'll need to connect to the James administrative interface on your system. If you've followed our best practices
guide in our knowledgebase, you'll know that you should have port 4555 firewalled to everyone but localhost. SSH to
your TeamForge server, and then issue the following command:

tel net | ocal host 4555

Thiswill bring up the Remote Administration Tool:

[root @ppl root]# tel net |ocal host 4555

Trying 127.0.0.1... Connected to |ocal host (127.0.0.1).

Escape character is '”~]'. JAMES Renote Adm nistration Tool 2.2.0
Pl ease enter your |ogin and password

Login id: admin Password: (text is echoed |ocally)

Wl cone adnmin. HELP for a |ist of commands

First, we'll need to add a new user:

adduser <user nanme> <passwor d>

Then, we'll need to set the forwarding address of that user
set f orwardi ng <usernane> <enmai| address where you want email to go>

finaly, we'll exit the James administrative interface.
qui t

Your changes should be in place.

How do | configure email notifications of Subversion commits in SourceForge 4.x?

For SourceForge release 4., email notifications are not available viathe web Ul, and will require extra commit hook scripts
to beinstalled.

Toimplement commit email notifications on SourceForge 4.x, you must install extracommit hook scriptsin therepository.
For detailed information see the online Subversion documentation: Hook Scripts.

Note: Thisfeature hasbeenimplemented in SourceForge 5.x. Inthe current rel ease, auser can monitor arepository,

[ i
much the same way they monitor atracker for discussion forum.


http://svnbook.red-bean.com/en/1.1/ch05s02.html
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Does TeamForge support using /etc/aliases for local mail delivery?
No, TeamForge uses the James SM TP server, which does not use the /etc/aliases file.

To enable local mail aliases, you will need to configure user mapping in the XMLVirtualUserTablein the
[ opt/ col | abnet/teanforge/ runtinme/james/ apps/janmes/ SAR-| NF/ config. xnl file

Note: Please note that while the James SMTP server is used as part of TeamForge, customizations such as these
cannot be supported by CollabNet.

Should I upgrade to TeamForge 6.1 on a new box?

You can upgrade TeamForge on new hardware, or you can stick with the same box your current site is running on. To choose,
consider how your members use your site and how you maintain it.

Upgrade on new hardware
Upgrading on new hardware is alittle more complex, but provides more flexibility.
Do it thisway if you want to:

» Changeto adifferent operating system.

» Stage your upgraded site before moving it into production.
» Servethesite from adifferent data center.

e Support an expanded user base.

e Minimize downtime associated with the upgrade.

Upgrade on the same hardware

If you are OK with your current hardware setup and you don't want to rock the boat, you can run your new TeamForge
site on the same box where your current site is running.

Do thisif you want to:

» Keep your upgrade as simple as possible.
« Stick with atested hardware setup.

* Usevirtual hardware.

* Support astable user base.

Should I move my TeamForge database to its own server?
If you expect your site to have heavy user traffic, you may want to run the site's database on its own server.

Note: Before moving your database to its own server, make sure you have access to someone with advanced skills
in the database service you are using.
The advantage of hosting a service on a separate server isthat it does not share CPU, RAM or /O bandwidth with the
server that is hosting the main TeamForge application.

g~ Note: Each TeamForge site can have only one database server.

To help decide whether you need a separate database server, consider these approximate values:

Shared TeamFor ge-database server Standalone database server

Daily users Fewer than 1000 More than 1000

Daily discussion forum entries | Fewer than 1000 More than 1000
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Should I move my source control application to its own server?

If you anticipate heavy source code check-in and check-out traffic, consider setting up the source code application on its own
server.

To host your source control services on their own server, you must set up a source code repository server and integrate
it with TeamForge. You can integrate any number of source code servers with your TeamForge site.

The advantage of hosting a service on a separate server isthat it does not share CPU, RAM or /O bandwidth with the
server that is hosting the main TeamForge application.

g~ Note: If you need to move a source code integration, contact your CollabNet representative for help.

To help decide whether you need a separate source control server, consider these approximate values:

Shared TeamForge-SCM server Standalone SCM server

Daily source code commits Fewer than 1000 More than 1000

What are the right PostgreSQL settings for my site?

Your site's PostgreSQL settings depend on the conditions your site is operating under, especially the number and size of
projects and the number of users.

The default valuesinthesi t e- opti ons. conf file are designed for a TeamForge site running on a system with 8
GB of RAM. Thistable contains recommended values for systems with various amounts of RAM, based on testing
carried out in CollabNet's performance lab. Use your discretion in selecting the right values for your environment.

g~ Note: Remember to recreate the runtime environment after changing any valueinthesi t e- opti ons. conf

file.
8GB RAM |16GB RAM |[32GB RAM |64GB RAM [128GB RAM

PGSQL_COMMIT_DELAY 250 250 250 250 250
PGSQL_COMMIT_SIBLINGS 10 10 10 10 10
PGSQL_EFFECTIVE_CACHE_SIZE 512MB 1GB 2GB 4GB 8GB
PGSQL_MAINTENANCE_WORK_MEM | 256MB 256MB 256MB 256MB 256MB
PGSQL_MAX_FSM_PAGES 500000 500000 500000 500000 500000
PGSQL_MAX_FSM_RELATIONS 500 500 500 500 500
PGSQL_SHARED_BUFFERS 240MB 430MB 960MB 1.5GB 3.5GB
PGSQL_WORK_MEM 64MB 128MB 256MB 512MB 512MB
PGSQL_VACUUM_COST_DELAY 50 50 50 50 50
PGSQL_WAL_BUFFERS 10MB 10MB 10MB 10MB 10MB
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Is it possible to change artifact prefixes in TeamForge?

Artifact prefixesin Teamforge cannot be changed or customized, all artifacts across the site will have an artifact ID of
artFX X XXXX.

Can I run other java applications in the same JBoss instance as CollabNet Team Forge?
It is recommended to create a separate instance of JBoss or tomcat and deploy your applications there. Whileit is possible to
deploy other applications alongside CTF, you may encounter some errors.

In order to deploy an application into the CTF JBoss instance, you must place the war filesinto the deploy directory
beneath the runtime directory. All directories beneath the runtime directory are recreated each time the application
runtime is rebuilt, deleting your applications.

If your applicationsinclude the CTF SDK , you may receive class conflicts and errors such as
"java.lang.refl ect.InvocationTargetException” when attempting to connect to CTF.

Who is responsible for applying OS updates to the underlying VMware image?

CollabNet does not provide the OS updates. If thereis a critical update that needs to be addressed within the VM Image,
CollabNet will post instructions on how to update that on open.collab.net.

Concepts and terms in TeamForge

Descriptions of concepts and terms in TeamForge.

What does it mean to run CollabNet TeamForge on a virtual machine?

CollabNet TeamForge can run as a virtual machine image in aVMWare Player. You get al the functionality of CollabNet
TeamForge with the ease of installation and maintenance that comes with VMWare.

To access CollabNet TeamForge , one user (generally the site administrator) must configure and run the CollabNet
TeamForge application server in VMware Player. When the CollabNet TeamForge application server is running, other
users can access it viaaWeb browser. These users do not need to run VMware Player.

The CollabNet TeamForge download may also run on some other VMware products, such asV Mware Workstation 5.5.
However, these instructions are only for using VMware Player.

What is a patch?

A patch isapackage of codethat fixes or addsto the functionality of a CollabNet product. Patches are also known as" component
upgrades.”

Things to know about patches

« Patches are cumulative. You don't need to apply multiple patches sequentially to get to the desired patch level. You
can move up (or down) one or more patch levels with a single operation.

e ThelLevd option ( -1) allows you to downgrade or upgrade to any patch level (within the maximum available in the
cumulative patch).

« TheRollback option (-r) allows you to revert the site to the previous patch level it was at, before the current patch
was applied.

e TheUninstall option (-u) allows you to downgrade the patch level on the site by one.

* When apatchinstallation fails you can use the Force option (-F) to proceed, without manually uninstalling previous
patches.

* The system displays a summary of what happens during the patch installation.
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» Before proceeding with the patch installation, you can use the "dry run" mode (-t option) to see the summary of
actions that will be performed during the installation.

Best practices
Before applying a patch, note the following principles.

» The upgrade scripts are usable only with an existing installation.
* No data migration will occur if any changes have been made to the database schema.

* Youmust usethesudo command or have an account that is equivalent to root in order to complete apatch installation
successfully.

g~ |mportant: Beforeinstalling a patch, verify that it has been fully tested and qualified.

What is the look project?

Thel ook project contains special files that can override your site's default appearance and content, such as the default icons,
fonts, colors, and labels.

Unlike most projects, the | ook project has no members. It is only visible to users with site administration permission.
Its only purposeisto control your site's look and feel, including such things as fonts, background colors, icons, and the
wording of the onscreen labels that appear throughout your site.

Any project on your CollabNet TeamForge site can have one or more Subversion repositories associated with it. The
| ook project has just one Subversion repository. That repository is named br andi ng.

When a user requests a page from your site, CollabNet TeamForge checks the br andi ng repository to seeif any files
there specify custom fonts, colors or text strings. If such specifications are found, CollabNet TeamForge displays the
page according to those specifications. If not, the page displays according to the default design.

Having your custom look-and-feel specificationsin a Subversion repository enables you to roll back changes, track
contributions, and use all the other features of a source code versioning system.

What wiki engine does TeamForge use?

TeamForge currently uses the JSPWiki engine to render the wiki component pages in TeamForge. You can visit the JSSPWiki
homepage at the link below. Please keep in mind that TeamForge does restrict JSPWiki and not all functionality found on that
site applies to the TeamForge wiki (plugins, for example).

Does CollabNet TeamForge support merge tracking?
The Subversion repositoriesthat areinstalled with CollabNet TeamForge run on Subversion 1.5, which supports merge tracking.

Any Subversion 1.5 servers you have integrated with CollabNet TeamForge support merge tracking. If you need the
merge tracking feature and your Subversion server is running a version earlier than Subversion 1.5, you must upgrade
to Subversion 1.5 to get this functionality.

If you used svnmrer ge. py (http://www.orcaware.convsvn/wiki/Synmerge.py) to do merge tracking before Subversion
1.5, and you want to convert your svnirer ge. py datato the Subversion 1.5 merge tracking data format, CollabNet
provides amigration tool, linked bel ow.

What is a private IP address and what are the private IP ranges?
Any IP address that falls specified rangesis a private | P address and is non-routable on the Internet.

These addresses are reserved for use only within private/corporate network and cannot be seen outside the private
networks. These private addresses are trandlated at the company's firewall into an external (public) |P address, which
will be some address that does 'not' fall within these ranges.

10.0.0.0/8=10.0.0.0 — 10.255.255.255
192.168.0.0/16=192.168.0.0 — 192.168.255.255
172.16.0.0/12=172.16.0.0 — 172.31.255.255


http://www.orcaware.com/svn/wiki/Svnmerge.py
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An addressis Private if it starts with:

10 or
192.168 or
172.[16-31]

It is possible for anyone to see their external (public) 1P by going to any one of a number of sites that provide this
information as a free service. One example that's easy to remember is http://whatismyip.com.

What is the vamessages.log used for?

TeamForge recordsjust about everything it's doing to thisfile. You can use thislog to debug startup issues, performance issues,
system errors, exid backtraces, VM issues, SQL issues, etc.

Thelog canbefoundat/ opt/ col | abnet/t eanf or ge/ | og/ vanessages. | 0g. Since thislog contains so
many different types of log messages, it grows extremely rapidly, so the fileis automatically rotated by TeamForge
when it reaches 100M, and TeamForge will keep the previous ten copies of the log. If you are having any kind of issue,
thisis probably the log to look at.

How do | use the TeamForge updater to manage backups of old versions of TeamForge?

You can safely delete the items in your <sourceforge base install_directory>/sourceforge_home/backups as long as you are
comfortable with your version of TeamForge , and have no desire to go back. This directory may also be safely omitted from
your backup plan.

How does TeamForge deliver activity reports?

The datain your reports comes from a special database that extracts live site data from the production database at intervals
you specify. This protects the production database from excess reporting traffic, while keeping report content fresh.

You can specify thetime at which the reporting dataisrefreshed from the production database. By default, the extraction
takes place daily at 2:30 a.m. in the TeamForge application server's time zone.

The reporting database can be deployed on a separate machine to help channel load away from the application server.
Historical datais available even if the application server no longer storesiit.

Where does the reporting data come from?

The ETL app extractsits data from the live production PostgreSQL or Oracle database where the TeamForge site stores
most of its critical data. (Information about reporting configurationsis also stored in the production database.) Some
datais also gathered from the file system.

How is the production data converted into reporting data?

TeamForge extracts a snapshot of the production data, transforms it into aformat that supports reporting requirements,
and loads it into the datamart, which is optimized for fast retrieval. The Extract-Transform-Load (ETL) application is
aTomcat VM running as a TeamForge service under the TeamForge integration server architecture.

Where is the reporting data kept?

After the ETL app collects and processes the live site data, it is stored in a separate database called the datamart. If the
TeamForge site uses a PostgreSQL database, then the datamart is also a PostgreSQL database; likewise for Oracle. The
datamart uses a Star Schema-based design for tables.

How are the reports shown in the TeamForge user interface?
The reports are rendered in the TeamForge Ul using Adobe Flex.

g~ Note: When asiteis upgraded, there will be adelay before reporting datais available to users, until the scheduled
~ ETL run has occurred. Performing amanual ETL run immediately after an upgrade is not advisable, sinceit could
consume alot of system resources leading to performance problems.
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What is an integrated application?
An integrated application is a stand-alone application that can seamlessly integrate into any CollabNet TeamForge project.

Note: The ability to integrate external applications relies on an experimental framework that is still in "alpha’
status. Certain features may not be fully implemented and others may not work exactly as expected. You can help
make it better by posting your feedback on the TeamForge community forum.

You can use integrated applications to incorporate these types of applicationsinto your CollabNet TeamForge project:

e Third party applications

« Internally developed applications

» Integrations developed using the CollabNet TeamForge SOAP APIs
» External websites

CollabNet TeamForge site administrators can register site-wide integrated applications that project administrators can
opt to use in their projects.

When you add an integrated application to your project, anicon is added to your project navigation bar. Clicking the
icon displays the integrated application in the main CollabNet TeamForge project window.

CollabNet TeamForge site-administrators can register site-wide integrated applications that project administrators can
opt to use across projects.

Site administrators or users with site-wide roles with the administration permissions for integrated applications can
enable/disable integrated applications.

g~ 11p: Disabling anintegrated application restrictsit from being added to projects. However, disabling an integrated
~ application does not affect the projects where the integrated application might already bein use.

After your site administrator registers an integrated application on the site level, on adding it to your project, anicon is
added to your project navigation bar. Clicking theicon displays the integrated application in the main CollabNet
TeamForge project window.

Note: You can register and integrate as many applications per project asyou wish. However, because each integrated
application adds an icon to the project navigation bar, creating alarge number of integrated applications can cause
horizontal scrolling.

Can | control user access to an integrated application?

TeamForge can integrate the permissions scheme of a separate application into the TeamForge role-based access control
system.

Tolook at how thisworks, we'll use the Pebble blogging tool asan example. Pebbleisan application that you can quickly
integrate with TeamForge.

Pebble brings with it a set of pre-determined roles that you can assign to project users.

Blog Reader You can only read blogs and make comments, the comments are sent for
moderation.

Blog contributor You can add blog posts, but they will be sent for moderation.

Blog publisher You can add blog posts, moderate comments and blog posts.

Blog owner You can do all that a Blog publisher does as well as change the blog properties

and security options.

Any site user with one or more of these roles can see the Pebble Blog button in their project toolbar. Clicking that button
allows them to operate Pebble according to their access rights.


http://forums.open.collab.net/ds/viewForumSummary.do?dsForumId=736

158 | OpenTopic | Frequently asked questions about administrating a TeamForge 6.1 site on CentOS

Note: Site Administrators don't need any specific permissions; they have al permissions on all projects on the
site.

[ 1

How does an integrated application interact with other TeamForge tools?

When you integrate an external application into your TeamForge site, the application can take full advantage of object IDs,
links and Go URLSs.

Tolook at how thisworks, we'll use the Pebble applicationas an example. Pebble is ablogging tool that you can quickly
integrate with TeamForge.

Prefix

Object ID's uniquely identify a TeamForge object so that you can access and use it in different contexts. For example,
togettoartifactar t f 1234 quickly, youjust enter ar t f 1234 inthe Jump To I D box. Inthe Pebbletutorial application,
the date of ablog post, inYYYYMMDD format, is used as the object ID.

A prefix isan aphanumeric string attached to the beginning of an object ID that TeamForge uses to manage object IDs
from different tools. For example, in the Pebble app, <pr ef i x> 20100601 gets you a page showing all the blog
postsin the project that were published on June 1, 2010.

The prefix for an integrated application is selected when the site administrator first integrates the application. It can't be
changed after that.

The amount of information the prefix carries depends on the kind of application you areintegrating into your TeamForge
Site.

« With applications that use object 1Ds, such as Project Tracker and JIRA, you can identify the project that the object
belongs to from its object I1D.

» For applications that don't have uniquely identified objects, or don't have the notion of "project," such asMoinMoin
or Review Board, you can choose a prefix that's specific to the project where the integrated tool is used.

Go URLs
Go URLsallow auser to get to a particular object 1D with ashort, handy URL. To use thisfor Pebble, construct a URL
likethis:htt ps:// nysite. conisf/go/<prefix>_<date in format YYYYMVDD>.

For example, if the Pebble tool in your project has the prefix PA, and you want to send someone al the blog posts
published on app June 1, 2010, send them thislink: ht t ps: // mysi te. com sf/ go/ PA20100601.

Associations

The object ID can be used to associate objects with other TeamForge objects. For example, if you want to associate a
document with the blogs published on June 1, 2010, go to the document's Associations tab and add an association to
PA 20100601 astheobject ID.

Automatic links
When you type text of the format <pr ef i x> _<date i n YYYYMVDDD> in any TeamForgetext field, thetext is
converted to alink. When you click the link you see the blog posts for that date, if any.

Common errors in TeamForge

Common problems and solutions in TeamForge.

Why won't my CollabNet TeamForge virtual machine installation start?
CollabNet TeamForge won't start, or you receive an error message when trying to access your site.

You may be encountering one of the following issues:
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» The CollabNet TeamForge application server is not running.
* Your organization has exceeded your maximum number of licensed users for the CollabNet TeamForge download.

e Thefreetrial version supports up to 3 users at no charge.
e The Team edition supports up to 25 users.

To purchase additional licenses, visit http://www.collab.net/products/sfee/buyit.html

* You are attempting to run CollabNet TeamForge on an unsupported VMware product. Thefollowing legacy VMware
product versions are not supported:

e VMware ESX Server 2.X
¢ VMware GSX Server 3.x

* VMwareACE 1.x
* VMware Workstation 4.x

For more information about VMware Player and similar products, see http://mww.vmware.convproducts/player/

Why does my CollabNet TeamForge site show a different time than the host machine it
IS running on?

In some casesit is possible for the clock in the CollabNet TeamForge VMware image to drift from that of the host machine.
If you noticethisissue, you can set the CollabNet TeamForgeV Mware imageto synchronize timewith an external NTP server.

A script is provided to enable you to configure time synchronization easily. The conf i gur e- nt p. sh script sets up
amanual periodic time sync once per hour between the VMware image and the NTP server.

g~ |mportant: Beforerunning thisscript, your virtual machine must be able to access an external NTP server. If your
~ virtual machineis running inside a firewall, and is unable to access an external public NTP server, you may need
to talk to your system administrator to find an accessible NTP server within your network.

While logged into the virtual machine, run/ r oot / conf i gure-nt p. sh <ntp server>.

If you do not enter an NTP server, the script will try to use pool . nt p. or g, apublicly available time service, by
defaullt.

Note: VMware advises against setting up the VMware image to use NTP directly because it can interfere with
VMware's own built-in time syncing mechanism.

For detailed information about timekeeping in VMware, see http: //mww.vmware.com/pdf/vmware_timekeeping.pdf

Why does my CollabNet SourceForge Enterprise site show a different time than the host
machine it is running on?
In some casesit is possible for the clock in the CollabNet SourceForge Enterprise VMware image to drift from that of the host

machine. If you notice thisissue, you can set the CollabNet SourcefForge Enterprise VMware image to synchronize time with
an external NTP server.

A script is provided to enable you to configure time synchronization easily. The conf i gur e- nt p. sh script setsup
amanual periodic time sync once per hour between the VMware image and the NTP server.

g~ Important: Beforerunning thisscript, your virtual machine must be able to access an external NTP server. If your
~ virtual machineis running inside afirewall, and is unable to access an external public NTP server, you may need
to talk to your system administrator to find an accessible NTP server within your network.

While logged into the virtual machine, run/ r oot/ confi gure-ntp. sh <ntp server>.

If you do not enter an NTP server, the script will try to use pool . nt p. or g, apublicly available time service, by
defaullt.


http://www.collab.net/products/sfee/buyit.html
http://www.vmware.com/products/player/
http://www.vmware.com/pdf/vmware_timekeeping.pdf
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g~ Noter VMware advises against setting up the VMware image to use NTP directly because it can interfere with
~ VMware's own built-in time syncing mechanism.

For detailed information about timekeeping in VMware, see http: //mww.vmware.com/pdf/vmware_timekeeping.pdf

Why won't my CollabNet SourceForge Enterprise virtual machine installation start?
CollabNet SourceForge Enterprise won't start, or you receive an error message when trying to access your site.

You may be encountering one of the following issues:

» The CollabNet SourceForge Enterprise application server is not running.

* Your organization has exceeded your maximum number of licensed usersfor the CollabNet SourceForge Enterprise
download.

e Thefreetrial version supports up to 3 users at no charge.
e The Team edition supports up to 25 users.

To purchase additional licenses, visit http://www.collab.net/products/sfee/buyit.html

* You are attempting to run CollabNet SourceForge Enterprise on an unsupported VMware product. The following
legacy VMware product versions are not supported:

e VMware ESX Server 2.x
¢ VMware GSX Server 3.x
e VMwareACE 1.x

*  VMware Workstation 4.x

For more information about VMware Player and similar products, see http://mww.vmware.convproducts/player/

Why don't the branding repo changes get rendered into UlI?

It may be due to the property 'subversion_branding.repository base' pointing to /sf-svnroot instead of the /svnroot directory,
which is used by the scm-integration of the csfe installation.

First, check the location of the branding repository in subversion_branding.repository _base=/sf-svnroot' in
[ opt/col | abnet/teanforge/runtinl conf/sourceforge. properties.

If it hasto be /svnroot, then add an entry that states SUBVERSION_BRANDING_REPOSITORY _BA SE=/svnroot

Then re-create a runtime and restart TeamForge.

How can | solve the PSQLException when starting the app server after changing my DB
server IP address?

You might need to replace the old I P address with the new IP addressin the <connect i on- ur | > block of thefile
sourceforge-postgres-ds.xml, located in
/opt/col | abnet/teanforge/jboss/jboss-3.2.6/server/defaul t/deploy.

Thisissue may occur after changing the IP address of the database server and making the corresponding IP changesin
pg_hba.conf, /etc/hosts and postgresqgl.conf files. The following error may appear when starting the application server
though you are able to login to the DB server from the app server.

[ JBossManagedConnecti onPool ] Throwabl e while attenpting to get a new connecti on:
nul |

org. j boss. resource. JBossResour ceExcepti on: Coul d not create connection; - nested

t hrowabl e: (org. postgresql.util.PSQ.Exception: Connection refused.

Check that the hostname and port are correct and that the postnaster is accepting
TCP/ | P connecti ons.


http://www.vmware.com/pdf/vmware_timekeeping.pdf
http://www.collab.net/products/sfee/buyit.html
http://www.vmware.com/products/player/

OpenTopic | Frequently asked questions about administrating a TeamForge 6.1 site on CentOS | 161

Why do search and email server show "Could not connect"?
Typically this means the tomcat container for James and the search service are not running. You can restart this with the
commands shown below. You may need to set the JAVA_ HOME environment variable to the location of your JDK.

sh /opt/col | abnet/teanforge/dist/janes/james-2.2.0/bin/phoeni x.sh stop
sh /opt/col | abnet/teanforge/dist/janes/janmes-2.2.0/bin/phoenix.sh start

Why is the password and login shell changed for users on my cvs/svn server?
TeamForge useslocal user accounts onthe SCM server to provide accessto CV Srepositoriesviassh. If any local user accounts
on the SCM server match user names within TeamForge they will be changed.

If you are planning to use CVSin the SCM server, you should ensure that the local accounts do not conflict with the
TeamForge user accounts. Adding a prefix to the local user accounts (local_username) would be one way to resolve this
and prevent the usernames from conflicting. Alternatively, if you are not using CV S repositories, the CV S integration
can be removed altogether.

JBoss crashed with out of memory error, how do | prevent this?
This can indicate that the VM heap size is set too small. You can adjust this by changing the -Xms and -Xmx settings of the
JBOSS_JAVA_OPTS token in site-options.conf and rebuilding runtime.

Thiswill appear if the JBoss application server has crashed and you find this error in the server.log:

I NFO [ STDOUT] j ava.l ang. Qut Of MenoryError: Java heap space

The default maximum heap size of 640MB can cause issues on a heavily used site. If the CTF application is the only
thing running on the server, you can increase thisto half of thetotal physical ram on the machine. This should still allow
enough memory for the OS and other necessary processes. If you are also running the app, database and scm on the
same machine a maximum heap size of 1/4 or the total ram maybe a better setting. Determining the right VM settings
for your install will require testing with your particular usage patterns and database.

You can view the current memory usage under the VM Environment section of the JBoss webconsole at
http:// <CTF_SERVER>: 8080/ web- consol e/ . You will need to log in using the CTF admin password.

Why don't help links in TeamForge work after upgrade from SourceForge Enterprise 4.47?

After upgrading you may need to force the help links to point to the remote source. This can be done by uncommenting the
following lines from site-options.conf and rebuilding runtime. HELP_AVAI LABI LI TY=r enot e
REMOTE_HELP_URL=htt p: // hel p. col | ab. net

Why am | getting "Could not connect” status for my email and search server?

On the System Tool s page, when you see " Could not connect status for search and email servers," you must stop and start your
phoeni x. sh process.

You may also need to set the JAVA_ HOME environment variable to the location of your JDK.

The stop/start Phoenix commands:

sh /opt/coll abnet/runtine/scripts/phoeni x.sh stop
sh /opt/col |l abnet/runtime/scripts/phoeni x.sh start
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Why is my email taking a long time to arrive?

TeamForge uses the James M TA to send and parse al email coming to and from the system. In this case, the best course of
action isto look in the james mailet logfile.

Your logfile will help you to determine what is going on with the emails that are being sent from your system. Your

logfiles will look very similar to this:

07/ 02/ 07 07:54: 43

I NFO Janes. Mai | et: ?Renot eDel i very:

Attenpting delivery of Mil 1170135534355-39088-t0-domai n.invalid to host

domain.invalid at 192.168.0.1 to

addresses [invalid. user@onain.invalid] 07/02/07 07:55: 43

I NFO Janes. Mai |l et: ?RenoteDelivery: Could not connect to SMIP host: 192.168.0. 1,
port: 25; nested exception

i s: java.net.?Connect Exception: connection to 192.168.0.1 timed out 07/02/07

07:58: 43

I NFO Janes. Mai | et: ?RenoteDelivery: Storing nessage

Mai | 1170135534355-39088-t 0- domai n.i nvalid i nto outgoing after 7 retries 07/02/07

07:58: 43 I NFO Janes. Mai l et: ?RenoteDel ivery: Attenpting delivery of

Mai | 1170831482124- 2756-t o- conpany. com t o host nx.conpany.com at 127.0.0.1 to

addr esses

[ good. user @onpany. conj

Asyou can see, the James MTA stores outgoing emails to resend at a later time. These files can be located in this
directory: / opt / col | abnet /t eanf or ge/ j anes/ j anes- <ver >/ apps/j ames/ var/ mai | / out goi ng/
When you do adirectory listing of the files, you will see alisting of files very similar to this:
4D61696C313137303833323131343031322. Reposi tory. ?Fi | eCbj ect Store
4D61696C313137303833323131343031322. Reposi tory. ?Fi | eStreantt ore

The FileObjectStore is abinary file, but, the FileStreamStore can be viewed with an editor or your favorite paging
program in order to determine the contents. Sometimes, the directory can grow to alarge number, where you will not
be able to use a standard bash expander to delete all of the files. In that case, use the following shell script:

for i in* ; do /bin/rm$i; done

to remove al of the objects from the outgoing directory.

Due to firewall restrictions | cannot send email from James. How can | resolve this?

If James is unable to send email directly due to firewall restrictions, or mail being rejected from the application servers|P
address, you may have to configure it to use a gateway mail server to send outgoing messages through.

To do this, you will need to add the followingtothe<nai | et match="Al 1" cl ass="?Renot eDel i very">
directive in the james config file at
[ opt/ col | abnet/teanforge/janes/janmes-<version>/ apps/janes/ SAR-| NF/ config. xm :

<gat eway>snt p. exanpl e. conx/ gat eway>
<gat ewayPor t >25</ gat ewayPor t >

You should find these commented out on line 362 of the config file. If your gateway mail server requires authentication
to send email, you may also add the following directives:

<user nanme>user nanme</ user name>
<passwor d>passwor d</ passwor d>

Why do we have errors creating or altering repositories and adding or removing users?

The TeamForge SCM Integration server runs an instance of Tomcat and then launches TeamForge inside the Tomcat container.
If you are experiencing issues creating or altering repositories or adding and removing users from repository access, and the
other TeamForge integration logs are not providing any clues, you may wish to review the Tomcat log at:

/opt/col | abnet/teanforge/tonctat/jakarta-tontat-<version>/|ogs/catalina.out.
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Sometimes, OS-level errorswill beflagged into thislog and not others. In our experience, it is pretty rareto find something
in thislog that is not logged elsewhere.

Why does the SOAP service show "could not connect” on the Server Status page when
everything else appears to work?

This can be caused by an incorrect host name in /etc/sourceforge.properties. Rebuilding runtime will correct this, assuming
the hosthame is set correctly in the site-options.conf file.

Thisissue can occur when using the restore.py script to restore datafrom a TeamForge instance with adifferent hostname.

Why do | get a server status error when | perform a search?
Occasionally, an exceedingly large or complex document causes the search indexing service to abort. Thisis typically when
all searchesin TeamForge return an exid to the user.

Check the server status page and see if the search server islisted as anything other than OK. If it is not OK, then you
should restart the search service by logging into the TeamForge application server as root and issuing the following
commands:

/opt/col | abnet/teanf orge/janes/janmes-/bin/phoenix.sh restart

Check the server status page again in TeamForge and ensure that it shows a status of OK. If it shows OK, then searches
should now work, and the site will slowly catch up on any indexing requests that were logged while the service was
down. If you continue to get exids returned for al searches even with an OK status, then you probably have corrupt
search index files and you should see the link below.

Why would some users not get email?
Check your dnsserver-<date and time>.log.
James records all errors related to resolving DNS for outbound mail to:
[ opt/col | abnet/teanforge/janes/janes-<versi on>/ apps/janes/| ogs/dnsserver-.|og.lIf

you find that some of your TeamForge users are receiving email, but significant groups of others are not, you should
consult thislog to determine if James is experiencing difficulties in resolving their domain or MX records.

What does the "psql: could not connect to the server: No such file or directory" error
message mean?
This error indicates that the PostgreSQL database server is not running. You need to restart the server.

Use the following command to start the server:
service postgresql start

Why do | get a proxy timeout when | try to view certain SCM pages?

If you are getting a proxy timeout error when you try to view a SCM page, you may need to configure the Apache 2.2 Proxy
Timeout to 300 or lessin the httpd.conf file.

If you get the following error while attempting to view a SCM page in SFEE:

The proxy server received an invalid response from an upstream server.
The proxy server could not handl e the request
GET
/integration/vi encvs/ vi encvs. cgi/i be-rul es/ t ags/ phases/ i be-rul es_09. 02. 0- Ph- 200902 _t est 20090105/
Reason: Error reading fromrenote server

Configure your Apache 2.2 Proxy Timeout to 300 or less in the httpd.conf file.
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When using SourceForge Explorer version 4.4 SP1 to connect to SourceForge 4.4 SP1,
| receive the following error message: "Error - wrong number of arguments”.

This error is due to an incomplete configuration of the SourcefForge server. To correct this, add the following to
/opt/col | abnet/t eanf orge/ sourcef orge _hone/ et c/sourceforge configuration. properties:

sf.requi reAssoci ati onOnDocunent Cr eat e=tr ue
sf. al | owedAssoci ati onTypeOnDocunent Cr eat e=Any
sf.requireArtifact ToBeOpenOnDocunent Associ ati on=f al se

After restarting the application you should be able to connect using Sourceforge Explorer.

Why do | get a URL "not found" or "moved permanently" error after applying a
patch/upgrade?
If you are experiencing a URL "NOT FOUND" or "MOVED PERMANENTLY" error after applying a patch or upgrade
Apache ProxyPreserveHost token to on in the httpd.conf file.

If you have applied a patch or upgrade and are now receiving the following error:

<The docunment has noved <a

href ="htt ps://ww. par ki ngf orge. com sf/ gl obal /j sp/buildtinme. htm "
format="htm " scope="ext ernal ">here</a>. </ p>

<hr> <address>Apache/2.2.3 (Red Hat) Server at www. parKki ngforge.com Port

80</ addr ess> </ body></htm >

Not Found

The requested URL
/sf/ sfnai n/ dof user R cker/proj ects. pftod //sfnai i/ do/ | i st Mni tori nglsers/ prgj ects. pftod / di scussi on. announcenent s
was not found on this server

Or if you are trying to add users to a monitoring list, and are receiving the following error:

Not Found

The requested URL

[ sf/ sfnai i/ dof user R cker/proj ects. pftod //sfnai i/ do/ | i st Mni tori nglsers/ prg ects. pftod / d scussi on. announcenent s
was not found on this server.

Set the Pr oxyPr eser veHost tokento ON intheht t pd. conf file.

Why can't TeamForge send my outbound mail?
If you are unable to send email directly due to firewall restrictions, or if mail is being rejected by the application server's |IP
address, configure TeamForgeto send outgoing messages through a gateway mail server.

Configure TeamForgeto send outgoing message through agateway mail server by adding thefollowingtothe<mai | et
mat ch="Al | " cl ass="Renot eDel i ver y" > directivein the configuration file at

/ opt/ col | abnet/teanf orge/ user/ user-<versi on>/ apps/ user/ SAR-|1 NF/ confi g. xm :

<gat eway>snt p. exanpl e. conx/ gat eway>

<gat ewayPor t >25</ gat ewayPort >

g~ Note: The codeis usually found on line 362 (commented out) of the configuration file.

If your gateway mail server requires authentication to send email, you may also add the following directives:

<user nanme>user nanme</ user name>
<passwor d>passwor d</ passwor d>
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TeamForge roles and permissions

Questions about setting permissions and using roles in TeamForge.

Can | set permissions so that users can move documents but not delete them?
You cannot configure document management permissions so that a user can move documents but not del ete them.

It isnot possibleto separate move and del ete permissions, because amoveis actually acopy/del ete action. The document
isnot really moved, it is copied to the new location and then deleted from the original location.

Can | grant users permissions to create their own accounts?

Yes, as of SourceForge 4.1 SP3, it is possible to configure TeamForge such that new users can create their own accounts, but
the accounts are not activated until a Site Admin approves them.

To enable this mode of operation, ssmply add the following line to
/opt/collabnet/teamforge/sourceforge_home/etc/sourceforge configuration.properties:

sf. approveNewUser Account s=t r ue. Once thisline has been added to the file, restart TeamForge for it to take
effect.

The Site Admin can still create accounts for new users and they will not be held for approval. Also note that the user
will receive an email from TeamForge telling them to confirm their password by clicking on the given link, and the link
will not work. The password is properly set on account approval.

Why can't Oracle connect to my TeamForge installation?

The simplest way to correct thisisto overwrite the.jar included with TeamForge with the one from $ORACLE_HOME.
TeamForge uses the thick Oracle JDBC driver, which has two parts. One of these is provided by TeamForge, the other
isin SORACLE_HOME. If these two components are incompatible, TeamForge will be unable to make a connection
to the database.

Follow these steps to overwrite the.jar included with TeamForge with the one from $ORACLE_HOME:
cp $ORACLE HOWE/ j dbc/ i b/ oj dbcl4. j ar
[ opt/ col | abnet/teanforge/jboss/jboss-3.2.6/server/default/Ilib/

A restart of the application will be required to use the new.jar.

Why does SearchReindex.sh fail on SourceForge 4.47?

This occurs as the search indexer included with SFEE 4.4, requires the 4.3 java SDK. You can obtain the java 4.3 SDK at the
link below. Extract thefileto/ opt / col | abnet / t eanf or ge/ sour cef or ge_hone/ sf soap (assuming youinstalled
SourceForgeinto/ opt / col | abnet / t eanf or ge).

Running the SearchReindex.sh script on a clean SFEE 4.4 install sometimes fails with the following message: Soap43
SDK must exist: / opt/ col | abnet /t eanf or ge/ sour cef or ge_hone/ sf soap/ sf _43_sdk/ soap/|i b.
After installing the 4.3 SDK, you may receive the following error:

Could not login (; nested exception is:
j ava. |l ang. Nul | Poi nt er Excepti on)

Thisisdueto an older version of axis.jar being included in the 43 SDK. You can correct this by copying a newer version
of axisjar into the sf_43 sdk directory:
cp /opt/coll abnet/teanforge/sourceforge _hone/lib/axis.jar

[ opt/ col | abnet/t eanf orge/ sour cef orge_hone/ sf soap/ sf _43_sdk/ soap/|i b/

You may need to substitute/ opt / col | abnet / t eanf or ge for the location of your SourceForge install.
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Tasks in TeamForge

Questions about performing specific tasks in TeamForge.

What happens when log files get too big?
Log files can grow very large over time. To maintain reasonable log file sizes, you can rotate logs on a schedule.

When you rotate logs automatically, live logs are archived every day at 00:00.

Archived logs are stored in compressed form in a directory alongside the live log. For example, if live logs are stored
a <LOG DI R>/ {apps, apache, ...}, then compressed log archives are stored at
<LOG _ARCHI VE_DI R>/ { apps, apache,...}.

The directory structure of the log directory is preserved in the log archive directory.

g~ Note: Empty log files are not compressed.

What is the suggested log configuration for a production system?

To troubleshoot installation issues, the default logdj configuration is set to DEBUG. This can cause the log files to become
quite large. Once your system is successfully installed and in use, you should drop the log levels down to INFO.

See Change the logging level on your site on page 81 for how to do this.

If you still have a problem with over-large log files, you may want to set up log rotation. See Rotate log files on page
82.

How do | enable post-commit logging?
You do this by editing the post-commit.py file.

Editthe/ opt / col | abnet / t eanf or ge/ runt i ne/ sour cef orge_hone/i nt egrati on/ post - conmi t. py
file.

Search for log.setl ogging(False) and modify the value from False to True.

How do | make the monitoring messages be sent from Forge Administrator?
You can change the default behavior for site options by changing the value from "false" to "true" in this statement: #
MONITORING_EMAIL_FROM_ADMINISTRATOR=false

If the site option MONITORING_EMAIL_FROM_ADMINISTRATOR=true, then "From:" field is the Forge
Administrator, elseit is from the user who made the change that initialized the monitoring email.

How can | remove the RHEL test page after TeamForge installation?
You can modify the httpd.conf file to remove the RHEL test page that appears in place of the home page of TeamForge after
installation.

Add COLLABNET CONFIGURATION to the /etc/httpd/conf/httpd.conf file. Thisincludes the rewrite rules, which
removes the RHEL test page.
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How can | find the number of files in a repository without checking it out?

Tolistthefilesinarepository usethecommand: svn I's -R file:///svnroot/ REPONAME| we -| (Requiresloca
access to server)

How do I connect to the Teamforge Postgres database?
For onsite installations, use the commands bel ow.

Note these commands will only work for onsite installations - direct server accessis required.

ssh to Teanforge server
sudo su - postgres
psql -d ctfdb

How do | generate a wiki table of contents?
You can create atable of contents from any heading text that you have in your wiki page.

For versions 5.2 and earlier, generating awiki table of contentsrequiresthe Wiki TOC plugin, available through CollabNet
Professional Services.

To enable TOC for aWiki page, place the following in your Wiki page at the spot where you want the Table of Contents
to appear.

%% nsert-toc
%%

The Table of Contentsis generated automatically based on the heading markersin the wiki page, e.g.! ! ! Headi ng

What is the correct procedure for modifying a hosted Lab Manager profile?

All profile modifications must be done through the Lab Management Ul, under Administration > Manage Profiles. Lab Manager
profiles should not be directly modified and changes should not be committed to subversion.

To modify your profile, follow these steps:

In the browser, login to https://mgr.cubit.domain.com/
Click on Administration

In the left pane, click on Manage Profiles

Click on the profile (your_profile_name)

Click on the Packages tab and choose your options

o rwbdheE

Can | add custom links to the Quick Links section of the application home page?

Yes, as of SourceForge 4.3 Hotfix 5, it is possible to add your own custom links to the Quick Links section of the application
home page by editing file sourceforge_configuration.properties.

To do so, simply open thefile

/ opt/ col | abnet/t eanf or ge/ sour cef orge_hone/ et ¢/ sour cef orge_confi gurati on. properties
and add the following:

qui ckl i nk.1inkO.text=Your Descriptive Text Here

qui ckli nk. I'i nkO. url =http://wwmv. yourcorp.com
qui ckl i nk.linkO. description=Detailed but succinct description of the |ink

After saving thefile and restarting TeamForge, your linkswill become active. To add additional links, simply increment
the linkO, e.g. link1, link2.
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How do | configure the timeout for Apache in TeamForge?
This can be changed by editing the setting WWW_SERVER_TIMEOUT.

The timeout for Apache (httpd) can be configured in seconds. Default is 300 seconds. You must re-create the runtime
for the change to take effect.

How do | back up TeamForge?

TeamForge has essentially four data components that require the System Admininstrator to proactively back up in case of
system failure. These components are;

» thedatabase

« thefilestorage

e the search indexes
e thescm data

Aswith most large and complex applications, the recommended method of backing up TeamForge involves shutting
down the application. Whileit is possible to backup the application whileit is up, the backup itself will not provide 100
percent data consistency. You should undertake one of these live backups only as alast resort and only after ensuring
all the potentia conseguences are fully understood.

If, for whatever reason, afull, offline backup is not possible, you should do the following to ensure that as little datais
being changed as possible. While these steps won't completely replicate the offline backup, they can mitigate most of
the issues w/ doing a live backup. Again, we do NOT recommend this. Offline backups are your friend. Just schedule
the downtime and take the hit.

For the CV S repositories, you should use whatever normal filesystem backup method your company prefers, much like
the FILESTORAGE section above. For SVN repos, it is highly advised that you use the 'svn dump' action to export
them to normal files and then backup those dump files. To do this, simply: svnadmi n dunp /svnroot/ nmy_repo
> [ sone/ backup/ pat h/ nmy_r epo. dnp

Please note that due the nature of TeamForge, there are several interdependencies between these various data storage
points. As such, you must take great care to ensure that all these components are backed up AT THE SAME TIME. You
will NOT be able to use a database backed up yesterday morning with afilestorage from the night before.

Quieting the system

First, you'll want to turn off the web server so users can't get to the Ul (assuming you are routing through A pache and
not direct to JBOSS): servi ce httpd stop

Second, on the SCM server, remove the execute bits on the SCM: chnod -x /usr/ bi n/{cvs, svn}. Thiswill
prevent anyone from executing 'cvs or 'svn’ for new checkins/checkouts/tags. Please note however, that it won't affect
existing running processes. Either wait for them to finish, or kill them.

Finally, pause the search indexing engine: t ouch
[ opt/ col | abnet/t eanforge/var/ searchl ndexes/ LOCK | NDEXES

The database

The majority of TeamForge datais stored in the database. To back up the database, follow the recommended procedure
from your db vendor. If you're using PostgreSQL , you can use the directions in the link below.

Thefile storage and sear ch indices

Any documents uploaded to TeamForge, or attachments to an artifact or forum, as well as the search indices, are stored
on the filesystem as normal system files. Please use whatever normal backup method you use to ensure filesystem
restorability (tar, dd, cpio, Ghogt, etc). You should backup the following directory and ALL its subdirectories:

/ opt/ col | abnet/t eanf orge/ var

The SCM data

On the SCM box, you will also need to backup your SCM data. This data is contained in your companies various
repositories which are located under: / cvsr oot and/ svnr oot
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Finishing

Once the backup is complete, remove thefile:

/ opt/ col | abnet/t eanf orge/ var/ sear chl ndexes/ LOCK_| NDEXES

Turn on the execute permissions for the SCM binaries: chnod +x / usr/ bi n/ {cvs, svn}

And restart Apache: servi ce httpd restart

How do | move an existing CVS repository into TeamForge?
Use the steps below to import and manage an existing CV S repository with TeamForge.

1. Stop CVS accessto the old repo
chnod -x /usr/bin/cvs

2. Tar theold repo

cd /cvsroot/old repo
tar zcvf /tnp/old repo.tar.gz
cd. .
mv old repo /tnp
3. Restore CV S access

chnod +x /usr/bin/cvs

4. Transfer the repo to the TeamForge CV S server
5. Create the new repo from within TeamForge

Browse to your project
Click the Source Code button
Create your new repo
6. Untar the old repo
cd /cvsroot/ new_repo
tar zxvf /tnp/old_repo.tar.gz

7. Synchronize permissions

¢ Login asaTeamForge site admin

e Click the Admin link

e Click the Integrations button

e Check the CV S integration you want

¢ Click the Synchronize Permissions button

8. Verify the new repo
9. Remove the old repo

[binfrm-r /tnp/old_repo

How do | move an existing SVN repository into TeamForge?
If you have an existing SVN repo that you would now like to manage with TeamForge, follow the steps bel ow.

1. Stop SVN accessto theold repo

2. Dump the old repo
svnadnmi n dunp /svnroot/old repo > /tnp/old repo.dnp o nv /svnroot/old_repo
/[tnp

3. Restore SVN access
4. Transfer the repo to the TeamForge SVN server
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5. Create the new repo from within TeamForge
Browse to your project and click the Source Code button, then create your new repo
7. Load the old repo

cat /tnp/old_repo.dnp|svnadnm n | oad /svnroot new repo

o

8. Synchronize permissions

* Login asan TeamForge site admin

e Click the Admin link

« Click the Integrations button

e Select the SVN integration you want

» Click the Synchronize Permissions button

9. Verify the new repo
10. Remove the old repo

/binfrm-r /tnp/old rep

Where do | configure my client proxy settings?
Configure proxy settingsin the serversfile (created when Subversion isinstalled on your system).

The server fileis created when you install TortoiseSV N, Eclipse or command-line Subversion. Use the appropriate path
from the installation folder to configure proxy settings:

CLI Unix/Linux /home/<username>/.subversion/servers

CLI Windows C:\Documents and Settings\<username>\Application
Data\Subversion\servers

Eclipse Window > Preferences > General > Network Connections

IE (6/7) Tools > Options > Advanced Network > Connection
Settings

Firefox Tools> Internet Options > Connectionstab > LAN Settings

TortoiseSVN Windows Explorer > File > TortoiseSVN > Settings >
Network (by default, TSV N uses browser proxy settings)

How do | make TeamForge work the same when the IP address of the server changes?
Update the /etc/hosts file on the server and the dns record(s) with the new | P address.

When the | P address of the server changes, update the /etc/hosts file on the server and the dns record(s) with the new
IP address.

In addition, for TeamForge instance using PostgreSQL database, the | P address used by the PostgreSQL database needs
to be changed in the following files:

« Ivar/lib/pgsqgl/data/pg_hba.conf - Change the IP of the host entry pointing to the SouceForge server.

» Ivar/lib/pgsgl/data/postgresgl.conf - Change the application server's IP for the listen_addresses variable. Restart
Postgres service for the changes to take effect.

How do | capture the output of "top" command?
Top isthe realtime monitor of the running processes in a Linux system. To log the top running processes, use the following
command:top -b -n 1.

-b = Batch mode operation - Starts top in ' Batch mode’, which could be useful for sending output from top to other
programs or to afile.
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-n=Number of iterationslimit as: -n number specifiesthe maximum number of iterations, or frames, top should produce
before ending.
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CollabNet Team Forge 6.1 release notes

INavigation title:TeamForge 6.1 release notes |
Last Revision: May 2011

Look here for information about changes in CollabNet software, such as new features, fixes and |ate-breaking updates.

For details about the reference environment for CollabNet TeamForge 6.1, see the platform specification.

Highlights of CollabNet TeamForge 6.1

INavigation title:6.1 Highlights |
CollabNet TeamForge 6.1 is CollabNet's converged ALM platform, with all of the best features from CollabNet Enterprise
Edition (CEE) and CollabNet TeamForge in a single product.

Site administration enhancements
TeamForge 6.1 adds new ways for site administrators to support users and manage their sites.

Site management enhancements
TeamForge 6.1 adds new ways to manage users and monitor activity on asite.

Reuse CEE Though the URL sare not exactly the same, your bookmarks or page locationsin CollabNet Enterprise

URLs Edition projects can be made to work in TeamForge by setting the CEE_ COMPATIBLE token to
"true” in the site-options.conf file.

Keep "Assigned To" usersin CollabNet Enterprise Edition are migrated to the list of users monitoring the

assignments  artifact in TeamForge 6.0, and will continueto receive email notificationswhen the artifact is updated.

from CEE

Site-wide A broadcast message can be added to every screen in TeamForge. HTML tags are supported. The

broadcast broadcast message is displayed at the top of every page in ayellow banner. See
http://hel p.collab.net/index.j sp?topi c=/teamforge610/acti on/siteadmin-createsi tewi debroadcast. html
Communicate with all site users at once.

Audit log Details of site operations can be seen in the audit log. The audit log can be filtered by date and user.

Ad-hoc The TeamForge database can be queried directly (read only). Note: It'simportant to be careful with

database this capability. Queries returning alarge number of results may affect site performance.

queries

Block search  If you have project data that you don't want public search engines to access, you can include the
URLSs to those pages in the robots.txt file.

Apache, CollabNet TeamForge 6.1 supports Apache 2.2.19 and Subversion 1.6.17.

Subversion

upgrade

Custom site You can customize your site's home page by adding either the domain_home.html or

home page DomainHome.html.html file to the html folder in the branding repository. Also you can display news
posts from all projectsin the site or from the "look™ project alone.

Restrict Added sitetokensto prevent users from using their usernames or other specified words as passwords.

usernamesin

passwords


http://help.collab.net/topic/sysadmin.redhat.610/reference/teamforgeplatform.html
http://help.collab.net/index.jsp?topic=/teamforge610/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/teamforge610/faq/audit_log.html
http://help.collab.net/index.jsp?topic=/teamforge610/faq/escapesearchengines.html
http://help.collab.net/index.jsp?topic=/teamforge610/action/changesitehomepage.html

Refine user
search
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When there are over two hundred users who have the permission to be added to the monitoring list,
you need to refine the search ("Find User" page) by providing a sub-string of the user name that you

want to add to the monitoring list.

Restrict

Configuring maximumattachment sizefor the site prevents usersfrom sending emailswith attachments

attachment size exceeding the size configured.

WSAPI
upgrade

WSAPI version for 6.0.1 release: 5.3.9.0

Configuretime Ability to configure display time zone for the site.

zone
Disable RSS

Site-wide
reporting

Ability to disable RSS feeds at the site level.

TeamForge 6.1 introduces the first phase of an enterprise reporting infrastructure. Metrics will be
rolled out on aad hoc basis, independent of the CTF release cycle. The new CTF external datamart

is addressable viathe Web Ul and by external applications via SQL. See Track the number of users
logging into your TeamForge site.

Site administration enhancements for roles and permissions

Project groups

Delegate site admin powers

Reuseroles

View your permissions

View your roles

Limited tracker and task
admins

Limited siteadmins
Limited template admins
Default access

“All users' group

User groups (renamed)

View user roles

TeamForge 6.1 supports more complex options for assigning user roles and permissions.

You can group associated projects and add users and roles to those projects quickly
and easily. Userswith arolein aproject group havethat rolein all the projectsincluded
in the project group. See Manage projects as a group.

Site-wideroles allow you to create site administration roleswith fine-grained site-level
administration and project permissions. See Delegate site administration tasks with
site-wide roles.

Global project roles allow you to create project-level roles that are available to all
projects within the TeamForge site. See Provide ready-made roles.

Users can view the permissions mapped to the roles assigned to themselves by clicking
on the role name in the My Projects page.

There are two waysto check which roles are assigned to you in any of your TeamForge
projects: To view theroles assigned directly to you, go to the My Workspace > Projects
page and click the My Projects tab. To view all the roles assigned to you, go to the My
Workspace > My Settings page and click the Rolestab. Select Directly Assigned Roles,
Inherited Roles or Site-wide rolesto view the corresponding roles.

It is possible to allow some usersto be able to administer tasks and artifacts, without
allowing them to delete either.

The System Tool s permission can be specified in asite-widerole and assigned to certain
users to give them access to some of the utility site administration functions.

Users getting "Projects - Projects Admin™ permission through a site-wide role can now
view, enable and disable the templates. Also, users getting "Projects - Delete/View"
permission through a site-wide role can now del ete the templ ates.

Ability to specify the default project access level and its editability.

CTF has a special User Group named 'All Users' to represent all users present in the
system.

Groupsare now called "User Groups" throughout the application. (If any of the CTF6.0
site had a user group named "All Users", it will be renamed to "All Users (Renamed
by TeamForge)" when the site is migrated to CTF6.1.)

Allow Role Adminsto view a user'srole across all projectsin the site.
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View user groups

Allow User Adminsto view the details of the user groups a user belongs to.

Site administration user-support enhancements
TeamForge 6.1 adds new ways create and manage user accounts.

Create multiple accounts

Multiple user accounts can now be created at once. These new users receive an email
with alink to set their own password. See Create multiple user accounts.

Require password change When you first log into TeamForge using the credentials supplied by the administrator,

Restrict passwords

Password tickets

User organization

Alert to deactivation

Multiple user emails

you are required to change your password. Note: You will not be asked to change your
password if you have created your own account, or if a password request has been filed
for you, or if an administrator has reset your password.

You can enforce a password policy that requires certain password characteristics - for
example, the minimum number of characters, the number of allowed invalid login
attempts, the use of dictionary words - by specifying the corresponding tokensin the
site-options.conf file.

Anadministrator can optionally supply apassword when creating auser. If the password
is not specified while creating the user, the user is sent an email with aticket to set the
password.

When auser profileis created or edited, you can include the user's organization. See
Create anew user account.

When auser is deactivated, owners of all projectsin which the user was a member are
notified by email.

CTF facilitates addition of 3 alternate email address for each user. Users can include
multiple email addressesin their user profile. Mailsfrom any of the alternative addresses
will be accepted by the system.

Project administration enhancements
TeamForge 6.1 adds new features to help organize and customize project sites.

Project administration enhancements
TeamForge 6.1 offers project hierarchies, project groups and more home page customization options.

Project hierarchy

Project locking

Custom home page

Free-form subpages

Subprojects section

For matted news

TeamForge 6.1 supports an n-level project hierarchy of projects/subprojects. Within a
parent project, members with arole that has inheritance (i.e. contains permissions that
cascade to subprojects) have permissionswithin those subprojects. See How doesinheritance
work?.

Site administrators and project administrators can lock projects ensuring that no changes
are made. When alocked project has an integrated application, for example, Project Tracker,
al the Project Tracker pages are also non-editable while the project is locked.

You can create fully customized project home pages. There are two project home options:
Show default project pages and components Show custom web page If you choose the
latter, you can upload any valid HTML you want for your project's home page. See Build
your project web site.

Project sub-pages can now be created as free-form pages, without appearing in the page
hierarchy on the left navigation bar.

A Subprojects section isadded to the project home page for displaying theimmediate child
projects of the project. This section will appear if the project is having Subprojectsin which
the user is having permissions.

Support for text formatting with HTML tagsin Project News.


http:http://help.collab.net/index.jsp?topic=/teamforge610/action/lockorunlockaproject.html
http:http://test.help.collab.net/index.jsp?topic=/teamforge610/action/changeprojecthomepage.html
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Project administration enhancements to roles and permissions
TeamForge 6.1 enables project managers to do more complex and useful things with users' roles and permissions.

Permission inheritance

Project groups

Block roleinheritance

Requestableroles

View user member ship

Anonymous checkouts

Users permissions in the parent project through role assignment are inherited in
subprojects, subject to the option to prevent inheritance into private subprojects. Also,
therolescreated in the parent project are availablein the subprojectsfor further assignment
to usersin the subprojects.

Multiple projects can now be grouped together into asingle " Project Group” . Permissions
granted in the project group gets inherited into the member projects. This enables easier
management of users' access rights over a set of projects.

Role-recursion can be blocked into private sub-projects.

Users can now request rolesin a project if those roles are designated as requestable by
the project administrator. Project administrators have the discretion to specify whether a
role requested by a project member can be granted immediately, in which case therole
isgranted to the user immediately. Alternatively, arole can be specified to require approval
before being granted, in which case the request is sent to the project administrator for
approval.

Allow access to the project membership info through specific permission - "View User
Membership”.

If the project administrator has made it possible, anonymous users can check out code
from a public Subversion repository.

Enterprise tracker enhancements
TeamForge 6.1 provides new ways to increase the efficiency and usability of trackersin TeamForge projects.

Data entry validation mechanisms TeamForge 6.1 enables tracker administrators to provide rulesto help team

members enter usable valuesin text fields. Users know immediately if their text
entry isvalid.

Hierarchical Dependent Field Sets TeamForge 6.1 hel ps tracker administrators guide usersto pick the right option

from a series of inputs to a tracker artifact, based on options they have already
chosen.

I nterface layout definition and TeamForge 6.1 enablestracker administratorsto customize an artifact input form

formatting

by grouping fields into sections, each with its own arrangement of rows and
columns, with or without labels.

Discussion enhancements
TeamForge 6.1 includes enhancements designed to make discussions more manageable and usable.

Discussion usability enhancements
Discussions in TeamForge 6.1 are more flexible and easier to use.

Reply-To control

Digest subscription

The reply-to behavior for each

http://help.collab.net/index.jsp?topi c=/teamforge610/acti on/createforum.html discussion
forum can be configured with the foll owing options: Email address of the discussion; Email
address of poster; Any user specified email address; No reply-to header

Monitoring preferences such as Daily Digest Email / Email per change/ Don't send Email
can now be configured by a user for each forum


http://help.collab.net/index.jsp?topic=/teamforge610/action/createforum.html

176 | OpenTopic | CollabNet TeamForge 6.1 release notes

User groups

RSS

Search multiple forums

Anonymous posting

HTML/RTF formatting

Guest users

Expand/collapse view

When ahttp://hel p.collab.net/index.j sp?topi c= /teamforge610/fag/usergroup.htmluser group
isadded for monitoring all the users belonging to that group receive mails as per their mail
setting when atopic/post is posted to the discussion.

Discussion forums can now be monitored as
http://hel p.collab.net/index.jsp?topi c=/ditactug_top/core vocabulary/rss.html RSS feeds.
The maximum feed size is 20. See Monitor discussion forums as RSS feed.

You can search posts across one or more forums in a project based on a combination of
text, user and date criteria

Anonymous posters email addresses are displayed rather than the poster’s real name.
Anonymous users can subscribe via<mailing list name>-<project name>-subscribe@domain.
Guests can monitor forums.

HTML/RTF formatting ispreserved in email received from discussion forums. HTML/RTF
formatting isincluded as an attachment to the post in the Web Ul. The body of forum
messages within theWeb Ul remainstext. However, if the original email contained formatted
text, that formatted text isincluded as an attachment.

When aforum is appropriately configured,
http: //help.collab.net/index.jsp?topi c=/cee/guestuser s.html guest users can post to the forum
aswell as monitor the forum.

You can now Expand/Collapse forum postsin the List of Posts view. Individual posts can
be expanded or collapsed, or you can expand al or collapse all posts.

Discussion management enhancements
You can manage discussions more closely in TeamForge 6.1.

Private forums

Trusted discussions

Subscribe via email

M oder ate via email

M oder ation

Header filters

Attachment size limit

Site-widefilters

Cascading per missions

Discussion forums can be public or private, depending on the forum's objective and
desired level of accessinto the forum. Private discussion forums restrict anyone without
specific access permissions from viewing or posting into the forum.

Trusted discussions are like moderated discussions for most users. But users designated
as "trusted" can post to these discussions bypassing moderation.

Monitoring additions can be requested for mailing lists via e-mail

Moderators can approve (and also add poster as trusted user) or reject with comments
viae-mail

Discussion owners can mandate that all messages posted need to be screened by a
moderator before they are added to this discussion. M oderators are designated users that
have the ability to perform this review.

Add Header filtersto be defined for the site. Users can add custom headers following
name:value pattern which will be added to all topics/posts.

This setting prevents usersto send emails with attachments exceeding the size configured.

Ability to configurefilters at the domain level for forum emails; Reject emails based on
specific MIME types, drop specific MIME types from emails, reject emails based on
specific headers, remove specific headers from emails, reject emails based on specific
content.

You can control who can monitor and post to discussion forums, according to user
permissions. Optionswork at three levels: site, project, and forum. Restrictions cascade
downward.


http://help.collab.net/index.jsp?topic=/teamforge610/faq/usergroup.html
http://help.collab.net/index.jsp?topic=/ditaotug_top/core_vocabulary/rss.html
http://help.collab.net/index.jsp?topic=/cee/guestusers.html
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TeamForge 6.1 adds several handy features to the TeamForge wiki tool. They are implemented as JSPwiki plugins that are

installed by defaullt.

JSPWiki upgrade Upgraded JSPWiki.

Insert attachment Theinsert attachment plugin allowsyou to insert the contents of an attachment
into a page.

Better tables Aadditional table support including: multi-line table editing, cell merging, and
automatic row numbering.

Windows Media Player and An embedded player in your wiki page, supporting Windows Media Player

Quicktime and Apple QuickTime.

Flash An embedded Flash Player for your wiki page

Export toHTML Allows for wiki pages to be exported cleanly asan HTML file

Export to PDF Allows for wiki pages to be exported as an Adobe PDF file

Excel tables Allows for insertion of a Microsoft Excel file asatable

Attachments Allows for embedding attachments, external URLSs, and files (relative to the

dochase)

Integrated application enhancements
TeamForge 6.1 adds usability and management options for integrated applications.

Integrated application usability enhancements
Integrated applications in TeamForge 6.1 behave more like native components of the site.

SCM associations

Linkification

Visible prefix

Global search

History

L 10N support

Source Code commits can be associated to object I1Ds of integrated applications such as
Project Tracker.

Artifact IDs that belong to an integrated application such as Project Tracker, are
hyperlinked in comments.

Each integrated application displays its prefix on mouse-over. This makesit easier to
create associations between objects and use Go-URLSs.

When you have an integrated application such as Project Tracker, you can do a global
search on itsfields like any other TeamForge component. Note: Search is not available
for Project Tracker attachments.

Easily navigate or associate a recently viewed or edited I ntegrated Application object
from Recent History.

Content in the Integrated Application descriptor isinternationalized. So, the configuration
and other details can be viewed in adesired locale.

Integrated application management enhancements
TeamForge 6.1 makes it easier to configure and manage integrated applications.

Site-wide defaults

Initialization

Administration GUI

The administration page for an integrated application can be used for setting some
site-specific default values.

An integrated application can initialize or remove itself from a project.
Site administrators can easily add an Integrated Application to CTF through a GUI.


http:http://test.help.collab.net/index.jsp?topic=/teamforge610/action/documents-searchingforadocument.html
http:http://test.help.collab.net/index.jsp?topic=/teamforge610/action/documents-searchingforadocument.html
http:http://test.help.collab.net/index.jsp?topic=/teamforge610/action/documents-searchingforadocument.html
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Access defaults

Project locking

Project templates
Enable/disable integrations

Integration permissions

The Default access permissions can now be used for an integrated application. Note:
You can assign only View permission in the Default Access Permissionsfor integrated
applications. This permission can be any one of the permissions available for the
integrated application.

Integrated applications respect project locking. If alocked project has an integrated
application, for example Project Tracker, all the Project Tracker pages are al'so
non-editable while the project is locked. The user who has access permissions for the
integrated application can only view the pages.

Integrated Applicationsin a project are now included in project templates.

An integrated Application can be enabled or disabled from the site to support or
prevent its usein projects.

Allow Integrations tab to be accessed through specific permissions - "SCM
Integrations' and " Site-wide Linked Applications'.

Source code repository replication
TeamForge 6.1 adds a feature for replicating remote Subversion repositories locally.

artf5071: With Subversion Edge 2.0.0, CollabNet TeamForge 6.1 providesimproved performance to globally
distributed users by enabling replication of Subversion repositoriesto local sites. Thereplication is
accomplished by awizard-driven processin Subversion Edge. For more on replication, seethe help.

Issues resolved in CollabNet TeamForge

INavigation title:Fixed bugs

CollabNet TeamForge 6.1 resolves these issues.

CEE migration issues resolved in TeamForge 6.1

|Navigation title: CEE migration

TeamForge 6.1 resolves these issues related to migrating a CollabNet Enterprise Edition site to TeamForge.

«  TheWiki migration tool is now improved to automatically include Java path during execution.

e Subscribers of CEE's "commits" and "issues" discussion lists are now migrated as monitors of the repositories or
trackers, as required. CEE users who were subscribed to the "commits@mailing list" or "issues@mailinglist" are
now added to the "users monitoring” list in the SCM or Tracker tools respectively.

« Migration process is enhanced to escape the possibility of task abortion, by parallel threads, due to simultaneous

lock status.

» Earlier, post-migration, the CEE Dump Load's PT migration scripts were changing the format of PT-SVN URLsto
support the new format required for CTF. Now, thisishandled in the PT migration script aswell asin the CEE Dump

Load system.

» Earlier, discussion attachments were migrated from CEE to CTF, even for the deleted topics or posts. Thisissueis
fixed now and attachments pertaining to the deleted topics or posts are not migrated anymore.

« Some of the embedded CEE URL swere being redirected wrongly. Thisissue has been resolved and embedded URL s

are now correctly redirected.

» The active guest subscribers whose email addresses match registered user's email addresses, are now migrated from
CEE to CTF discussion's monitoring lists.

* Thepassword security parameters migrated from CEE to CTF are now in accordance with the SAS-70 requirements.

o SSL certificate error was observed after upgrading a CEE siteto CTF 6.0. Thisissueis fixed how by changing the
CEE domain name to "www.<domain>. This change has been facilitated across Project Tracker, Subversion and
migration, Remote Publishing and URL compatibility modules.


http://help.collab.net/index.jsp?topic=/teamforge610/action/lockorunlockaproject.html
http://help.collab.net/index.jsp?topic=/teamforge610/action/creatingaprojecttemplate.html
http://help.collab.net/index.jsp?topic=/teamforge610/action/siteadmin-enablinganintegratedapp.html
http://help.collab.net/index.jsp?topic=/teamforge610/action/siteadmin-setintegratedapppermissions.html
http://help.collab.net/topic/csvn/topics/svnreplication.html
https://ctf.open.collab.net/sf/go/artf5071
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URL redirection was failing for alonger URL pattern. Thisissue is resolved now.

Shadow issue of artf67825:Project creation date shows "01/01/2000" for all migrated projectsif the siteisnot in
English locale.

Unable to send amail to user@CEE_DOMAIN after migrating from CEE to CTF.

Discussions tool issues resolved in TeamForge 6.1

INavigation title:Discussions

TeamForge 6.1 resolves these issues related to the Discussionstool.

Space char validation is absent when aforum is created using soap.

Poor response time of Forum Summary page.

Forum summary page is slow.

Email Posting' in CTF is disabled for 'Commits and 'lssues' discussions after migration.
Performance issues with "discussion forum" user picker.

M oderation notification attachment file to indicate file type.

Admins are unable to delete private forums.

Email subject prefix is not added, when the reply to aemail post subject is changed.
Moderation pending email to include moderated content in the email message.

Not able to filter a project member from moderators user picker of an discussion.

Users subscribed to the migrated project’s forum are not able to receive monitoring emails.

Documents tool issues resolved in TeamForge 6.1

[Navigation title:Documents |

TeamForge 6.1 resolves these issues related to the documents tool.

Optimize project home page (configure mode: off): don't query for al the document folders, just query for the ones
displayed

[artf68337, artf58582] Clicking project home page inturns fetches all document folders even when thereis no
document component in it.

Proper support for Office 2007 file extensions.
Unable to view and download the Office 2007 file types and the correct icons are not displayed in Internet Explorer
(IE).

Clients send incorrect Content-type for file uploads causes incorrect icons (docman, tracker attachments).

Installer issues resolved in TeamForge 6.1

|Navigation title: Installer |

TeamForge 6.1 resolves these issues related to the install and upgrade utilities.

Binaries appear corrupt on accessing them through the web interface. However, they work as expected when checked
out via Subversion.

The default VM settings have been changed to:

Application Server JBOSS_JAVA OPTS=- Xn81024m - Xmx1024m - XX: MaxPer nSi ze=256m
-server -XX: +HeapDumpOnQut Of Menor yErr or
- XX: HeapDunpPat h=/tnmp - verbose: gc - XX: +Pri nt GCTi neSt anps
-XX: +Print GCDetails -Dsun.rni.dgc.client.gclnterval =600000
-Dsun. rni.dgc. server. gclnterval =600000

SCM Integration Server | NTEGRATI ON_JAVA OPTS=- Xns160m - Xnx160m - ser ver
- XX: +HeapDunmpOnQut OF Menor yError - XX: HeapDunpPat h=/t np
-verbose: gc - XX:+ Print GCTi meSt anps - XX: +Print GCDet ai | s
-Dsun. rni.dgc.client.gclnterval =600000
-Dsun. rni . dgc. server. gcl nterval =600000
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JAMESMail Server and PHOENI X_JAVA OPTS=- Xns256m - Xmx256m - server

Search Indexer - XX: +HeapDunmpOnQut OF Menor yError - XX: HeapDunpPat h=/t np
-verbose: gc - XX:+ Print GCTi meSt anps - XX: +Print GCDet ai | s
-Dsun. rmi.dgc. client.gclnterval =600000
-Dsun. rni.dgc. server. gcl nterval =600000

Increase the default DATABASE._ MAX_POOL_SIZE value to 100.

Linux upgrade instructions are unclear

PostgreSQL upgrade instructions have an error

Unneeded step in upgrade instructions

Unnecessary messages shown up at the end of patch uninstallation process.

Integrated application issues resolved in TeamForge 6.1

Navigation title:Integrated apps |

TeamForge 6.1 resolves these issues related to the new Integrated Apps feature.

The Project owner (with the Founder Project Administrator role) is now able to add and access Project Tracker as
an integrated application.

On clicking alink that led to a page where the integrated application icon was being displayed; an invalid path
exception was being thrown in the log. Thisissue is resolved now.

[artf52420] Founder project admin will now have all the permissionsfor an integrated application when the application
is removed and re-added to a project.

[artf73045] Improve the performance of getProjectsBylntegratedAppPermission
Project admins are unable to view integrated app permissionsin global roles.

Project administration issues resolved in TeamForge 6.1

INavigation title:Project admin |

TeamForge 6.1 resolves these issues related to administrating TeamForge projects.

When categories and the sub-categories are migrated, the project created for the sub-category isnot listed asamember
of the parent category anymore.

When auser is deactivated, owners of all the projects in which the user was a member, are notified by individual
emals.

The"Projects-Delete” permission for the domain administrator rolesis now handled appropriately during migration.
Cache some of the home page data content.

[artf73338] Adding users to a project does not show full list of available users

[artf73454] Deleting large project in CTF resultsin OOME

[artf74523] 'NullPointerException' when adding documnets in project page

[artf72993] Burndown chart generates stack trace if user is running flashplayer with debug

Project Tracker issues resolved in TeamForge 6.1

INavigation title:Project Tracker |

TeamForge 6.1 resolves these issues related to the Project Tracker tool.

Project Locking is now availablein Project Tracker projects after arestart.

The Project Locked status is how appropriately retained in Project Tracker, even after the application is restarted.
Project Tracker and Subversion associations now appear in the " Subversion commit comments' for PT artifacts. The
link URL in the " Subversion commit comments' block can be used to view the ViewV C diff page to know more
about the commit.

Not all traces were cleaned from scarab tables when a attribute or a attribute option was del eted.
cjk characters are not exported to excel/tsv/open office.
Properly escape artifact description field for excel sheet export.
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» Browse users and date chooser popups not working due to permission errors.

* PT Query failsto run when 'Attribute changes' and user sections are combined.

« Attributes name are missing in the query exported excel and tsv formats.

» Short and long text attributes are not accepting '0" value.

* Optimize Non-Saved PT queries.

* Importing an xml file with empty values for the attribute (Required option enabled) affects the artifact creation.

« Deleting an attribute from the artifact type before removing from the column affects query results.

e XML import not working in few project (if there is a deleted project with the same name).

« Some of the old-style CEE links related to the Project Tracker were not working as expected. This issue has been
fixed and all types of old-style PT URLs are correctly redirected now.

e The standard "tigris.css' file was overriding the Project Tracker's "inst.css' file. The Project Tracker's "inst.css' file
isnow availablein/ css/ i nst. css of thelook project in CTF. It was earlier available in the
/ brandi ng/ css/ i nst. css folder. Theissue isresolved and the "inst.css" file now overrides the "tigris.css'
file.

« NullPointerException in Metadata service's getArtifact TypeM etadata().

« All CollabNet TeamForge and Project Tracker objects are now linked in the ViewV C comments. Commit log
information that contains object Ids are displayed as links, which can be used to go to the respective pages.

» Migrated Project Tracker projects were displaying emails of the format " project.www.domain”. Thisisresolved and
migrated PT projects now display the email format correctly as "www.domain".

« Cleaning up after queries with every Project Tracker request can cause major request backups.

« High Number of SQL queries generated for some PT queries.

* Add request and database query-level logging.

« Wrong re-direction for urls not following project.domain pattern.

« State Transition and the Action based dependency rules do not function as expected.

« PT logs were not getting archived

» [artf66633] : PT logs were not getting archived

o artf66749: Project Tracker issues after upgradeto CTF 6.0.1

*  Check mime-type format before saving attachment in aPT artifact.

e PT archive emails come from TeamForge Administrator rather than the actual user.

» Exception occurs when creating atemplate from a project which has a cross project PT query.

« Show detailsis not working under SVN commit comments for PT.

» Not able to customize the PT email notifications.

e Emailsthat are sent from PT are not archived in CTF.

» Sdf modified Email ids of users are not propagated to PT after approval.

* PT Emails point to awrong project if edited from a different project.

e Add CTF Guest User to Project Tracker (CTF_USER_MAP and SCARAB_USER) tables.

» setArtifactData3 not handling status transition constraints correctly

* InSubmit Related artifact page - Can't ableto Save an artifact & Single Select dependent field values are not displayed
as per therule

Source control issues resolved in TeamForge 6.1

INavigation title:SCM |
TeamForge 6.1 resolves these issues related to Subversion.

e Theissue with post-migration CV S repository structure is resolved with some modifications during the migration
process.

e CVSURLsnot redirecting properly for CollabNet TeamForge 6.0 Patch 3.

o [artf65225] running svn log -v with PBPs consumes unlimited amounts of memory

« Teamforge system exception after executing scmadmin recover.

» [artf49895] page cannot be found when accessing file from repository



182 | OpenTopic | CollabNet TeamForge 6.1 release notes

Internal repositories for branding and remote-publishing can be customized to any other location other than
"/sf-svnroot”.

SCM synchronize throws system error.

Mail notification like'An SCM repository deletion encountered a problem’ sent to users once subversion repository
is deleted.

Exception in global search when SCM user selectsALM apps

The default httpd.conf doesn't have the token to enable svn_log which captures the high level SVN transactions
alone.

Post commit hook script error is displayed while committing in Subversion repository.
[artf74678] No details on 'Age, 'Author’, 'Last Log Entry' in svn repo

Last login entry in the database to include the login details to Subversion.

Newly created Subversion repositories must obey FS_TY PE token.

Site administration issues resolved in TeamForge 6.1

INavigation title:Site admin

TeamForge 6.1 resolves these issues related to the administration of a TeamForge site.

[artf75685] SessionHel perBean.del eteAllUserSessions() causes jboss startup failure
The"Allow User Join" and "Allow Guest Access' permissions are now in sync.

Do not send emailsto domai n admini strators when a proj ect role/membership isrequested. Notify only the respective
project administrators.

[artf67142] Backport artf65733: TF system error is thrown when resetting password for newly created site admin
[artf67588] : Forward port Artifact artf43944 : SSL Cookie Not Marked Secure - POA&M 55-2009

Forward port Artifact artf43944 : SSL. Cookie Not Marked Secure

Apache watchdog is not working properly

jboss watchdog does not work as expected.

[artf70901] JBOSS startup very slow

Accessing the session activity link https://<site_url>/sf/sfmain/do/sessionActivity generates a TeamForge system
error.

Optimize start-up time for sites having 1000+ projects.

Rotation of logs does not happen for CTF6.x sites.

Session Activity page throws exception.

Emails sent to username@<domain> are not delivered.

Site widerolefilter does not work correctly.

[artf67497] Unable to check Session Activity

Updating MaxClients in the site-options.conf is not reflected in the httpd.conf

Current implementation of resource bundle branding affects performance and scal ability

Backport fixes for artf72965 and artf72970 (Apache and Jboss's tomcat should respect MAX_WWW_CLIENTS
site-options token)

[PSR] UserResourceCache Enhancements

Domain name conflict in migrated sites.

New SaaS log4j.xml settings resultsin data loss.

The user ID is missing in the access log.

[artf77828] session hijacking

Log rotation broken in CTF sites.

The broadcast message is not displayed correctly after the user islogged in to the site using Firefox and Internet
Explore 8 (IES).

Notification or approval emails must not be sent to Site Admin in SaaS mode.

Typo in the error message displayed in soap Ul response.

Difference in Ul display among |E and FF.
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» User picker displays blank page when the site admin tries to add a user to any of the site-wide roles on a site with a
large number of users.

e <HELP_AVAILABILITY =local> does not work.

e All usersarelisted in <Find a user> popup window in Create User field page.

» Problem in domain name redirection.

* Project name & itstoolbar is missing for public projects when accessing from specific url's
* Mass update sending out one email per artifact change rather than one summary email.

Tracker tool issues resolved in TeamForge 6.1

INavigation title: Tracker
TeamForge 6.1 resolves these issues related to the Tracker tool.

« Should not delete attributes or options from project artifact type without warning messages.

« [artf63246] When "list artifacts' ie 6 prompts with "this page contain non-secure and secure items'

» [artf65236] Editing and setting "Required" flag on tracker fields throws an exception.

e [artf67903] User Cannot See Fieldsin Tracker, So Values are Erased on Save

e Tracker List Mass update sending out one email per artifact change rather than one summary email.

» Saved Tracker Searched with criteria " Status' value "None" gives exception

o [artf74642] | can't access any of the trackersin forge

« Unableto change the value of Single select field [parent] to <None> in edit artifact page.

» Plan For Popup requires resizing/double-clicking to update

» Alert message displayed while creating a single select field with an already existing name is not persistent in the
screen.

« Hitting Enter key doesn't work for the tracker filter once after choosing any of the Single Select field values

« Page Not Found Error by enabling required option on the edit page of a Single Select Field

» TeamForge Error on creation of an artifact when the tracker's Single Select Field is made as required field

« Default value of an TextEntry Field is not set on the submit artifact page

« [IE] - Single select field values couldn't be seen in its drop down list on the submit & edit artifact pages

« System Exception on Create/Edit artifact page when using user fields

* lrrelevant Popup message shown up on creating afield of input type other than single select.

» TeamForge Error on submitting artifacts when a project is created from template with the added tracker fields

« <Default Value> column header is missing in Create Field page.

» Info message still appearsin <Create field> page even after changing the input type to other than single select.

« [IE] Alignment problem with grandchild singleselect fieldsin Submit Artifact page.

e "-"symbol next to the comment number under the comments section of the artifact is replaced by block symbol.

« Teamforge system error observed while editing an artifact in a project imported using simbel.

« Alert message in the existing artifact when there is any change done in the value mapping of singleselect field.

« On moving artifacts b/w trackers, comment mesage is displayed in the same line

» Single Select field default valueis not set for artifacts which are imported via simbel

« While adding anew value for status field ‘ Status Type' column is missing

« Old and modified new values are not listed under the comments section when a multi-select field is modified.

* Improper alignment of the fields when submitting an Artifact.

» [forge] Unableto add a new Value to amultiselect field that is set as required with default value None.

« Default Value Column is missing for Multiple Select fields in both Create/Edit pages

« planning folder popup doesn't check for user permission

e Cant update the planning folder to None for artifacts via Mass Update

* Modified tracker nameis not reflected in Save Search window.

« Scroll bar moves to the top irrespective of moving the values down or up.
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Known issues in CollabNet TeamForge

INavigation title:Known issues |

The following known issues in CollabNet TeamForge 6.1 will be addressed in upcoming patches or releases.

Under rare circumstances, assigning an artifact to a planning folder can result in a system error. If this happens,
pleasereport it to CollabNet support. Meanwhile, you can work around it by setting the planning fol der of the problem
artifact to "none" before selecting the desired planning folder.

Any customized Velocity templates that contain SOAP operations involving a project may be broken in TeamForge
6.1. Review any SOAP calls made in Vel ocity templates, and if necessary re-implement them on the 6.1 versions of
the files to make sure they still work after you upgrade.

Project templates containing integrated applications cannot be replaced.

Dueto alimitation in the Apache FOP library, wiki contents beyond the width of A4 size paper will be scrambled.
Since the one-time token isinvalidated after first successful authentication, any attempts to refresh the first page of
an integrated application (either by clicking the buttonbar icon or through a go-URL entered from a CTF page) will
result in a Page Not Found exception. This is because the one-time token that is part of the URL is resubmitted on
refresh and is not valid the second time. All other pages subsequent to the first page can be refreshed and should
work.

In some circumstances, accessing the Project Dashboard page could cause an Out of Memory error condition and
bring down the site.

If you have installed an early version of the CollabNet Password Control Kit, users may experience a TeamForge
system error on trying to log in after upgrading to TeamForge 6.1. If your site has an early version of the Password
Control Kit, please contact Support before upgrading.

Sorting options are not available in a sortable table added using the WY SIWIG editor in aWiki page. Header is
separated from the other rows of the table in WY SIWIG editor.

If you add a sortable table to aWiki page using the plain text editor, and then add the wiki page as a project pages
Wiki component, the sorting option is not available on the project page and the table header is separated from other
rows.
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